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1. SQL 4}$ (Improper Neutralization of Special Elements used in an
SQL Command, SQL Injection)
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select * from user where id=" AND password=" 1

o) sbcd oo
2o d ] . |2am=
W e ‘ abcd W9 SRS S EICH

S~Jxx’ OR1=1-
salsct from user where id="abcd’ AND passwuld— wa' OR 1=1 --' J

select from user where id="abcd’ AMND password="xx" OR 1=1 J

@ ==HE Reguest

<719 2-1> SQL A¥

<328 215004 e AAR, Aok 9 o) ZelAol e E AeARRE U8 g
< WE|Y H4glo] WAwel 54 72 (Dynamic Query)E AR BT o= LA} o=
37 ehe A7t AAHo] AragEel o8l 5 Yk

. hHE =971
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|3tk 2HY 7=
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QHSHA e HEO] oF L Blo
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2, R ZHE tableName¥} name?| %t
Z¥©2 2 name’ OR S EoA]

Ial /aE =z

az
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String tableName =

String query =
stmt = con.prepareStatement(query);
rs = stmt.executeQuery/();

R TR LS S -

10:  catch (SQLException sgle) { }

String name = props.getProperty("jdbc.name");
"SELECT * FROM " + tableName + " WHERE Name =" + name;

props.getProperty("jdbc.tableName");

olF HH% F=F WIS thEH Pl YR ZHE JAAE BE preparedStatement
MAT A4 2EDCZ WAL, AR FEE sebOX MAER AHajel, ool Yol
APre) PEE WMPE AL HAsE Zo) Basi,

H A3 I=9] 4 - JAVA

1. try

2. |

3: String tableName = props.getProperty(“jdbc.tableName");

4: String name = props.getProperty(“jdbc.name");

5: String query = "SELECT * FROM ? WHERE Name = ? ';

6: stmt = con.prepareStatement(query);

7: stmt.setString(1, tableName);

8: stmt.setString(2, name);

9: rs = stmt.executeQuery/();

10 ...

1. 1}

12:  catch (SQLException sqle) { }

13:  finally { }

YHole 23 Y B4



o9 dlAlE http request2F-E AREAL ID9F 95 E FEshe] SQL HejEe A
I Yt} AR IDE guest’ OR ‘a'='a'~ & AAET 79, do] & tha7 Zo] A4
o} o] ZeEolA WHEREEC] &7 FHoluz 37l Sut=x] drjete ARgAte] AHu
= 9o 2 9k

=
(SELECT * FROM members WHERE userld ='guest’ OR ’a’="a’-- AND password = )
1:  public class SqllnjectionSample extends HittpServlet
20|
3 //3he typed AT
4: private final String GET_USER_INFO_CMD = "get_user_info";
5: private Connection con;
6:
7
8: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
9: {
10: String command = request.getParameter("command");
11: if (command.equals(GET_USER_INFO_CMD))
12: {
13: Statement stmt = con.createStatement();
14: String userld = request.getParameter("user_id");
15: String password = request.getParameter("password");
16: String query = "SELECT * FROM members WHERE username= "" + userld + "
AND password = " + password + "";
17: stmt.executeUpdate(query);
18: }
19:
20: }
21:
22:  }

9] dlAlelAE SQL 72 A4 A, ﬂTiTEi A€ D9} U4ZE DB Fo Bl ALS
317] ebAdt P2 FHr(makeSecureString $9)E F3k] WS

makeSecureString 3<r= I¥F TAEE HolRo| QAR AT HHE EAER vt
T erolth o] T 7Y AR 20E A &5t S EAES 4%

oA AF 2AE o] SQLECNA 20l dfetols] e AFEE AolT A4
27 RS BAe] delME, SQUEA 2ol dletolrt 29 shgAo] BTt wEA

H1ZE YHolef 45 & B »
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mol= Yol B B 2B SRFHI AAelN FANOE AAFORA F

& Qo] Pt A AT TAe A8 AT Zolth
A 2Ee A4 W, 55 BACKE HEA o7} othE A48T sPedel B
ASF Ul EAEL AAelA BAAOE AAGoH B

=
=
og v WAL 5 Aok

2 5 oo

a

bAgk Z=of doAE, f1o F HA, Al MA A 20 H8s7] fEA B
(Regular expression)s AH83ITE [A\\p{Alnum}] | select | delete | update | insert
| create | alter |dropolA] [M\\p{Alnum}]= &I FAE A3 U] EAE 9
u|5lal, select, delete, update, insert, create, alter, drop=> SQL &4 AME-E&= of ekof
Eolth. °l& ¥ string("”) 2= thAEt A F FAER THEUTH

rlo
o
o

makeSecureString 3ol APEE EALE F ol dAstA TE7] L% B
I 2o

1. AL Aol AE LTk

2. Aol 23EE @0 AFE Utk Bk AY3 B E fsiAe o8 7

°] 9= SQL procedure®oltt SQL HHES FHAYL Ao 2FHEHZ=E
Moz ZF)AZIT

Lo

ol

B ¢AF F=29 o - JAVA

1:  public class SqllnjectionSample extends HttpServlet

2: |

3 //A9 type ARIT

4: private final String GET_USER_INFO_CMD = "get_user_info'";

5: private Connection con;

6:

7: //id®} password®] ol ZAo]|A|gHS 8character?} lécharacter= A gHghct.
8: private final static int MAX_USER_ID_LENGTH = §;

9: private final static int MAX_PASSWORD_LENGTH = 16;

10:

11: // select, delete, update, insert & 71& W9} &opdl, =AE AYE thE EAE(R!

Ao AHREHE ST TS AEshs Aas A%

12: private final static String UNSECURED_CHAR_REGULAR_EXPRESSION =
"[*\\p{Alnum}] | select | delete | update | insert | create | alter | drop";

13:

14: private Pattern unsecuredCharPattern;

15:

16:  //AAE 27]skeith

17: public void initialize()

18: {

19: unsecuredCharPattern =

< H1Z YHolel 45 & B



20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

35:
36:
37:
38:
39:
40:
41:
42:

Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);

//9EEE BFAE o183 BEIT F uHE $ES gk
private String makeSecureString(final String str, int maxLength)
{

String secureStr = str.substring(0, maxLength);

Matcher matcher = unsecuredCharPattern.matcher(secureStr);

return matcher.replaceAll("");

//BEEE Tot EPY F A2z e At
protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))
{

Statement stmt = con.createStatement();

String userld = request.getParameter("user_id");

String password = request.getParameter("new_password");

String query = "SELECT * FROM members WHERE username= "' + make-
SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = "' + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

stmt.executeUpdate(query);

| AAEE Bind SOL et BANA A48 L} S FATREE WAt
=, Belelsed A% BEY PAS AST dols Tt

Ay
2] SQL%L-’F%E 0|83 FAUAES Fusle] FgrE

o 1
RhsofoF gtk

an

il

oA 70 if, union $o| T o8 W, 24F sqlFi{exec H)E ] §
WSS N5 ol Wl 2ol SRS sololdt BAWE, 5 Bus

= At Qeht B4 SEe el U vl we} s,
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IF (1=1) SELECT “true’ ELSE SELECT ‘false’ (91@3 7% &8)

SELECT CHAR(Ox66) ($183 FAMHE- 314 - T2 blind sql 34770l A5 ©0]4-7)

SELECT CONCAT(CHAR(75),CHAR(76),CHAR(77)) ($183% S<ALE §18)

SELECT ASCI(a) ($183% rAE &18)

SELECT header, txt FROM news UNION ALL SELECT name, pass FROM members ($1%

& T 318)

6:  INSERT INTO members(id, user, pass) VALUES(1, ”+SUBSTRING(@@version,1,10) ,10) (A
28 HH & F)

7. exec master.xp_cmdshell ‘dir’ (1P WHA AR - AR A HYE)
“shutdown - ($138& H& o] ARE - X228l shut down)
SELECT 1D, Username, Email FROM [User] WHERE 1D = 1 AND
ISNULL(ASCII(SUBSTRING((SELECT TOP 1 name FROM sysObjects WHERE xtYpe=0x55
AND name NOT IN(SELECT TOP 0 name FROM sysObjects WHERE
xtYpe=0x55)),1,1)),0)>78-- (True, FalseS %3l ClolE #& 5T & U

10:  IF (SELECT * FROM login) BENCHMARK(1000000,MD5(1)) (A28} A} AR {5)

11:  WAITFOR DELAY '0:0:10-- (A28 A A2 #5)

12:  MD5(), SHA1(), PASSWORD(), ENCODE(), COMPRESS(), ROW_COUNT(), SCHEMA(),
VERSION() 59| 9183 34 AHS

13:  bulk insert foo from "\ \ YOURIPADDRESS\C$\x.txt' (Windows UNC ShareE 21-8)

U e

2 Fa 74
[1] CWE-89: Improper Neutralization of Special Elements used in an SQL Command(SQL Injection),
http:/ /cwe.mitre.org/ data/ definitions/89.html
[2] 2010 OWASP Top 10 - Al Injection,
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org/top25/
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2. A 4+ (Improper Control of Resource Identifiers, Resource Injection)

7h A9
9% QUYL AFHA 1 A29 Afdresourc)e] e ABAR A A, F
ARt Q9 242 Fa Azxdle] Rushe Ad Jolz ATIAY FHT F A
ARE YAPOR 3l Axw A Aol FEo| BT F AUrk

/R \
System =
o Memory o
02
Application
oiE Memory
[ex: “Service No"] - >
HI=A ~*  Process 42“
MH|A I |'-U
Hi= on
Network u
rce S
In
LHS X
po T e
Cilent
<Y 22> A A
L e 2 L A D L
C9)Re) g AUAGHY, o] TE F) AUAR AGIE A4S, AT AFE AN
S5 a7 Aol Aol Age Pasd A HUPES 443 2% QLo 3
Rl A$ole % 23] (Directory Traversal)E T3 4= e AE AAT
™. dA)

oo dAlE FHEHA g2 ZE9 dF Ui A=, 959 ¢ (service)S A7
HEE JE AMRSt otk Y, FZA A7} Service No &) FoE -2920 3 & 7+&
AA3IH 7]E9] 80 XEOA FEIHE AHlX9} FEH JAHE o 4 QTh

H1ZE YHolel 45 & &
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< A1

T: e

2:  public void service() throws IOException

3. |

4: int def = 1000;

5: ServerSocket serverSocket;

6: Properties props = new Properties();

7: String fileName = "file_list";

8: FileInputStream in = new FilelnputStream(fileName);
9: props.load(in);

10:

11: /] AFONA AHZ HolEE T=

12: String service = props.getProperty("Service No");
13: int port = Integer.parselnt(service);

14:

15: /] AFOlA dEEe fow 2AE AP

16: if (port != 0)

17: serverSocket = new ServerSocket(port + 3000);
18: else

19: serverSocket = new ServerSocket(def + 3000);
20: ......

21}

DD: eeeees

1: ......

2: public void service() throws IOException

3

4: ServerSocket serverSocket;

5: Properties props = new Properties();

6: String fileName = "file_list";

7 FileInputStream in = new FilelnputStream(fileName);
8: String service = "';

9:

10: if (in != null && in.available() > 0)

11: {

12: props.load(in);

13: // SIFERE B E dHwEy.

14: service = props.getProperty("Service No");
15: }

¥ YeAholE A5 ¥ B



16: // 2] d8e 712AJ] WE AHARE

17: if ("".equals(service)) service = "8080";

18:

19: int port = Integer.parselnt(service);

20: // 2% QoM ZERSE AR F Z2EdA H3H & 9t

21: switch (port)

22: {

23: case 1:

24: port = 3001; break;

25: case 2: >
26: port = 3002; break; N
27: case 3: 02
28: port = 3003; break;

29: default:

30: port = 3000; -
31: } U
32: // AWEAC] AR 2ES 93T 2
33: serverSocket = new ServerSocket(port); (l)-'lﬂ'l
34: ...... _\"_
35} o
36: ...... ||-|

129 dAlE ZEtolAENA MHE 2AHES AEshs Z2 A, 445 A9
ipe oFe A (args[0])S Wobx IHE ARt Stk W, FAATE AHipE 94
ARIE 5o FAE e AR By Z=a9 o= i F4L 518 F Utk

public static void main(String args[])
{

1:

2:

3: SocketClient c;

4: String ip=args[0];
5: int port=7777;
6:

7

8:

9:

try

{
c=new SocketClient(ip, port);

10: c.startSocket();

11: }

12: catch (IOException e)

13: {

14: System.out.printin("27 BAdol Az PFUTh";
15: }

16: }

H1ZE UHoolEl 25 & #H »» N
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12

SRR W& A ipe 2& ARE Wold Ase AL v 2 2

Bas A9 oo o} Lol HE e elasd] Wshel AAS & S UAEE @
W AAZ F=9] o - JAVA

1:  public static void main(String args[])

2:

3: SocketClient c;

4: String ip=args|[0];

5: int port=7777;

6:

7 try

8: {

9: if("127.0.0.1".equals(ip))

10: {

11: c=new SocketClient(ip, port);

12: c.startSocket();

13: }

14: }

15: catch (IOException e)

16: {

17: System.out.printin("47l A/dell A FFUTh";

18: }

19: }

2 Fa 23
[1] CWE-99 Improper Control of Resource Identifiers(Resource Injection),
http:/ /cwe.mitre.org/data/definitions/99.html

< H[
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3. A2 2 APo|E A A Y E (Improper Neutralization of Input During Web

Page Generation, Cross-site Scripting)

7% 39

9 SolAol ehejzel ~aAPES EFAA A S WA F28 5 Atk o
Fol, <1y 23>3 o] AFHA %L 9% Ao] 5 Yol WAl 8P A
A58 54 YoolAE gshe AEAe] AFoE HART ~AYET FYHol

o
R3S BAE HRT + A

ox :[o i

o8 AJEETL I
MEH0 HEE 2 M.I:H

Request

;j/' If.’ ~.

Posting
[QNATZE)

Client
Response Browser0ilA{
[YMATEE 8 OLA AEIE At

AL EX}

<1 2-3> AR X2AE AOYHE

WAl A g-olle AR A ~AHES At Adgsts 2E =] Al A
|27 48 BAEAA < >, & 77 T2 replaces 9] A W3 <y HlAEE AMS

3l &lt, &gt, &amp, &quotZ X Egict.

* HTML B35 8|83t Al B = AABNA Adsts HTML 8118 2] 2=E(White

List) & AA3 F, i s 17t 5|83t BAS 283
+ HoPgo] ATl A= APIE A&t A7 £ALS ATt ok Pt

o

o} SA

tgol dAE 9% 4HS name RO, EWF AA flol A oA Al A}

#5ta gleh wek kol Ael FAAE name @l S 2IAPES Yow, YA A
FOE attackjsp FEVL FAEA e, £ HW YA TARR #F SO ¥
1% A B,

(el : <script>url = "http://devil.com/attack.jsp;</script>)

H1ZE YHolef 45 & B »
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1. <%@page contentType="text/html" pageEncoding="UTF-8"%>
2: <html>

3:  <head>

4:  <meta http-equiv="Content-Type" content="text/html;
5. </head>

6:  <body>

7: <h1>XSS  Sample</h1>

8: <%

9: < 9RE HE olFE WE >

10: String name = request.getParameter("name");
11: %>

12: <l 9JF-2 HE W2 name] AW &Y >

13: <p>NAME:<%=name%></p>

14:  </body>

15:  </html>

charset=UTF-8">

o2o] A9} Zo] 9f A ExHoA replaceAll() FlAEE AMESIY] <9} >7o]
HTMLO A A~3HE Ao ALEEHE BE BAYES &t &gt &amp; &quot; 22 I

= aRgoEs otoldel »age i P4e 2

AW e B3 AANSE FSAE o

W ¢tA3 &9 ¢ - HTML

T Aok I ol T Wil

1. <%@page contentType="text/html" pageEncoding="UTF-8"%>
2 <html>

3:  <head>

4: <meta http-equiv="Content-Type" content="text/html;
5. </head>

6 <body>

7: <h1>XSS  Sample</h1>

8: <%

9: < 9FE RE olEE TE >

10: String name = request.getParameter("name");
11:

12: <l-- 9)7e] Aol I ASE I >

13: if ( name != null )

14: {

15: name = name.replaceAll("<","&It;");

16: name = name.replaceAll(">","&gt;");

17: name = name.replaceAll("&","&amp;");
18: name = name.replaceAll("\"","&quot;");
19: }

20: else

21: {

22: return;

charset=UTF-8">

14 <« H1Z YHHolEf 45 & B



23: }

24: %>

25: <- 9 FE FE e namedlld A1 BAE AAG & Y >
26: <p>NAME:<%=name%></p>

27:  </body>

28:  </html>

029 A= 2 dYoz ANIDES Aol Ao o]FS dojul= dlojth o]
dA A= AHIIDREE X2 AS §lo] AHIDBE Z3|o| AMEsta Ut

=I5

1. <%@ page language="java" contentType="text/html; charset=EUC-KR" pageEncod-
ing="EUC-KR"%>

2: <IDOCTYPE html PUBLIC "-//W3C//DTD HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

=
3 <html> 2
4:  <head> 2
5:  <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR"> (l)ﬂﬂj
6:  <title>Insert title here</title> N
7:  </head> h=]
8 <body> [n
9: <% String eid = request.getParameter("eid"); %>
10:
11: Employee ID: <%= eid %>
12:
13: <%
14:
15: Statement stmt = conn.createStatement();
16: ResultSet rs = stmt.executeQuery("select * from emp where id="+eid);
17: if (rs != null)
18: {
19: rs.next();
20: String name = rs.getString("name");
21: }
22: %>
23:
24: Employee Name: <%= name %>
25 </body>
26:  </html>

oFe] Aol 73§ OSWASPolA A|Fsk= HF APIE AHEstal Utk o] B APIE
ARG 5 EAE o837 34 2AHES 22 oF oY EAES ol&% 4L &
HHozg A 4 Utk ESAPIE  OWASPE )X (https:/ /www.owasp.org/in-
dex.php/Esapi) Al A= ]J2EE, Javascript®} 22 Thro] FHlEe] tisl] MEZ o=
olHZglE AYstar Ut

H1ZE LHololEl 25 & #H »» 15



Java A|770{32Y 7|0|E e

W AT F= 9 o - HTML

1. <%@ page language="java" contentType="text/html; charset=EUC-KR" pageEncod-
ing="EUC-KR"%>
2:  <IDOCTYPE html PUBLIC "-//W3C//DID HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

3 <html>

4:  <head>

5. <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR">

6:  <title>Insert title here</title>

7. </head>

8 <body>

9: <%

10: String eid = request.getParameter("eid");

11: String safeEid = ESAPLencoder().encodeForHTMLAttribute(name);

12: %>

13:

14: Employee ID: <%= safeEid %>

15: .

16: <%

17:

18: Statement stmt = conn.createStatement();

19: ResultSet rs = stmt.executeQuery('select * from emp where id=" + safeEid);

20: if (rs !'= null)

21: {

22: rs.next();

23: String name = 1s.getString("name");

24: }

25: %>

26: Employee Name: <%= safeName %>

27:  </body>

28:  </html>

29 dAl= http:/ /josephoconnell.com/java/xss-html-filter/ el Al A F3H= XSS Filter
£ olg@ U@ WEIY Aol ATHE ZEES ol §5ke] Folzl Alo|Eo] Bl B
T ZEE HYAA AL F Jdrh g9 dA| 4= HTMLInputFilter().filter WA=
£ olgdl AL BEPST ATk

W %A% =9 o - HTML

import javax.servlet.http. HttpServletRequest;
import javax.servlet.http. HttpServletRequestWrapper;
import com.josephoconnell.html. HTMLInputFilter;

public class RequestWrapper extends HttpServletRequestWrapper
{

16 <« HiZE Y=
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private String filter(String input)
: {
10: String clean = new HTMLInputFilter().filter(input);

11: return clean;
12: }
13}

2 F3 7
[1] CWE-79 Improper Neutralization of Input During Web Page Generation(Cross-site Scripting),
http:/ /cwe.mitre.org/data/ definitions/79.html
[2] 2010 OWASP Top 10 - A2 Cross-Site Scripting(XSS),
https:/ /www.owasp.org/index.php/Top_10_2010-A2
[3] 2011 SANS Top 25 - RANK 4 (CWE-79), http://cwe.mitre.org/top25/
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4. *FAA H3H o] A< (Improper Neutralization of Special Elements Used in

an OS Command, OS Command Injection)

7% A
AP AFEAE ANA g AeA dEgel &
FHH YA A, =5 e A2y Polsh A
ARAG Axd 52 8 ool kg WA 5 ek YA
U 2EY 9Y 5 9% YL A8l Axw §Hols AP Zeadge] wo
o Sk ol A9 9% 4Y BAde AAY 5 §7) vEel AAT HE o
opom, FAAT) Ush Weol Aol shssk Bk,

© Requestil & HUME

=Y 4

%:-, =
T \ /'g: MH

usr_name=tom;/bin/ls © AT} YT HME

= g0 e E

SHME
<Y 2-4> YA A HHo) 449

. kAR 97y
gl QlEls|o]~E Bl AMURE AxE HEos ADNTA GEE oZHAo)dS
TASI QR ADHE e IUE AxE R HHol2 A83A] okt
+ 9% o] mel WHolE YA AEo] o AHSols WHol Al Bad g
2 g AAE w1 2R Yol wel MdEste] ALgd

o} dA)
029 dA= cmd.exe BHE AM8-3}] rmanDB.bat BlX| WEHJE S35, LJF
oA HMEEE dir_type 3t°] manDB.bat2] QIAIFEOZA WHo| 2EFS] YA ALEEH
ok ®EeE 9Ro] FAXI}L oEIA HA e EAEE HET A, dir_typeo] =HH

Akl obd A%, MgFAA ARE FUE & AUtk

18 «« H1E YHMo|f HE & B



3, 91%e) el wet A
Hol2 AHgE 7FsA L vl

1: ......

2: props.load(in);

3: String version = props.getProperty("dir_type");

4: String emd = new String("emd.exe /K \'"rmanDB.bat \"");

5: Runtime.getRuntime().exec(cmd + " c:\\prog_cmd\\" + version);

6 eeeees

o] dAleh 2ol vE] Aold AAge] e wEo ¥
AR AAGE AYSHEF o), 9% FHIL Y| B
shoof Jirh,

W AT =9 o - JAVA

Lo eeees

2: props.load(in);

3: String version[] = {"1.0", "1.1"};

4: int versionSelection = Integer.parselnt(props.getProperty("version"));

5: String emd = new String("emd.exe /K \'"rmanDB.bat \"");

6: String vs = "";

7: if (versionSelection == 0)

8: vs = version[0];

9: else if (versionSelection == 1)

10: vs = version[1];

11: else

12: vs = version[1];

13:  Runtime.getRuntime().exec(cmd + "  c:\\prog cmd\\" + vs);

14 eeeees

L Fa 73

[1] CWE-78 Improper Neutralization of Special Elements used in an OS Command(OS

Command Injection), http://cwe.mitre.org/data/definitions/78.html

[2] 2010 OWASP Top 10 - Al Injection,
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 2 (CWE-78), http://cwe.mitre.org/top25/
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5. 9133 ¥4 39U Y Z = (Unrestricted Upload of File with Dangerous Type)

4
AE oA AaE 4 Qe 2AUE H(asp, jsp, php FL 5o FREASET, o]
BUe FAA} 4e B AW APAL 5 Ae A4S FAAE ATYE FAL Q=
S3ha o] MAL Fal AxE RGPS AW onel Adste] Axde Al
@ % 9o,

© I A==

@ 2L Y2 WM HE

<39 25> 99% 34 %Y d=c

. kAHg 39714
- gRoIE 3Y gy 2712 AFsly, 42 e EE YA OHFHE 9| R
A7 gt
So|Eg]2E W0 g 89 S JRECHES 1, SRS PaEA TE 8l
o] He|st=E 3},
FAA e B AY AT AV, EF Y AY ARE NP T 5 A= A,
A £4E5 AADTH

o. AA
QEEY HYel @ FELL AAeA gow, 98T fHe) NAL A} 9=
=AY 25T 5 Aok

20 <« M1 YO0o|E HE U EH



1: ......

2:  public void upload(HttpServletRequest request) throws ServletException

3

4 MultipartHttpServletRequest mRequest = (MultipartHttpServletRequest) request;

5: String next = (String) mRequest.getFileNames().next();

6: MultipartFile file = mRequest.getFile(next);

7

8 // MultipartFile 2] fileg A5

9 String fileName = file.getOriginalFilename();

10:

11: // upload Yol thst &A=}, F7])9 FEAH AIE A &S

12: File uploadDir = new File("/app/webapp/data/upload/notice");

13: String uploadFilePath = uploadDir.getAbsolutePath()+"/" + fileName;

14: =

15: /* ©l3} file upload F¥ */ 4211

16: e AT

17: ) ol
N
o
In

dZE WA FYAE 743} HeHA ge FAAY A YZEE AV 9
o), A A Si¥elN e FURE 10T AR Y ALk

Lo eeeee

2:  public void upload(HttpServletRequest request) throws ServletException

3

4: MultipartHttpServletRequest mRequest = (MultipartHttpServletRequest) request;

5: String next = (String) mRequest.getFileNames().next();

6: MultipartFile file = mRequest.getFile(next);

7: if ( file == null )

8: return ;

9:

10: // QEE Y 715 A3k

11: int size = file.getSize();

12: if ( size > MAX_FILE_SIZE ) throw new ServletException("o&“);

13:

14: // MultipartFileZ - fileS A+

15: String fileName = file.getOriginalFilename().toLowerCase();

16:

17 /) SolEdAE o QuE B SRS Aas)

18: if ( fileName != null )

19: {

20: if(fileName.endsWith(".doc") | | fileName.endsWith(".hwp")| |
fileName.endsWith(".pdf") || fileName.endsWith(".xls") )

H1ZE UHoolEl 25 & EH »» 21
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22

< A1

21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:

/* file 2= FHl %/
}
else throw new ServletExeption("®ll21");
}
// 92E Qe TE IAE TFEE £E e 9141,
File uploadDir = new File("/app/webapp/data/upload/notice");
String uploadFilePath = uploadDir.getAbsolutePath()+"/" + fileName;

/* ©l3} file upload FHl */

YZEY HY O FEYS AN Yom, AFT FIe) RS FAA} Y=

5L A58 4 U

1:  import java.util. Hashtable;

2:  import java.util.regex.Matcher;

3:  import java.util.regex.Pattern;

4:

5. import javax.servlet.ServletException;

6:  import javax.servlet.http.Cookie;

7:  import javax.servlet.http. HttpServlet;

8:  import javax.servlet.http.HttpServletRequest;

9:  import javax.servlet.http.HttpServletResponse;

10:

11:  public class DocService extends HttpServlet

12: |

13: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

14: private final String ADDITIONAL_OPERATION_PARAM = "additional_operation';

15:

16:

17: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

18: {

19:

20: // Create a new file upload handler

21: ServletFileUpload upload = new ServletFileUpload(factory);

22: // maximum file size to be uploaded.

23: upload.setSizeMax( maxFileSize );

24:

25: try

26: {

27: // Parse the request to get file items.

B YEholH 45 # ¥
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28: List fileltems = upload.parseRequest(request);

29:

30: // Process the uploaded file items

31: Iterator i = fileltems.iterator();

32:

33: while ( ihasNext () )

34: {

35: Fileltem fi = (Fileltem)i.next();

36: if ( !fi.isFormField () )

37 {

38: // Get the uploaded file parameters

39: String fieldName = fi.getFieldName();

40: String fileName = fi.getName();

41: String contentType = fi.getContentType();

42: boolean isinMemory = fi.islnMemory(); -
43: long sizelnBytes = fi.getSize(); Hu
44: // Write the file 2
45: if( fileName.lastindexOf("\\") >= 0 ) (l)ﬂﬂj
46: { \l
47: file = new File( filePath + §
48: fileName.substring( fileName.lastindexOf("\\"))) ; In
49: }

50: else

51: {

52: file = new File( filePath +

53: fileName.substring(fileName.lastindexOf("\ \ ")+1)) ;

54: }

55: fiwrite( file ) ;

56: }

57: }

58:

59: }

60:

61: }

29 dAE d2e g A5 At ok 3L A sbed Add 9
9 E}l¢l EXECUTABLE_FILE_TYPE®) d43l= A$ A2 Adksla Yot

B ¢AF Z=9 o - JAVA
import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.math.BigInteger;
import java.net. URLDecoder;

AU . e

import java.sql.Connection;

H1ZE UHoolel 45 & #H »» 23
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7:  import java.sql.Statement;

8:  import java.util. Hashtable;

9:  import java.util.regex.Matcher;

10:  import java.util.regex.Pattern;

11:

12:  import javax.servlet.ServletException;

13:  import javax.servlet.http.Cookie;

14:  import javax.servlet.http.HttpServlet;

15:  import javax.servlethttp.HttpServletRequest;

16:  import javax.servlet.http.HttpServletResponse;

17:

18:  public class DocService extends HttpServlet

19: {

20: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

21: private final String ADDITIONAL_OPERATION_PARAM = "additional_operation";

22:

23: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

24: {

25:

26: // Create a new file upload handler

27: ServletFileUpload upload = new ServletFileUpload(factory);

28: // maximum file size to be uploaded.

29: upload.setSizeMax( maxFileSize );

30:

31: try

32: {

33: // Parse the request to get file items.

34: List fileltems = upload.parseRequest(request);

35:

36: // Process the uploaded file items

37: Iterator i = fileltems.iterator();

38:

39: int index = 0;

40:

41: while ( ihasNext () )

42: {

43: Fileltem fi = (Fileltem)i.next();

44: if ( !fiisFormField () )

45: {

46: // Get the uploaded file parameters

47: String fieldName = fi.getFieldName();

48: String fileName = fi.getName();

49: String contentType = fi.getContentType();

50: boolean isinMemory = fi.islnMemory();

¥ Yulole A5 ¥ EY
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51: long sizelnBytes = fi.getSize();

52: // Write the file

53: if( fileName.lastIndexOf("\\") >= 0 )

54: {

55: file = new File( filePath +

56: fileName.substring( fileName.lastindexOf("\\"))) ;

57: }

58: else

59: {

60: file = new File( filePath + =

61: fileName.substring(fileName.lastindexOf("\ \ ")+1)) ; no

62: ! 02

63: // T W& 7oz 3l filed] types T

64: if (extractFileType(file) == EXECUTABLE_FILE_TYPE)

65: { -

66: // A3 YL uploaddtd APE L2 o] X gt :I_.U

67: return; 2
kL

68: } oo

69: fi.write( file ) ; N

70: } §

71: } In

72:

73: }

74:

75: '}

]

[1] CWE-434 Unrestricted Upload of File with Dangerous Type,
http:/ /cwe.mitre.org/data/ definitions/434.html

[2] 2011 SANS Top 25 - RANK 4 (CWE-434), http://cwe.mitre.org/top25/
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6. AFHA &e URL F4AE AF FHE AZ(URL Redirection to
Untrusted Site, Open Redirect)

7% A
AARRE YYRE G ARAelES FaR AgHel AFOoR AFs= A
2239 ¢ 9)9(phishing) FA =EHE HPHS 7Hd F Uk Aurzow Fefoldl
EolA A$H URL F42 287 mge kdsicha 4248 4 o, dd 9 &
Ao MxFoRA FARE AAT} AT URLE A5 4 =S 4F + ok,

@ EHAOIE URL “!Q

N yo=mz@

O nsaz
% LJ "
/ A0l

R

ALEXL

<39 26> WA P URL 742 45 4% 44

=371
95 Ato]E9] URLH} =[]l 3lolE g 2ER #efstal, AHA JEge

AAEE
DAY AIE FaE AR F9ole dYE ol 3olE f2Ed EAsh=A]

o gt gk

3l oF

. oA
et g mEsk Aule] 2AY A9 FAAE ot ge Ja AUt gl
=2 goEd YAt AYNlE SoE HIHES B F ok
(<a href="http;/bank.example.com/redirect?url=http;//attacker.example.net">Click</a>)
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1: ......

2:  protected void doGet(HttpServletRequest request, HttpServletResponse response)
3:  throws ServletException, IOException

4. |

5: String query = request.getQueryString();

6: if (query.contains("url"))

7: {

8: String url = request.getParameter("url");
9: response.sendRedirect(url);

10: }

11: ......

tho] diRle} o], &RE AZT URLA =riRIEL 3lo|E g2EE AA4%
A AdEigremA sk o AllERS A A 5tk

H
L
of
2

B ¢HAF F=9 o - JAVA

=
=1
2
kU
on
N
=
n

1:  protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

2. |

3: // BE oA o]Fdh= URL P=EE jHETh

4: String allowURL][] = { "http://urll.com", "http://url2.com", "http://url3.com" };

5: // 8= url2 vE] AEX] URLY order® RH=Th

6: String nurl = request.getParameter("nurl");

7 try

8: {

9: Integer n = Integer.parselnt(nurl);

10: if (n>0&&n<3

11: response.sendRedirect(allowURL[n]);

12: }

13: catch (NumberFormatException nfe)

14: {

15: [/ AHEA =gkl A7t obd A9 HAE dlEE A3t

16: }

17: }

theel dAel AL 9RERE dUwe wige AF glo) Ansiolel Agsa 9
o

import java.io.File;

import java.io.FileInputStream;
import java.io.IOException;
import java.net. URLDecoder;

H1ZE UHololel 45 & B »» 27
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5 import java.sql.Connection;

6:  import java.sql.Statement;

7:  import java.util.Hashtable;

8:  import java.util.regex.Matcher;

9:  import java.util.regex.Pattern;

10:

11:  import javax.servlet.ServletException;

12:  import javax.servlet.http.Cookie;

13:  import javax.servlet.http.HttpServlet;

14:  import javax.servlet.http.HttpServletRequest;

15:  import javax.servlet.http.HttpServletResponse;

16:

17:  public class IndexService extends HttpServlet

18: |

19: private  final String REGISTER_SUBPAGE_SHORTCUT_COMMAND =
"register_sub_page";

20: private final String OPEN_SUBPAGE_SHORTCUT_COMMAND = "read_writing';

21: private final String SHORTCUT_ID_PARAM = "writing_id";

22: private final String TITLE_PARAM = "title";

23: private final String URL PARAM = "url";

24:

25:

26: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

27: {

28: String command = request.getParameter("command");

29:

30:

31: // Sub page®| shortcuts 5%

32: if (command.equals(REGISTER_SUBPAGE_SHORTCUT_COMMAND))

33: {

34: shortcutInfo.id = request.getParameter(SHORTCUT_ID_PARAM);

35: shortcutInfo.titte = request.getParameter(TITLE_PARAM);

36: shortcutinfo.url = request.getParameter(URL_PARAM);

37:

38: registerShortcut(shortcutInfo);

39:

40: }

41:

42: // shortcut clickd}H sub pageZ ©|%&

43: if (command.equals(OPEN_SUBPAGE_SHORTCUT_COMMAND))

44: {

45: String shortcutld = request.getParameter(SHORTCUT_ID_PARAM);

46:

47 Shortcutlnfo shortcutinfo = readShortcut(shortcutld);

¥ Yulole A5 ¥ EY
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48:
49: response.sendResponse(shortcutInfo.url);
50:
51: }
52:
53: }
54:
55: }
HZY URL F4F 9FolA we 249, 5188 URLY SvlolEe] slolselase] 9l o
AT AFHEE FozH ofejHel Ao|E HTe TUHOE AU+ nk
H A3 I=9] 4 - JAVA
1:  import java.io.File;
2:  import java.io.FilelnputStream;
3:  import java.io.IOException;
4:  import java.net. URLDecoder;
5 import java.sql.Connection;
6:  import java.sql.Statement;
7:  import java.util.HashSet;
8:  import java.util. Hashtable;
9:  import java.util.Set;
10:  import java.util.regex.Matcher;
11:  import java.util.regex.Pattern;
12:
13:  import javax.servlet.ServletException;
14:  import javax.servlet.http.Cookie;
15:  import javax.servlet.http.HttpServlet;
16:  import javax.servlet.http.HttpServletRequest;
17:  import javax.servlet.http.HttpServletResponse;
18:
19:  import _022_Open_Redirect.before.ShortcutInfo;
20:
21:  public class IndexService extends HttpServlet
22: |
23: private final String REGISTER_SUBPAGE_SHORTCUT_COMMAND =
"register_sub_page";
24: private final String OPEN_SUBPAGE_SHORTCUT_COMMAND = "read_writing";
25: private final String SHORTCUT_ID_PARAM = "writing id";
26: private final String TITLE_ PARAM = "title";
27: private final String URL_PARAM = "url";
28:
29: private Set<String> allowedUrls;
30:
31: public IndexService()
H1E =HOlolEf 45 H & »

=
=1
2
kU
on
N
=
n



Java A|770{32Y 7|0|E e

32: {

33: allowedUrls = new HashSet<String>();

34: allowedUrls.add("http:/ / www.site.com/subpagel.html");

35: allowedUrls.add("http:/ / www.site.com/subpage2.html");

36: allowedUrls.add("http:/ / www.site.com/subpage3.html");

37:

38: }

39:

40:

41: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

42: {

43: String command = request.getParameter("command");

44:

45:

46: // Sub page®| shortcuts 5=

47: if (command.equals(REGISTER_SUBPAGE_SHORTCUT_COMMAND))

48: {

49: shortcutinfoid = request.getParameter(SHORTCUT_ID_PARAM);

50: shortcutInfo.title = request.getParameter(TITLE_PARAM);

51: shortcutInfo.url = request.getParameter(URL_PARAM);

52:

53: registerShortcut(shortcutInfo);

54:

55: }

56:

57: // shortcut® clickdtH sub page® ©|&

58: if (command.equals(OPEN_SUBPAGE_SHORTCUT _COMMAND))

59: {

60: String shortcutld = request.getParameter(SHORTCUT_ID_PARAM);

61:

62: ShortcutInfo shortcutinfo = readShortcut(shortcutld);

63:

64: if (allowedUrls.contains(shortcutInfo.url) == false)

65: {

66: // Error *1g]

67: return;

68: }

69: response.sendResponse(shortcutInfo.url);

70:

71: }

72:

73: }

74:

75: }

30 <« H1E YHOo|f HE X B



2 F3 23
[1] CWE-601 URL Redirection to Untrusted Site(Open Redirect)
http:/ /cwe.mitre.org/ data/ definitions/601.html
[2] 2010 OWASP Top 10 - A10 Unvalidated Redirects and Forward
https:/ /www.owasp.org/index.php/Top_10_2010-A10
[3] 2011 SANS Top 25 - RANK 22 (CWE-601), http://cwe.mitre.org/top25/
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7. XQuery ’Q'?J(Failure to Sanitize Data within XQuery Expressions,
XQuery injection)

7} A9
XQueryE A-g3tel XML HlolElo] o3t 53 AelBe AT u AIE 9% Y
490 0o AUP AERAL TAGA BoR TAAN AAES TEE Yol AT
% QA Btk o2 Qls) HkEA e ol E 2IAsAL AFAHE $AT & Utk

. A @ 29719
¢ XQueryol AHEEE 9% JulolEe] tiste] S4EA W Ae elokold BEYst,
XQueryE AH8E ALRL AL BAsHE Fel TAA gn AR(heuIE)sE
A e AR

o} dA

oo dAlE 9152 U (name)#tS executeQueryE AHEE HojAgel EAE A
Aol ARgsta lth T ThE} something’ or '='1 & named] FHOZ AW the
T%%%’éﬂ—.‘i—%—’?@%""‘ofﬂ olE Tl W e RE @& ES A 2
t}. (doc(‘users.xml’)/userlist/user[luname="something’ or "=’

Lo eeees

2: // A= BE fdEs

3: String name = props.getProperty("name");

4: Hashtable env = new Hashtable();

5: env.put(Context.INITIAL_CONTEXT_FACTORY, "com.sun.jndi.ldap.LdapCtxFactory");

6: env.put(Context. PROVIDER_URL, '"ldap:/ /localhost:389/o=rootDir");

7: javax.naming.directory.DirContext ctx = new InitialDirContext(env);

8: javax.xml.xquery.XQDataSource xqds = (javax.xmlxquery.XQDataSource) ctx.look-

up("xqj/ personnel");

9: javax.xml.xquery. XQConnection conn = xqds.getConnection();

10:

11: String es = "doc("users.xml’)/userlist/user[uname="" + name + "";

12: // A7l Xqueryd] JAZ AME

13: XQPreparedExpression expr = conn.prepareExpression(es);

14: XQResultSequence result = expr.executeQuery();

15: while (result.next())

16: {

17: String str = result.getAtomicValue();

18: if (str.indexOf(">") < 0)

19: {

20: System.out. println(str);

21: }

DD: eeeees
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B A T o - JAVA

T: eeeees
2; // AFE FEH JEE e
3: String name = props.getProperty('name");
4: Hashtable env = new Hashtable();
5: env.put(Context.INITIAL_ CONTEXT_FACTORY, "com.sun;jndi.ldap.LdapCtxFactory");
6: env.put(Context. PROVIDER_URL, '"ldap:/ /localhost:389/o=rootDir");
7 javax.naming.directory.DirContext ctx = new InitialDirContext(env);
8: javax.xml.xquery.XQDataSource xqds = (javax.xml.xquery.XQDataSource) ctx.look-
up("xqj/ personnel");
9: javax.xml.xquery.XQConnection conn = xqds.getConnection(); :Iz.l]
10: 2
11: String es = "doc('users.xml’)/ userlist/ user[uname='$xpathname’]"; (l)-'ll_‘ll
12: // 8Eakol Xquery] AA=Z ARG N
13: XQPreparedExpression expr = conn.prepareExpression(es); §
14: expr.bindString(new QName("xpathname"), name, null); In
15: XQResultSequence result = expr.executeQuery();
16: while (result.next())
17: {
18: String str = result.getAtomicValue();
19: if (str.indexOf(>') < 0)
20: {
21: System.out. println(str);
22: }
23 eeeen

oo dAdA = B ofoldlel ] s1AS dole iy Jtt. itemIdel ../buying price
/item001Z 7S Y H3IH, doc('items.xml’)/items/price/buying price/item001-& Z2o|&F2
2 A A3 2o aRE JHAA "ok ol 54 ofoldle 7 7HAE Lots F
Al Hel, 98t = RV =2HA Atk

<?xml version="1.0"?>

<items>

<price>

<selling_price>
<iem001>100</iem001>
<iem(002>150</iem001>

H1ZE Yoolel 45 & #H »» 33



Java A|770{32Y 7|0|E e

9:  </selling_price>

10:  <buying price>
11:  <iem001>50</iem001>
12:  <iem002>140</iem001>

13 ..

14:  </buying_price>

15:  </price>

16:

17:  </items>

18:

19:

20:  public class Service extends HttpServlet
21: |

22: private final String COMMAND_PARAM = "command";
23:

24: // Command ## 2]
25: private final String GET_ITEM_PRICE = "get_item_price";

26:

27: private final String ITEM_ID = "item_id";
28:

29: private XQDataSource xqs;

30: private XQConnection conn;

31:

32: public Service()

33: {

34:

35: xgs = new SednaXQDataSource();

36: xgs.setProperty("serverName", "localhost");
37: xqs.setProperty("databaseName", "test");
38: conn = xgs.getConnection("SYSTEM", "MANAGER");
39:

40: }

41:

ServletException, IOException
43: {
44: String command = request.getParameter(COMMAND_PARAM);
45:
46: if (command.equals(GET_ITEM_PRICE))
47: {
48: String itemld = request.getParameter(ITEM_ID);
49:
50: XQExpression xqe = conn.createExpression();
51:

42: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

34 <« H1H YGOlE A5 U E



52: String xqueryString = "doc(items.xml’)/items/price/selling_price/" + itemld;
53:

54: XQResultSequence s = xqe.executeQuery(xqueryString);

55:

56: }

57:

59:
60: }

5o AANAE T4 B3E& she il AJEE PrepareExpression© & FH] 3|

¥, YHEE o] PrepareExpressiondl] thAsHTh o] FA sl HoFel thid &
o] Ao o]FojAA A "k webA U ol ofsf AR Fx7} viHE
e 5 Sl

=

WoAE dff

o £ rlo

B S¢HAF =9 o - JAVA

public class Service extends HittpServlet

{
private final String COMMAND_PARAM = '"command";

=
=1
2
kU
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N
=
n

private final String GET_ITEM_PRICE = "get_item_price";

1

2

3

4:

5; // Command ¥ 72
6

7

8 private final String ITEM_ID = "item_id";
9

10: private XQDataSource xqs;

11: private XQConnection conn;

12: private XQPrepareExpression xqe;

13:

14: public Service()

15: {

16:

17: xgs = new SednaXQDataSource();

18: xqs.setProperty("serverName", "localhost");

19: xqs.setProperty("databaseName", "test");

20: conn = xgs.getConnection("SYSTEM", "MANAGER");
21: String xqueryString = "doc('items.xml’)/items/price/selling_price/'$itemId’;
22: xge = conn.prepareExpression(xqueryString);

23:

24: }

25:

26: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

27: {

28: String command = request.getParameter(COMMAND_PARAM);
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29:

30: if (command.equals(GET_ITEM_PRICE))

31: {

32: String itemld = request.getParameter(ITEM_ID);
33:

34: xqe.bindString(new QName("itemId"), itemlId, null);
35: XQResultSequence rs = xqe.executeQuery();

36:

37: }

38:

39: }

40:

41: |}

g 3 73
[1] CWE-652 Improper Neutralization of Data within XQuery Expressions(XQuery Injection),
http:/ /cwe.mitre.org/data/ definitions/652.html
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8. XPath A}<](Failure to Sanitize Data within XPath Expressions,
XPath injection)

B QJeighe AAF AATY glo] XPath A AHE A BALR AgH, 3
A z2adezt ossd g BAGe Adsted Yerd ouE a3

=
N
EIE (0}l

Xpath 2E{E 0|1 Xpath &l

ZXE Request S wAS3H  Je

3 . - >
. u
M WAS strinal//users S
[loginiD/text0 ]
=°0r ' =1 on
and pw/text0 N
=" +DW.test+” ) o
o in

<19 2-7> XPath 4%

2 ) i A P
+ Xpath #AZlol ALEHE 9% AL olHel el EFEA(C, [ ], /, = @ F) @ A
ool WEIYS Fqsta AASE AYRL AYE XQueryE A§Th

. oA
029 dAolA named] FOZ userl, passwdd F}OE 7 or V=S HMESH ThH
2o AoFo] AAFH AFHAHE AXA &1 ZaJT F Utk

(//users/user[login/text()="userl’ or =" and password/text() = “ or ”="]/home_dir/text())

=

/) S1%RE BE e we
String name = props.getProperty("name");
String passwd = props.getProperty("password");
XPathFactory factory = XPathFactory.newlnstance();
XPath xpath = factory.newXPath();

()
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38

<« H1E

9 // 9% Aol xpathe] AAZ ARg
10: XPathExpression expr = XPath-COmpiIG("//users/user[login/text()=’” + name
N + " and password/text() = " + passwd + "|/home_dir/text()

12: Object result = expr.evaluate(doc, XPathConstants. NODESET);
13: NodeList nodes = (NodeList) result;

14: for (int i = 0; i < nodes.getLength(); i++)

15: {

16: String value = nodes.item(i).getNodeValue();

17: if (value.indexOf(">") < 0)

18: {

19: System.out. printIn(value);

20: }

21: e

tho] dAleh Zol] AArskE HeojE-e AYdE XQueryE A&t mlE] Ho] &

AAHI olol QAAghe AHIOA 9)3e YPo stel o] Fx7} ik

e & ek

H A3 I=9] 4 - JAVA

2
A

tlo o

dologin.xp ¥

1:  declare variable $loginID as xs:string external;

2 declare variable $password as xs:string external;

3:  //users/user[@loginID=$loginID and @password=$password]

XQueryE ©]-§-3 XPath Injection &=

[/ ARE B YL wE

String name = props.getProperty('"name");

String passwd = props.getProperty("password");
Document doc = new Builder().build("users.xml");
// XQuerys 913 HE 24

Map vars = new HashMap();

vars.put("loginID", name);

D R A R R o

vars.put("password", passwd);
10:  Nodes results = xquery.execute(doc, null, vars).toNodes();

11:  for (int i=0; i < results.size(); i++)

12: |
13: System.out. println(results.get(i).toXML());
14:  }

XQuery xquery = new XQueryFactory().createXQuery(new File("dologin.xq"));
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1:  import java.io.IOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex.Matcher;
5 import java.util.regex.Pattern;
6:
7:  import javax.servlet.ServletException;
8:  import javax.servlet.annotation.WebServlet;
9:  import javax.servlet.http.HttpServlet;
10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlet.http.HttpServletResponse;
12:  import javax.xml.soap.Node;
13:  import javax.xml.xpath.XPath; =
14:  import javax.xml.xpath.XPathConstants; 4211
15:  import javax.xml.xpath.XPathExpression; ku
16:  import javax.xml.xpath.XPathFactory; ol
17: =
=
18:  /** In
19:  * Servlet implementation class Sqllnjection
20 */
21:
22:  public class XPathSample extends HttpServlet
23 |
24: private final String GET_USER_INFO_CMD = "get_user_info'";
25: private final String USER_ID_PARM = "user_id";
26: private final String USER_INFO_TYPE_PARM = "user_info_type";
27:
28: private final static int MAX_USER_ID_LENGTH = §;
29: private final static int MAX_USERINFO_TYPE_LENGTH = 8;
30: // select, delete, update, insert & 71 W#Ho9} L, £=AE A% 2 EAES
A&skE A
31: private  final  static = String = UNSECURED_CHAR REGULAR EXPRESSION =
TN\ plAlnumj]’;
32:
33: private Pattern unsecuredCharPattern;
34:
35: public void initialize()
36: {
37: unsecuredCharPattern=Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);
38:
39: }
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40
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40:
41:

42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))
{
XPathFactory factory = XPathFactory.newlnstance();
XPath xpath = factory.newXPath();

String userld = request.getParameter(USER_ID_PARM);
String userInfoType = request.getParameter(USER_INFO_TYPE_PARM);

XPathExpression pathExpression = xpath.compile("//public_info/users/" + userld +
"/" + userInfoType + "/text()" );
Node result = (Node)pathExpression.evaluate(userInfoData, XPathConstants.NODE);

response.getOutputStream(). printIn(result.getNodeValue());

B ¢AF Z=9 o - JAVA

ojf

1:  import java.io.IOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex.Matcher;
5:  import java.util.regex.Pattern;
6:
7:  import javax.servlet.ServletException;
8 import javax.servlet.annotation.WebServlet;
9:  import javax.servlet.http.HttpServlet;
10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlet.http.HttpServletResponse;
12:  import javax.xml.soap.Node;
13:  import javax.xml.xpath.XPath;
14:  import javax.xml.xpath.XPathConstants;
15:  import javax.xml.xpath.XPathExpression;
B YEholH 45 # ¥



16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

31:

32:
33:
34:
35:
36:
37:
38:

39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:

50:
51:
52:
53:
54:
55:
56:

import javax.xml.xpath.XPathFactory;

/**
* Servlet implementation class Sqllnjection

*/

public class XPathSample extends HttpServlet

{
private final String GET_USER_INFO_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id";
private final String USER_INFO_TYPE PARM = "user_info_type';

private final static int MAX_USER _ID_LENGTH = §;

private final static int MAX_USERINFO_TYPE_LENGTH = §;

// select, delete, update, insert & 71& WHo|9 L, £AE AL thE BAE
AEshes At

private final static String UNSECURED_CHAR_REGULAR_EXPRESSION =
"M\ p{Alnum}]';

flo

private Pattern unsecuredCharPattern;

public void initialize()
{
unsecuredCharPattern = Pattern
.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);

}
private String makeSecureString(final String str, int maxLength)
{
String secureStr = str.substring(0, maxLength);
Matcher matcher = unsecuredCharPattern.matcher(secureStr);
return matcher.replaceAll("");

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))
{
XPathFactory factory = XPathFactory.newlnstance();
XPath xpath = factory.newXPath();

H1ZE YHolef 45 & B »
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57: String userld = request.getParameter(USER_ID_PARM);

58: userld = makeSecureString(userld, MAX_USER_ID_LENGTH);

59: String userInfoType = request.getParameter(USER_INFO_TYPE_PARM);

60: userInfoType = makeSecureString(userInfoType, MAX_USERINFO_TYPE_LENGTH);

61:

62: XPathExpression pathExpression = xpath.compile("//public_info/users/" + userld +
"/" + userInfoType + "/text()" );

63: Node result = (Node)pathExpression.evaluate(userInfoData, XPathConstants.NODE);

64:

65: response.getOutputStream(). printIn(result.getNodeValue());

66:

67: }

68:

69: }

70:

71: }

2 Fa 74
[1] CWE-643 Improper Neutralization of Data within XPath Expressions(XPath Injection),
http:/ /cwe.mitre.org/data/ definitions /643.html

[2] Web Application Security Consortium. "XPath Injection".
http:/ /www.webappsec.org/ projects/ threat/ classes/xpath_injection.shtml
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9. LDAP 4} (Improper Neutralization of Special Elements used in an
LDAP Query, LDAP Injection)

7. 7§-°4
AAZE 57 A9 S FA o=skA] ¥ LDAP B¥EolE F3E + Atk F, 4
%Jil%‘cﬂ ARATE AER dEe EnkEAl AelshA] ek, $4A7E LDAP B H%
o] e vkE F 3tk o2 s ZEA2vF ¥Ee AT AXIES} I 4
(authentication)& 7}A 1L F2atA ot

% d1 op

LDAP el 2olLt Aol 9% Jejo] Fu 02 HAF Aelel AE5H, LDAP A
£o AW W FAXE LDAP ATl WES nhgviZ WAY 5 ek

=
)
oz

NORMAL OPERATION

>

P

Normal QUERY i —— H

"B on

< s | N
E=hIg=3=1 = >

LDAP At In

- =

LDAP Injection

(Normal QUERY) + LDAP

Injection Code L
[QUERY) + " =>StAt & [‘:: I
il 25+ FIHH 1

HY L&

A

<719 2-8> LDAP A%

. AR 297
+ A ZA] g A4 glo] 9 F dE
« DN ol AHEEHE AHEAL dEkolle ST 2H]HA BEF
gty SFEAE ARk st A SFEAKDNY AHEEE SSEAE N,
ARE = EFEA= + < >, # ;| B5)ol teliAs dsggsgo) opd AdntEAE Q14
=5 A3t

< LDAP dejo] AJige] Ag-stw qkeich
SRS A7

ok dA
ool Al 9% ¥ (name)o] AL 1% WE wAL] Ao AgEHT Yk
°] 7% name W] %Pfu g AGe Z¢ PE EAYS (name=t)7} Hol 4 3

of Hvf ol EEA We FAE FUL F AUrk
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Properties props = new Properties();

String fileName = "ldap.properties";

FilelnputStream in = new FilelnputStream(fileName);
props.load(in);

String name = props.getProperty("name");

String filter = "(name =" + name + ")";

N @@

NamingEnumeration answer=
ctx.search("ou=NewHires" filter,new SearchControls());
printSearchEnumeration(answer);

ctx.close();

AN A% BE BALR AgHE 9o oA AFF BADL ARt 9P
Kol

REHoR arY & Uk

[ |
o
[}

T I 9] o - JAVA
Properties props = new Properties();

String fileName = "ldap.properties";

FileInputStream in = new FileInputStream(fileName);
if (in == null || inavailable() <= 0) return;
props.load(in);

if (props == null || props.isEmpty()) return;

String name = props.getProperty('name");

if (name == null || "".equals(name)) return;

String filter = "(name =" + name.replaceAll("\\*", "") + ")";

10:  NamingEnumeration answer = ctx.search("ou=NewHires", filter, new SearchControls());

11:  printSearchEnumeration(answer);

12:  ctx.close();
2 Fa £

[1] CWE-90 Improper Neutralization of Special Elements used in an LDAP Query(LDAP
Injection), http://cwe.mitre.org/data/definitions/90.html

[2] 2010 OWASP Top 10 - Al - Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] SPI Dynamics. "Web Applications and LDAP Injection".
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10. AE2X2AOJE 873 9 Z(Cross-Site Request Forgery)
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. oA

GET®4]& ©@<=3] form Hl°|E]E URL Heol BlEAAM HALsr] w&o)| GET 49
formS AMESIH A Zro] =2HEE CSRF 34 944 =22 4 o
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Lo eeens
2:  <form name="MyForm" method="get" action="customer.do">
3:  <input type=text name="txt1">

4:  <input type=submit value="}X1]7]">

5. </form>

6 e

Post W& g3t 9FL AL ok,

B ¢HAF F=9 o - JAVA

<form name="MyForm"' method="post" action="customer.do">
<input type=text name="txt1">

<input type=submit value="Euj7]">

</form>

Zh FaEd
1] CWE-352 Cross-Site Request Forgery(CSRF),
http:/ /cwe.mitre.org/data/ definitions/352.html
[2] 2010 OWASP Top 10 - A5 Cross-Site Request Forgery(CSRF),
https:/ /www.owasp.org/index.php/Top_10_2010-A5
[3] 2011 SANS Top 25 - RANK 12 (CWE-352), http://cwe.mitre.org/top25/
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11. O ¥ e = ZZ}(Path Traversal)
Ouee) Az zae 24 4, A U A 2302 s 4+ Uk 94 4
o delEe Azagel o Aebe Aue & A Oy Az 24e) gg 4
S

11-1. Ao e8] F2 ZZF(Relative Path Traversal)

7. A9 ~
ool gl Ealo] “UdEe AR EAY” Ado] ad A, 9% Azl s )]
AR 22 A" F A BAE FEPSR gow, di vre] AT AF G Uit
AR BAY TAo| shsEA Axd ARFE Aus Ao 5& 42 A S ok
AR 284S B3A A} 1 4EA e AT FSa}e], AAo BAE RIS WA .
& & AAY AWAZ 5 ok Ju
ﬁ
U 3 d 29719 on
- 9] glgo] A U BL A AHLE 5 UEE Arh BASA AH AE =
e A9, o2 g Bde Ao F YEE replaceAll) 59 WAEE A n
o] 91 BEAA(,/\)e AATE BEE AXNEE Fh
- 9Ro] QYL WolSols, YRAHQ HEl= g FolFEe HolEE AgsEs Y
gt} 2, 9)3ol| A wolS<l wlolE] £ wE] FojE Ao| AT ALFuE BE FASE
= 3k

o} oA
%ol Yemameol AT Aol FzAHel AgHL YUtk WY FAR o3
name®] $EO.2 ././ frootFiletxtsl 2 @e ALHA o =5 ehgkel o] AR|w o} A
29 g 7

o=

Lo e
2:  public void accessFile(Properties request)

3

4 e

5: String name = request.getProperty("filename");

6 if( name != null )

7 {

8 File file = new File("/ust/local/tmp/" + name);
9: file.delete();

10: }

11 e

12: }
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ANEE(/, N\ & .- T

oFolM A== ol thete] 2 AR5 Al =skar, 2 FelA AHH= 3L o] 5 (name)oll A

éé—r

TFEA

s

A A gt

B A% ZEY 4 - JAVA

S EE replaceAllE o] &3l EFEAE

String name = request.getProperty("user");
if ( name != null && !"".equals(name) )
{

name = name.replaceAll("/", "");

name = name.replaceAllI("\\", "");

name = name.replaceAll(".", "");
name = name.replaceAll("&", "");

name = name + "-report";

File file = new File("/usr/local/tmp/" + name);

if (file != null) file.delete();

A AR2olM AL ¢

o] Aol A= request getParameter() = & 70X 3 HZE
Atk Tk fileNameZ ./././passwd 9} 722 Exldo]

/\}\qﬁ }‘]—)—\-E\g’] ”Hi\_—rE. —L}%_]Oﬂ access% T %J\—E‘ 7]—%‘3 O] %)\Tjr

I = T T e T
AN LN N O vl =

fileName©l| Hlol&o],

2123

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.net. URLDecoder;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http. HttpServlet;

import javax.servlet.http. HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

/**

* Servlet implementation class Sqllnjection

<« H1E
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17 */
18:
19:  public class DocumentService extends HttpServlet
20: |
21: private final String READ_DOCUMENT = "read_document";
22: private final String USER_ID_PARAM = "user_id";
23: private final String FILE NAME_PARAM = "file_name";
24: private final int BUFFER SIZE = 256;
25:
26: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
27: {
28: String command = request.getParameter("command");
29:
30: >
31: if (command.equals(READ_DOCUMENT)) u
32: { ﬁ
33: String userld = request.getParameter(USER_ID_PARAM); on
34: String fileName = request.getParameter(FILE_NAME_PARAM); _;_
35: |_|-|
36: byte [] buffer = new byte [BUFFER_SIZE];
37: FilelnputStream inputStream = new FileInputStream(fileName);
38: inputStream.read(buffer);
39:
40: }
41:
42: }
43:
44: 1}

oF o] dAlelAE A=l et El F=E AX F S WEshe Z=vt AgHEnh 1A
QR A Yk v)o|E)d Z(userHomePath + fileName)E 7123 TS Ho] docFileZ
A4 EE 1 o2 docFile®] AP Z7-S dobdl F(getAbsolutePath() ©lZ&
AH R file”d Z(userHomePath)9} Blwsle] 22 ¢kom Y-S XA ¥ =

o] WL ./ ) JetefpasswdSt B FA IVt YEHFOE FoixlE AL d¥E
79} FAIAETL accessshE filed] AAAR A A27F AR EHAE 3
defd v ARe) HdE AAsts Woln

A2 Y ¢ /. /. [etc/passwd (BEE ../../..[etd)
A accessE Y : Jetc/passwd (BEE /etc)
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< H[

H HAEF =9 4 - JAVA

N R L S

NN N NN == = =l = e e e

25:
26:
27:
28:
29:

40:
41:

43:

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.net. URLDecoder;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http. HttpServlet;

import javax.servlet.http. HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class DocumentService extends HttpServlet

{
private final String READ_DOCUMENT = "read_document";
private final String USER_ID_PARAM = "user_id";
private final String FILE NAME_PARAM = "file_name";
private final int BUFFER SIZE = 256;

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{

String command = request.getParameter("command");

if (command.equals(READ_DOCUMENT))

{
String userld = request.getParameter(USER_ID_PARAM);
String fileName = request.getParameter(FILE_NAME_PARAM);
fileName = URLDecoder.decode(fileName);

String userHomePath = getUserHomeDir(userld);

File docFile = new File(userHomePath + fileName);
String filePath = docFile.getAbsolutePath();

if (userHomePath.equals(filePath.substring(0, userHomePath.length()))==false)
{
// Error &)

return;

¥ Yool 23 ¥ EH




44: }

45: byte [] buffer = new byte [BUFFER SIZE];

46: FileInputStream inputStream = new FileInputStream(filePath);
47: inputStream.read(buffer);

48:

49: }

50:

51: }

52:

53 }

=
)
ozl

2 3 234
[1] CWE-23 Relative Path Traversal, http://cwe.mitre.org/data/definitions/23.html
[2] CWE-22 Improper Limitation of a Pathname to a Restricted Directory(Path Traversal)
http:/ /cwe.mitre.org/ data/ definitions /22.html
[3] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference,
https:/ /www.owasp.org/index.php/Top_10_2010-A4
[4] 2011 SANS Top 25 - Rank 13 (CWE-22), http://cwe.mitre.org/top25/
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11-2. Ao g FE ZZ(Absolute Path Traversal)

4
;
094

Y A sqE A28 A1 AL £ W 2
IERIE DI AgEE ARE Aolshs 2 %6-1 s}us_,%
AA7} $gmeadel APA AxY Y Ee AW HAL A WA b
% 2 22 FiA FAA} HE8HA ge ARE Q%‘}Oﬂl, Aol

AR HUL WY + AL HANY F Yok

029 Al s 2R dH(userld) o2 FE AH BdS A He F$ 49

o TLolES U W F AR Ho] glo, BE HUe| P20 FeAY oA
2o A6 w2Y & A

1:  import java.io.File;

2:  import java.io.FilelnputStream;

3:  import java.io.lOException;

4:  import java.net. URLDecoder;

5. import java.sql.Connection;

6:  import java.sql.Statement;

7:  import java.util. Hashtable;

8:  import java.util.regex.Matcher;

9:  import java.util.regex.Pattern;

10:

11:  import javax.servlet.ServletException;

12:  import javax.servlet.http.HttpServlet;

13:  import javax.servlethttp.HttpServletRequest;

14:  import javax.servlet.http.HttpServletResponse;

15:

16:  public class DocumentService extends HttpServlet

17: |

18: private final String APPLY_STYPLE_COMMAND = "apply_style";

19: private final String USER_ID_PARAM = "user_id";

20: private final String STYLE_FILE_NAME_PARAM = "styple_file_name";

21: private final int BUFFER SIZE = 256;

22:

23: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

24: {

25: String command = request.getParameter("command");

52 <« H1E YHOo|f HE X B



26:
27:
28: if (command.equals(APPLY_STYPLE_COMMAND))
29: {
30: String userld = request.getParameter(USER_ID_PARAM);
31: String styleFileName = request.getParameter(STYLE_FILE_ NAME_PARAM);
32:
33: String userHomePath = getUserHomeDir(userld);
34:
35: byte [] buffer = new byte [BUFFER_SIZE];
36: FileInputStream  inputStream = new FileInputStream(userHomePath + style-
FileName);
37: inputStream.read(buffer);
38:
39: }
40: >
41: } Ju
42: 2
43: } (l)-JE'I
]
o] Al AE 27 A (userlD) o2 FE FHS T2 F WA RS on] A |3n
X styleFileNames®} w7 A7 AA2Ql ddwg oz itk I & FEg ¢4 oA
3 oY AERZ e 92 YA ) o]F A gyke Fe v AilEe e
2 vbEo] ARgsted AR oF A¥#t AHSs Hohd dxskA 942 ¥4& ARl
FAE 5 9l
B SHAF F=9 o - JAVA
1:  import java.io.File;
2:  import java.io.FileInputStream;
3:  import java.io.IOException;
4:  import java.net. URLDecoder;
5 import java.sql.Connection;
6:  import java.sql.Statement;
7:  import java.util. Hashtable;
8:  import java.util.regex.Matcher;
9:  import java.util.regex.Pattern;
10:
11:  import javax.servlet.ServletException;
12:  import javax.servlet.http.HttpServlet;
13:  import javax.servlethttp.HttpServletRequest;
14:  import javax.servlethttp.HttpServletResponse;
15:
16:  public class DocumentService extends HttpServlet
17 |
18: private final String APPLY_STYPLE_COMMAND = "apply_style";
19: private final String USER_ID_PARAM = "user_id";
20 private final String STYLE NAME_PARAM = "styple_name';
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21: private final int BUFFER_SIZE = 256;
22: private Hashtable<String, String> styleFileNames;

23:

24: /]

25:

26: public DocumentService()

27: {

28: styleFileNames = new Hashtable<String, String>();
29: styleFileNames.put("Normal", "NormalStyle.cfg");
30: styleFileNames.put("Classic", "ClassicStyle_1.cfg");
31: styleFileNames.put("Gothic", "ClassicStyle_2.cfg");
32:

33: }

34:

35: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

36: {

37: String command = request.getParameter("command");

38:

39:

40: if (command.equals(APPLY_STYPLE_COMMAND))

41: {

42: String userld = request.getParameter(USER_ID_PARAM);

43: String styleName = request.getParameter(STYLE_NAME_PARAM);

44:

45: String userHomePath = getUserHomeDir(userld);

46: String styleFilePath = userHomePath + styleFileNames.get(styleName);

47:

48: byte [] buffer = new byte [BUFFER SIZE];

49: FilelnputStream inputStream = new FileInputStream(userHomePath + styleName);

50: inputStream.read(buffer);

51:

52: }

53:

54: }

55:

56:

——

mht

Ll
[1] CWE-36 Absolute Path Traversal, http://cwe.mitre.org/data/definitions/36.html

o

3l

|
[2] CWE-22 Improper Limitation of a Pathname to a Restricted Directory(Path Traversal)
http:/ /cwe.mitre.org/ data/ definitions/22.html
[3] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference,
https:/ /www.owasp.org/index.php/Top_10_2010-A4
[4] 2011 SANS Top 25 - RANK 13 (CWE-22), http://cwe.mitre.org/top25/
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12. HTTP &% & (Improper Neutralization of CRLF Sequences in HTTP
Headers, HTTP Response Splitting)

7} 39
HTTP 27 S°1 = AAFe] HTTP SFatiel Egs o] AbgAtelA T

Ad =
)l = 3koll CR(Carriage Return)©]u} LF(Line Feed)$} &2 7NyEA7} EA|5tH HTTP

SHo] 27) ooz EEE F Uk o] AS FAAE MIYEAE o83t A WA &
e ZEA7I F AR SRl ojH Z=E FY3t XSS 2 Al #<(cache poi-
soning) 7 5& $9T & Yok, &
N
3 2 0z
[testispPref-http://my.test.domain.com/%0D%0AContent-
type:+test/html;%0D%0A%0D%0ATEST%3Cscript%3Eale <ntmp>
. I1)%3C/script%3E HTTP/1.1 tg:t
http requestiinjection Code) ~= | responsesetStatustHttpServie -
> tResponse.SC_0K: o
‘ : String ref = o
: http Split Response = w request,gitggiran:jetg%';fef"}; ﬁ
response.setHeade erer”,
IAHT HTTP/1.1 200 0K 1A :
SAx Server: Sun-Java-System-Web-Server/7.0 8 Mt %ﬂ' on
ga;e: Fri, rzltﬁw NBY 221 0 t1c| 2:!4;?5 {El':llTl‘r N
eferer: http://my.testdomain.co o
il il bt Source Code I_I'I
TEST <scriptalert{1)</script>
Content-type: test/htmkcharset = 1S0-8859-1
Content-length: 22
<19 210> HTTP $BEE
. QtAF 2971
SR A d=EH AAFE AMESI HTTP -8-®3ll(Set Cookie 5)oll EFAIZ 49 CR,

ok dA
thgel oAl ol3el YEgke Agsio] waHE T e AR Utk 1aH,
FZ A7} Wiley Hacker\r\nHTTP/1.1 200 OK\r\nE authorName®] Fo&E AAL 7 ¢,
th2o] oo} o] o|=3kA] ¢FE Tl FolArt AEHth =3 FHA S Ho|A=
FAAZ} vhg T2 4 sl
(¢l : HTTP/1.1 200 OK...Set-Cookie: author=Wiley Hacker HTTP/1.1 200 OK ..)

throws IOException, ServletException

{
response.setContentType("text/html");

String author = request.getParameter("authorName");
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rol
v
[$)]
al



Java A|770{31Y 7|0|E e

56

< A1

5 Cookie cookie = new Cookie('replided Author", author);

6 cookie.setMaxAge(1000);

7: response.addCookie(cookie);

8 RequestDispatcher frd = request.getRequestDispatcher("cookieTest.jsp");
9

frd.forward(request, response);

QR A AHEHE ol thete] @ oRE A3}, relpaceAllS o]-&35to] 7B EA}
\r, \n& AAsA FEgke] WirolAE RS LA

B ¢AF F=29 o - JAVA

1:  throws IOException, ServletException

2: |

3: response.setContentType("text/html");

4: String author = request.getParameter("authorName");

5: if (author == null || "".equals(author)) return;

6: String filtered_author = author.replaceAll("\r", "").replaceAll("\n", "");
7 Cookie cookie = new Cookie("replidedAuthor", filtered_author);

8: cookie.setMaxAge(1000);

9: cookie.setSecure(true);

10: response.addCookie(cookie);

11: RequestDispatcher frd = request.getRequestDispatcher("cookieTest.jsp");
12: frd.forward(request, response);

13}

= W78k olAlolth http request’t E01& whnt
_id 59 BHRE |83 query =& ME BETS & F Atk ol
BAE Aste] AAR vhEolxl HHE viRO R queryd] AA o] o] FojA &

d & E°], USER_INFO DB TableQtel kindgh= field7} Q3L ©] field kel adminS =
Hol do®, dd AAol #EA A Foka rHgskak kAl AR new_pass-
word UAE password kind = admin®. 2 AAstY 45 WAS 2AITH, ST AAL
#eAt Age dA HE 2HE P2

public class ShowRequestHeaders extends HttpServlet

1
22|

3: private final String CHNAGE_PASSWORD_CMD = "change_password";
4

5

public void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
6: {

¥ YHole 25 ¥ B



String command = request.getParameter("command");

: if(command.equals(CHNAGE_PASSWORD_CMD))
10: {
11: Statement stmt = con.createStatement();
12: String userld = request.getParameter("user_id");
13: String newPasswd = request.getParameter("new_password");
14: String oldPasswd = request.getParameter("old_password");
15: String query = "UPDATE USER_INFO SET id = " + userld + "passwd = " + new-

Passwd + "WHERE passwd = " + oldPasswd;

16: stmt.executeUpdate(query);
17:
18: }
19:
20: }
21: }

29 dAE query®S pre-compiled] T, ¢E WA 23] Y& writ} Azt
#*S HL3sle AEsle Aot pre-compiled WS AMEEHE query & AME
ok7] W&o queryE WE3HE oA AHES LAT F Yt

W A Z=9 9 - JAVA
public class StatementInfo

{

public Statement statement;

public Array<String> parameterNames;

public class ShowRequestHeaders extends HttpServlet
{
private final String CHNAGE_PASSWORD_CMD = "change_password";
10: private final String CHANGE_PASSWORD_QUERY_SIR = "UPDATE USER_INFO SET
id = ?, passwd = ?" WHEHER password = ?;
11: private Hashtable<String, StatementInfo> queryStatements;

12:

13: public void initilize()

14: {

15:

16: queryStatements.put(CHNAGE_PASSWORD_CMD,new

StatementInfo(con.prepareStatement(CHANGE_PASSWORD_QUERY_STR),"user_id",
"new_password", "old_password");

17:

18: }

19:

20: public void doPost(HttpServletRequest request, HttpServletResponse response)throws

H1ZE YHolef 45 & B »
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ServletException, IOException

21: {

22:

23: String command = request.getParameter("command");

24: Statement statement = queryStatement.get(command).statement;

25: for(int parameterldx = 0; parameterldx < queryStatement.get(command).parameterNames.size();
parameterldx-++)

26: {

27: statement.setString(parameterldx, — queryStatement.get(command).parameterNames[pa-
rameterldx]);

28: }

29: statement.executeQuery();

30:

31: }

32: |}

g 3 73
[1] CWE-113 Improper Neutralization of CRLF Sequences in HTTP Headers(HITP Response Splitting),
hitp:/ /cwe.mitre.org/data/definitions/113 html
[2] Web Application Security Consortium 24 + 2 HTTP Response Splitting
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13. A+ 2HEZ-F(Integer Overflow or Wraparound)

7h A9
53 Weel OMERSE gkl FEA, Javadld HEE 4 2 gad o
AR AR ARHE e GAEsA @A ofF A FolAY 2471 | & Yk 53
WEE Ao, vmY Y, MRy B 52 A% 2A0R ASA AT QAR
AGHI T AN BF OHMERSIL ASHE A B BAE 42T F ok

. A#E =971 =

- dol/EAE W AFERI NS Flsle] AP A5 WGE Aol Agehe i

7S Awgkol W9l At RES A8 53] R dA%e TR FIslo oz
AHghE A W] goEsE At A 89 el 2AEE fdA Gt

thee] A= 9)5el 2 (args[0], args[l]) e ol &3t Mo A g wjde]
=27)(size)E ARH=E ALS T Yok v o) % PO 2HE ALE Fsize)o] 2WZ
290 ofa] Sgtol HW WG] =77k 847 Hol ZEo] BAl WAT 5 Ak

Sloic REElY

public static void main(String|[] args)
{

int size = new Integer(args[0]).intValue();

size += new Integer(args[1]).intValue();

MyClass|[] data = new MyClass|[size];

54 vzel 9L s A8 ASsE A 1 gol S5t ohdA AAt
o @ astch

i
i
o

B ¢AF mZ=9 o - JAVA

1 e
2:  public static void main(String|[] args)

3

4 int size = new Integer(args[0]).intValue();
5: size += new Integer(args[1]).intValue();
6 // ML =] Fhel Fgko] ohd Al HAR.
7 if (size < 0) return ;

8: MyClass| ]| data = new MyClass|[size];

9: ......

29 A= 9JFo] EAE ¢=(data_index, field_index, value)S ¥ ¥ integerdk
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o8 AN F AT indexES HIEFOE APT WR “[‘—l—-%}(’% Arrete] Azl
ARl valuegt& AHsL et WL )R JHOoBRE T2 gEo] St v
SEoAE BAGA G e FAE FEse SMEZ BAT + ALk

2:  import java.io.FileInputStream;

3:  import java.io.IOException;

4:  import java.math.Biglnteger;

5. import java.net.URLDecoder;

6:  import java.sql.Connection;

7:  import java.sql.Statement;

8:  import java.util. Hashtable;

9:  import java.util.regex.Matcher;

10:  import java.util.regex.Pattern;

11:

12:  import javax.servlet.ServletException;

13:  import javax.servlet.http.Cookie;

14:  import javax.servlet.http.HttpServlet;

15:  import javax.servlet.http.HttpServletRequest;

16:  import javax.servlet.http.HttpServletResponse;

17:

18:  public class DocService extends HttpServlet

19: |

20: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

21: private final String ADDITIONAL_OPERATION_PARAM = "additional_operation';

22:

23:

24: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

25: {

26: int datalndex = Integer.parselnt(request.getParameter("data_index"));

27: int fieldindex = Integer.parselnt(request.getParameter("field_index"));

28: int value = Integer.parselnt(request.getParameter("value"));

29:

30: int index = datalndex * DATA_SIZE + fieldIndex;

31:

32: datas[index] = value;

33: }

34:

35}

Ang ZeIAPe JeAs Theel dAAY e5gk A2 B o Faol Az
o] 317 data type®| Z7] FAE Wol7hA GAE @7 As|of T,
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R AR L S

NN N N RN R s R | e e
S v R T e B AR LI - S S

25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:

39:
40:
41:

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.math.BigInteger;
import java.net. URLDecoder;
import java.sql.Connection;
import java.sql.Statement;
import java.util. Hashtable;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http. HttpServletResponse;

public class DocService extends HttpServlet

{
private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";
private final String ADDITIONAL_OPERATION_PARAM = "additional_operation";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

int datalndex = Integer.parselnt(request.getParameter("data_index"));
int fieldindex = = Integer.parselnt(request.getParameter('field_index"));
int value = Integer.parselnt(request.getParameter("value"));

if((datalndex < 0) || (fieldIndex < 0))
{

// Error 2]

return;

if((dataIndex < 0) || (dataIndex > Integer.MAX_VALUE / DATA_SIZE))
{

// Error 2]

return;

if((fieldIndex < 0) || (filedindex > (Integer MAX_VALUE - (datalndex *
DATA_SIZE))))

H1ZE YHolef 45 & B »
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43: {

44 // Error 2]

45: return;

46: }

47:

48: int index = datalndex * DATA_SIZE + fieldIndex;
49:

50: datas[index] = value;
51: }

52:

53:. }

% F3 3
[1] CWE-190 Integer Overflow or Wraparound, http://cwe.mitre.org/data/ definitions/190.html
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14. 3 YAUES 3T T A= Y94t ¥=E(Reliance on Untrusted

Inputs in a Security Decision)

7} A9

SgzEIdo] 9% Yol B UANE ANZ REMAUZE S A5
A7t 4GS 24T 5 dvkd RENAUZS 23T A Bk ARASe)

37
=X €3]
7], 8BS wE NER=G g Ykl 24Y ¢ UNW APYSAT FARE o
FT PRE B o)A YARES WAY + A 238 e BAA e 5 3 =
N
o &
AFoIt Qb e weLAgol od YHARTY), BAMS, JEVE F)ol wos
FUsE AT FAAE ol Yuge 2AS $HE2IYS] B $IT £ glo
B2 FRE 9Es, PA4 AL B= O AUS] gt A9 SRR 9% 9
Hgke AsAE ¢ Aot

Sloic REElY

+ SEHAEY R oy 53] AR A AR 22 Tad FHRe Aol ARsta
HegQl MAE Aol A A3t

+ HPEARAHANA AR < gle dE@te] oAl WRE Sol& & e AXH
HebAA o AHEEE dEae Adsta AT s A"kl e dart jle 7E2=E
HEE g d=A AEIH

o} oA

g4l roled HAT W AgA YueksAel 7719 roled] FIFH FE AT
glof o] gkol ALgArel o3 WAHE A AHEA rolegkel Y E5HA 2e gom Ty
& o,

Cookie[] cookies = request.getCookies();

1

2: for (int i =0; i< cookieslength; i++)
3

4 Cookie ¢ = cookies][i];

5: if (c.getName().equals('role"))

6 {

7 userRole = c.getValue();

8 }

9}
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Mg AR, AFIR B ARl S ghe A U

o
5 AR 283t

H A3 ZE=9] ¢ JAVA

ok
o

SRt

1. ...

2 HttpSession session = context.getSession(id) ;

3 String userRole = (Stirng)session.getValue("role") ;
4 .

2 FaEd

[1] CWE-807 Reliance on Untrusted Inputs in a Security Decision,

http:/ /cwe.mitre.org/ data/ definitions/807.html
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15. SQL A44&4A: JDO(SQL Injection: JDO)

7k A9
259 ﬂﬂ?‘% T fle 94
API?] SQL =+ JDOQL Zél«l
o=atA e EAEE A
o] Ydoje] Zeo| WHE "63%

-G A FHE AXA B JDO(Java Data Objects)
AEe 9 BAER A, AR EEZEHUV}
to e HojZel ofuE d=A71AY 2 725 WA
T Atk

o qn o

L ] 4 ) e A g L
+ JDO Ao|FY AAA o= g EAERHS AMHE-3FAL Query.execute(...) A3 Aol AAE
#& Agste= Wi (Parameterize Query)S AHS-$HT}

o} oA
FAA7E 179 ¥ (name) #-S name’; DROP MYTABLE; - & FA =¥, o33
Ze Aol s Heoldo] AAld.
(SELECT coll FROM MYTABLE WHERE name = ‘name’ ; DROP MYTABLE; --)

1: ......

2:  public class Contactltem implements ContactDAO

3

4 public List<Contact> listContacts()

5: {

6: PersistenceManager pm = getPersistenceManagerFactory().getPersistenceManager();
7 String query = "select from " + Contact.class.getName();

8 try

9 {

10: Properties props = new  Properties();

11: String fileName =  'contacts.txt";

12: FileInputStream in = new  FileInputStream(fileName);
13: if(in !=null ) {  propsload(in);, }

14: in.close();

15: /] 9FE FH dYgs wen

16: String name = props.getProperty("name");

17: if( name != null )

18: {

19: query += " where name = ™ + name + "'";
20: }

21: }

22: catch (IOException e) { === }

23:

24: // 9 iEgke] JDO AA 9] AA=Z AHSHETh

25: return (List<Contact>) pm.newQuery(query).execute();
26: }

DT eeeees
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7 4y BE-S 22 A3} (Parameterize Query) AdPAo) sF AAFe] AEHE
5 TR 959 Y (name)o] &S] T2E WANIIE AL WAL F U

Lo eeees
2:  public class Contactltem implements ContactDAO

3

4 public List<Contact> listContacts()

5: {

6 PersistenceManager pm =

7 getPersistenceManagerFactory().getPersistenceManager();
8 String query = "select from " + Contact.class.getName();

9 String name = "";

10: try

11: {

12: Properties props = new Properties();

13: String fileName = "contacts.txt";

14: FileInputStream in = new FileInputStream(fileName);

15: props.load(in);

16: // AFE FE g€ etk

17: name = props.getProperty("name");

18: // |E#e HHgh

19: if (name == null || "".equals(name)) return null;
20: query += " where name = ?";

21: }

22: catch (IOException e) { === }

23:

24: javaxjdo.Query q = pm.newQuery(query);

25: // Query API®] QIAE AE-3Hc}.

26: return (List<Contact>) q.execute(name);

27: }

28:  eeeees

g9 dAdAE AFHEATE A2RStE e itemel WE HRE dojex QT
itemname®| ZtS name’ OR ‘a’='a’Z FA4 A, FJE S 433 ZI}+= SELECT *
FROM itemsE T3 Aol FL3HA At wepx Aoie A o =eokes =24
E2E AEAY BRE iteme] Wi HRE A& F JA dAh

public class Service extends HttpServlet

1
2

3: private final String COMMAND_PARAM = "command';
4.
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5: // Command ## 2]

6: private final String GET_USER_INFO_CMD = "get_user_info";

7:

8: private final String USER_ID_PARM = "user_id";

9: private final String ITEM_NAME_PARM = "itemName";

10:

11:

12: protected void doPost(HttpServletRequest request,

13: HttpServletResponse response) throws ServletException, IOException

14: {

15: String command = request.getParameter(COMMAND_PARAM);

16:

17: if (command.equals(GET_USER_INFO_CMD))

18: {

19: String userld = request.getParameter(USER_ID_PARM); -
20: String itemName = request.getParameter(ITEM_NAME_PARM); Hu
21: 2
22: PersistenceManager manager = factory.getPersistenceManager(); (l)-JE'I
23: N
24: String sql = "SELECT * FROM items WHERE owner = " §
25: + userName + " AND itemname = ™ In
26: + itemName + "";

27: Query query = pm.newQuery(Query.SQL, sql);

28: query.setClass(Person.class);

29: List people = (List)query.execute();

30:

31: }

32:

33: }

34:

35}

® 1o

ool dlAlolAE SQL AelE AAA eRelN UY e FARL ASIA 8w, A

2ol A A we BAAL AR HISAT oWl FoEA 9ol A ouH
o] Sojolx eolRe] o£F v FalA .

B ¢HAF F=9 o - JAVA

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = '"command';

// Command & 72
private final String GET_USER_INFO_CMD = "get_user_info";

private final String USER_ID_PARM = "user_id";

H1ZE UHoolel 25 & EH »» 67



Java A|770{32Y 7|0|E e

9: private final String ITEM_NAME_PARM = "itemName";

10:

11:

12: protected void doPost(HttpServletRequest request,

13: HittpServletResponse response) throws ServletException, IOException
14: {

15: String command = request.getParameter(COMMAND_PARAM);
16:

17: if (command.equals(GET_USER_INFO_CMD))

18: {

19: String userld = request.getParameter(USER_ID_PARM);

20: String itemName = request.getParameter(ITEM_NAME_PARM);
21:

22: PersistenceManager manager = factory.getPersistenceManager();
23:

24: String sql = "SELECT * FROM items WHERE owner = ? AND itemname = ?";
25: Query query = pm.newQuery(Query.SQL, sql);

26: query.setClass(Person.class);

27:

28: List people = (List)query.execute(userld, itemName);

29:

30: }

31:

32: }

33:

34: }

Z F3 23
[1] CWE-89 Improper Neutralization of Special Elements used in an SQL Command(SQL Injection),
http:/ /cwe.mitre.org/ data/ definitions /89.html
[2] 2010 OWASP Top 10 - Al Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] JIDO API Documentation
[4] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org/top25/
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16. SQL A& 2A: Persistence(SQL Injection: Persistence)

7k A9
J2EE Persistence APIE A83hE S8Z R4 9 R o] dHE ofF AFglo] HoE
of A= Agstd, dolEe] YuE HFATNAY T FERE AAse Yoo do B
o7} =9d & Utk

U HF 29718

2 F-2] Aol g FxE W 7 o] & (Parameterize Query)S
Agglt) &, dolie] Al g EAETRS /\]-%’3]- pvax.petmstence.Query.setParaxmter()
HAES ARSI QAAEE Ak WU

o
ok
5
E?.
rlr
_>,7~
—‘?L

o). oA
952 dAlel A FAATE 972 d(id)e FOZ foo; DROP MYTABLE, -2 7
9w, 07 2o delwol AsE o] Holio] AT,
(SELECT coll FROM MYTABLE WHERE name = ‘foo’ ; DROP MYTABLE; --')

Lo eeees

2:  public class ItemListner implements ServletContextListener

3

4 public List<?> getAllltemsInWildcardCollection()

5: {

6 EntityManager em = getEntityManager();

7 List<ItemListner> r_type = null;

8 try

9 {

10: Properties props = new  Properties();

11: String fileName = "conditions.txt";

12: FileInputStream in = new FileInputStream(fileName);

13: props.load(in);

14:

15: // AFE FE g€ etk

16: String id =  props.getProperty("id");

17: /] A AF Fhol query2] AAE ARgo] Ak

18: Query query =

19: em.createNativeQuery("SELECT OBJECT(i)) FROM Item i WHERE
iitemID > " + id);

20: List<ItemListner> items = query.getResultList();

21: ......

22: return r_type;

23: }

24 e
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el alAlsh ol QAR W Ao B(query) e AHHIL, AAgES APl A3t
S5 Pk o B3 %o Yo] Ao TxE WAL AL YA & Unh

B ¢HAF F=9 o - JAVA

Lo e

2:  public class ItemListner implements ServletContextListener

3 |

4: public List<?> getAllltemsInWildcardCollection()

5: {

6: EntityManager em = getEntityManager();

7: List<ItemListner> r_type = null;

8: try

9: {

10: Properties props = new  Properties();

11: String fileName =  "conditions.txt";

12: FilelnputStream in = new  FileInputStream(fileName);

13: props.load(in);

14:

15: /] 9% Qe Wt

16: String id = props.getProperty("id");

17: // |HgE AR

18: if (id == null || "".equals(id)) id = "itemid";

19: // Queryw< ZHA3 gt

20: Query query =

21: em.createNativeQuery("SELECT OBJECT(i) FROM Item i WHERE
iitemID > :id");

22: query.setParameter("id", id);

23: List<ItemListner> items = query.getResultList();

24 e

25: return r_type;

26: }

27 e

9] dAlA RERE ke HFHA] S Rl userID$} passwdE SQLE Q]
o] atl= ARt Utk

1:  private Pattern unsecuredCharPattern;

2:  private final static String UNSECURED_CHAR_REGULAR_EXPRESSION =
"["\\p{Alnum}] | select | delete | update | insert | create | alter | create | drop";

3:

4:  public void initialize()

5 |

6: unsecuredCharPattern = Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE),
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}

10:  public void apply()

11 |

12: // 1. get a PersistenceManager instance

13: PersistenceManager manager = factory.getPersistenceManager();

14: System.out.println("The list of available products:");

15:

16: try

17: {

18: // clear cache to provoke query against database

19: PersistenceBrokerFactory.defaultPersistenceBroker().clearCache();

20:

21: // 2. start tx and form query -

22: manager.currentTransaction().begin(); U

23: String query = "SELECT * FROM members WHERE username= " + userld + " L2
AND password = " + password + ""; (l)ﬂﬂj

24: Query query = manager.newQuery(queryStr); N

25: §

26: // 3. perform query In

27: Collection allProducts = (Collection)query.execute();

28:

29: // 4. now iterate over the result to print each

30: // product and finish tx

31: java.util.Iterator iter = allProducts.iterator();

32: if (! iter.hasNext())

33: {

34: System.out.println("No Product entries found!");

35: }

36: while (iter.hasNext())

37: {

38: System.out.printIn(iter.next());

39: }

40: manager.currentTransaction().commit();

41: }

42: catch (Throwable t)

43: {

44: t.printStackTrace();

45: }

46: finally

47: {

48: manager.close();

49: }

50: }
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o] AlelME SQL T2 A4 Adell, ﬂ—ri-rﬂ dHE DS ¢35 DB ool AME-

3l7] ke FEl 2 < (makeSecureString TS B3t M
makeSecureString 3= AW TAES ZoEY AR AgeE dHF EAEE vt
= Feolth o] e 37 AR 2318 o] 83t AT EAES AFEATh

R A A 2Ae Axte] SQLECIA 2ol dlofolz} Soj7hs AL A@sHs Zlolth

WAL 34 TS AP AdiAe Aol et SQLECIA 2olE dofolr}t A8
7Fs/de] stk wWEhA SQLECl 20l WRAE BT RE SHstS QAfelM A%
o= Ao TAE AT 5 AUk

oA AR 212 QA duls RAE A9l

A EAE Agshs Ae A A
oty 4 TEL A4Y W, 54 - WL CF m
ot

°ﬂ7} ‘el E})E S 73% }

"3
o=
et
N
off
o
o
L

G FZE=9 delAE, 9 F BA, Al WA A 21L& HEsh] A A
(Regular expression)< /\}3-“6}93\1’/]- [*\\p{Alnum}] | select | delete | update | insert
| create | alter |dropolA] [A\\p{Alnum}]& &I} £AE AL UYwA] 25 <
u|5l3l, select, delete, update, insert, create, alter, drop> SQL &4 AME-E&= of ekof
Eolth o] EALES Y string(") 2.2 thAlstY ¢hdt EAGRE THEATH

makeSecureString <rollA A EH= BAES F o] kA eV A% WS U
3} 2t}
1. EAHEe] do] AghE v}
2. Ao 23EHE @0l AFE =<9
©] 21+ SQL procedure® o} SQL ™
Y2E Agdoz A53

B ¢AF Z=9 o - JAVA

1:  private Pattern unsecuredCharPattern;

2:  private final static String UNSECURED_CHAR REGULAR_EXPRESSION =
"["\\p{Alnum}] | select | delete | update | insert | create | alter | create | drop";

3:

4:  public void initialize()

5

6: unsecuredCharPattern = Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);

7:

8}

10:  public void apply()

1. |
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12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

// 1. get a PersistenceManager instance
PersistenceManager manager = factory.getPersistenceManager();
System.out.println("The list of available products:");

try
{

// clear cache to provoke query against database

PersistenceBrokerFactory.defaultPersistenceBroker().clearCache();

// 2. start tx and form query
manager.currentTransaction().begin();
String query = "SELECT * FROM members WHERE username=

Query query = manager.newQuery(queryStr);

// 3. perform query
Collection allProducts = (Collection)query.execute();

// 4 now iterate over the result to print each
// product and finish tx
java.util.Iterator iter = allProducts.iterator();
if (! iter.hasNext())
{
System.out.println("No Product entries found!");
}
while (iter.hasNext())
{
System.out. println(iter.next());
}
manager.currentTransaction().commit();
}
catch (Throwable t)
{
t.printStackTrace();
}
finally
{

manager.close();

}

private String makeSecureString(final String str, int maxLength)
{

String secureStr = str.substring(0, maxLength);

Matcher matcher = unsecuredCharPattern.matcher(secureStr);

m

+ make-
SecureString(userld) + " AND password = "' + makeSecureString(password) + "";
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56: return matcher.replaceAll("");
57: }

2k Fa 23
[1] CWE-89 Improper Neutralization of Special Elements used in an SQL Command(SQL
Injection), http://cwe.mitre.org/data/definitions/89.html
[2] 2010 OWASP Top 10 - Al Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org.top25/
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17. SQL A% ¥4: mybatis Data Map(SQL Injection: mybatis Data Map)

7k A9
A Y
EAER AHRE
IANAG 1 7=

8 grol Welole] AAOET ASEA %, Ao Folo) AAHE
W, 2AA7) oEshA o BAAS AUFonA delge ojuE o
& wrske] Qoo wlolgulols Walols +qY 4 Utk

o
4

(e
rl
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o
frtl
"
o
do
oo
%
o
R
i)
lo
Al
ob
A
o1
32
)
inss
JE
flo
2
Y
ob
rlr
2]
(1
it
&
fr
&
)

ol sEeFAZI,
mybatis Data Map Z¥9] A& W He| wHE
ARESEA e S #<dAolE># P9 AoES ARSI

=
)
ozl

o. dA
t}ge] ol Al= mybatis Data Mapol A AF83H= del® Aot (XMLyoltt Held 2
O ¥ delStudent W& o] HAoA HoTo] AUHE JAAE F $name$ o2 AP E=
AL #e Itz dZso] dojFo] whEolith wEbA Wef name| #$HOE Y OR
X=xe AL T 22 FoEo] s HolEe BE das A doh
(DELETE STUDENTS WHERE NUM = #num# and Name = ” OR 'x’='x")

Sloic REElY

1. <?xml version="1.0"  encoding="UTF-8"?>

2 <IDOCTYPE sqMap PUBLIC "/ /iBATIScom//DTD SQL Map 20//EN"
"http:/ /www.ibatis.com/dtd/sql-map-2.dtd">

3:  <sqlMap namespace="Student">

4 <resultMap id="StudentResult" class="Student">

5 <result column="ID" property="id" />

6: <result column="NAME" property="name" />

7 </resultMap>

8 <select id="listStudents" resultMap="StudentResult">

9 SELECT NUM, NAME

10: FROM STUDENTS

11: ORDER BY NUM

12: </select>

13: <select id="nameStudent" parameterClass="Integer" resultClass="Student">

14: SELECT NUM, NAME

15: FROM STUDENTS

16: WHERE NUM = #num#

17: </select>

18: <l dynamic SQL A& >

19: <delete id="delStudent" parameterClass="Student">

20: DELETE STUDENTS

21: WHERE NUM = #num# AND Name = ‘$name$’
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76

< A1

22: </delete>
23:  </sqIMap>

Name ¢IAE #name# FE|Z VE=E 43T}

H ¢A3 Z=9 ¢ - XML

1:  <?xml version="1.0"  encoding="UTF-8"?>

2:  <IDOCTYPE sqlMap PUBLIC "-//iBATIS.com//DTD SQL Map 2.0//EN"
"http:/ /www.ibatis.com/dtd/sql-map-2.dtd">

3:

4: <sqlMap namespace="Student">

5: <resultMap  id="StudentResult" class="Student">

6: <result column="ID" property="id" />

7 <result column="NAME" property="name" />

8: </resultMap>

9: <select id="listStudents" resultMap="StudentResult">

10: SELECT NUM, NAME

11: FROM STUDENTS

12: ORDER BY NUM

13: </select>

14: <select id="nameStudent" parameterClass="Integer" resultClass="Student">

15: SELECT NUM, NAME

16: FROM STUDENTS

17: WHERE NUM = #num#

18: </select>

19:

20: <l-- static SQL A& -->

21: <delete id="delStudent" parameterClass="Student">

22: DELETE STUDENTS

23: WHERE NUM = #num# AND Name = "#name#’

24: </delete>

25:  </sqlMap>

o dAdAE AMEATE &R Ue itemo] I FRE dojeq gTh
$itemName$E AMg3lona o Ho|FES AAF3A Hrlh olw itemnames
name’; DROP items; -2 F7] HH, o] Zo|&& 33 A= SELECT * FROM
items WHERE owner="user name’ AND itemname = ’‘item name’;¥ DROP items;
o T FAHEE FHT AAet T wEkA HojEo A o=oE thEA,
DBl A items E|o]E£°] FR7} 2AHA Ht

1:  <?xml version="1.0"  encoding="UTF-8"?>

2:  <IDOCIYPE sqlMap PUBLIC "-//iBATIS.com//DID SQL Map 2.0//EN"
"http:/ /www.ibatis.com/dtd/sql-map-2.dtd">

3: <sqlMap namespace="Userltem">

¥ YeAholE A5 ¥ B



<select id="getltems" parameterClass="MyClass" resultClass="items">
SELECT * FROM items WHERE owner = #userName# AND itemname = ’'$itemName$’

</select>

</sqlMap>

29| Ao A= SQL AE2] $itemName$ T2l #itemName#S ARSI, HH o
2 AoRo] YMHEE syt welA itemnameS name’; DROP items; -2 & ],
itemname?| ©]E-°] name’; DROP items; %1 &S 2] F 2 F DBolA items H|o|E
AR7} A EE A Zo] HAojFe oxe i T4 o] FiHE S s F AUrh

=
)
ozl

H ¢tA3 3T 6 - XML

1:  <?xml version="1.0"  encoding="UTF-8"?> =
2:  <IDOCTYPE sqlMap PUBLIC "-//iBATIS.com//DTD SQL Map 2.0//EN" :lgll
"http:/ /www.ibatis.com/ dtd/sql-map-2.dtd"> kU
3: <sqlMap namespace="Userltem"> ol
" =
' =
5:  <select id="getltems" parameterClass="MyClass" resultClass="items"> [N
6:  SELECT * FROM items WHERE owner = #userName# AND itemname = '#itemName#’
7. </select>
8 ..
</sqlMap>

2k Fa 23
[1] CWE-89 Improper Neutralization of Special Elements used in an SQL Command(SQL Injection),
http:/ /cwe.mitre.org/data/ definitions /89.html
[2] 2010 OWASP Top 10 - Al Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org/top25/
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18. LDAP *|2]|(LDAP Manipulation)

7 A9
LDAP Zo|Folud Astz o o] Rizom g Aegle] AH8=™ LDAP &
ool Add w FAA= LDAP dojEe] W8<& vhetie WA 5 gtk 53] 7]
A= LDAP Aol& Al 9 dgo] +E It

9‘_“
o
N o
rlr m
ol
|

. ¢EASE Z971Y
- 9 Qo] g AEE A HE T ALESok 31, LDAP AHEA Ho|ES Ags)
o] 349 YIAETS FIHEE 3= FHDT Ao} /1%L Aok gk

o
(e}
Lo
£
>
rr
o
e
o
rl
i)

(name)o] HAL 3 base EALEL Ao ALEHI YTk
o] A% oo RE UyEEE AAHsI AR HIH & Jow, HAR HIA o7t
FHHE A S A AR wFo] WA £ Qi

Lo eeens
2: try

3: {

4 e

5: // AFE FE JES den

6: String name = props.getProperty(“ldap.properties");

7 // Qezkol g BasicAttributeS A TTH

8: BasicAttribute attr = new BasicAttribute("name", name);

9: // 915 AEF O] LDAP search®| A= Abgo] Hnt

10: NamingEnumeration answer =

11: ctx.search("ou=NewHires", attr.getID(), new SearchControls());
12: printSearchEnumeration(answer);

13: ctx.close();

14: }

15: catch (NamingException e) { -+ }

16:  }

17:

18:  public void printSearchEnumeration(NamingEnumeration value)

19: |

20: try

21: {

22: while (value.hasMore())

23: {

24: SearchResult sr = (SearchResult) value.next();

25: System.out.println(">>>"  + sr.getName() + "\n" + sr.getAttributes());
26: }
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27:
28:
29:

}
catch (NamingException e) { -+ }

2ol od AW fEs
=

stof 5184 @

e A2 Alo) 2158 ALgalol @

AZF ¥ Agalok 3tM, LDAP AHSAl AoE&S Algh

=
[

NN
N

=
<@

NN NN NN PR 2R

@ NN
@ ¥ »

31:

/) 9RE BE Y v,

String name = props.getProperty("name");

// LEgl R AAE ok

if (name == null || "".equals(name)) return;

String filter = "(name =" + name.replace All("\\*", "") + ")";

// A5E YEES LDAP search QUAZ A3
NamingEnumeration answer =
ctx.search("ou=NewHires", filter, new SearchControls());

printSearchEnumeration(answer);
ctx.close();

}

catch (NamingException e) { -+ }

}

public void printSearchEnumeration(NamingEnumeration value)
{
try

{
while (value.hasMore())

{
SearchResult sr = (SearchResult) value.next();

System.out.println(">>>" + sr.getName() + "\n" + sr.getAttributes());

}
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2 F3 23

[1] CWE-639 Authorization Bypass Through User-Controlled Key
http:/ /cwe.mitre.org/data/ definitions/639.html

[2] CWE-90 Improper Neutralization of Special Elements used in an LDAP Query(LDAP
Injection), http://cwe.mitre.org/data/definitions/90.html

[3] CWE-116 Improper Encoding or Escaping of Output,
http:/ /cwe.mitre.org/data/definitions/116.html

[4] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference
https:/ /www.owasp.org/index.php/Top_10_2010-A4
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19.

7}

AN2" e 74 Ao ¢F Aoj(External Control of System or
Configuration Setting)

N&g] Aoy T8 ofRelA AT 5 Jom oAdA I Aol Aulx

+ 9)%¢] 9422 ConnectionsetCatalog() M=) AIAZES =T Mg =% Bk
B3 ALgalor BehE, 9%l YHL Sol= PiE Yo AR F A

. A

s1%:9] 9J2(catalog)e] JDBCS] BABE AYZ1E HYsHEE AgH D Ak ol
A ke ARG ATe] gl B2 olFo] ADHW clSI TS BT F

X0 N

Lo eeeees

2: public void setCatalog()

3. |

4: try

5: {

6: InitialContext ctx = new InitialContext();

7: DataSource datasource = (DataSource) ctx.lookup(“jdbc:ocl:orcl");

8: Connection con = datasource.getConnection();

9: Properties props = new Properties();

10: String fileName = "file.properties";

11: FileInputStream in = new FileInputStream(fileName);

12: props.load(in);

13:

14: // catalogBHE JFEHRE] Fl=E= AR

15: String catalog = props.getProperty("catalog");

16: // catalog2-E DB Connections 31X 3l k& A 33kA] %11, DB 71
273 Au A4

17: con.setCatalog(catalog);

18: con.close();

19: }

20: catch (SQLException ex)

21: {

22: System.err. printin("SQLException Occured");

23: }

24: catch (NamingException e)

25: {

26: System.err. println("NamingException Occured");

H1ZE YHolef 45 & B »

()

81

=
)
ozl

Sloic REElY



Java A|770{32Y 7|0|E e

27: }

28: catch (FileNotFoundException e)

29: {

30: System.err. println("FileNotFoundException Occured");
31: }

32: catch (IOException e)

33: {

34: System.err.printin("IOException Occured");
35: }

36: }

37 e

9)%¢] QJeigkel ueh 7t E T o Fo HHolol @ Aol AT BALL A A
| 2, mle) Helw AU AR o)F Fol Helshe] g

ol
el
N

H AR Z=9] 4 - JAVA

Lo eeeee
2:  public void setCatalog()

3

4: try

5: {

6: // caltalog o2 13} 25 AT 3§

7 InitialContext ctx = new InitialContext();

8: DataSource datasource = (DataSource) ctx.lookup("jdbc:ocl:orcl");
9: Connection con = datasource.getConnection();

10:

11: Properties props = new Properties();

12: String fileName= "file.properties";

13: String catalog;

14:

15: FileInputStream in = new FileInputStream(fileName);

16: if (in != null && in.available() > 0)

17: {

18: props.load(in);

19:

20: if (props == null || props.isEmpty()) catalog = "c1";

21: else

22: catalog = props.getProperty('catalog");

23: }

24: else

25: catalog = "c1";

26:

27: // % 5 H(catalog)oll ThEA gh& WA A =sla Aok ok
28: if ("c1".equals(catalog))

29: con.setCatalog("c1");
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30: else

31: con.setCatalog("c2");

32: con.close();

33: }

34: catch (SQLException ex)

35: {

36: System.err.println("SQLException Occured");

37 }

38: catch (NamingException e)

39: {

40: System.err.printIn("NamingException Occured");

41: }

42: catch (FileNotFoundException e)

43: {

44: System.err.printIn("FileNotFoundException Occured"); -
45: } Ju
46: catch (IOException e) ﬁ
47: { oo
48: System.err.printIn("IOException Occured"); N
49: } |2|_|
50:  }

o29] oAl FIP AH|2=2] XE WEd tigh A& Aofsta Ut LE U3 E 9
oA wrolx HATE=E Fo e, o] TE WHIVF e 7|E AMEFH I e FE W
st FHAS FIP Aulay 71& Mulx & shus 253264 A

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String CHANGE_FIP_PORT = "change_service_port";

1

2

3

4:

5: // Command ## 2]
6

7

8 private final String PORT_PARM = "port";

9

10: protected void doPost(HttpServletRequest request,

11: HttpServletResponse response) throws ServletException, IOException
12: {

13: String command = request.getParameter(COMMAND_PARAM);
14:

15: if (command.equals(CHANGE_FTP_PORT))

16: {

17:

18: String servicePort = request.getParameter(PORT_PARM);

H1ZE Yololel 45 & #H »» 83
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84

< H[

19:

20: servicemanage.changeSerivcePort(FTP_SERVICE, servicePort);

21: }

22:

23: }

24:

25 }

59 dAel A= FIP AH2=¢] ZE HEE 9FoA 48 #ke glo] oflg}, 227
Holl A wle] HAF & AHESHA stk wlEl A ks ARE o mH, T)Eo] AL
45t XTE WIS E FIP A= XE W57t "AEHE As e & Utk

H A3 Z=9] o - JAVA

1:  public class Service extends HittpServlet

2: |

3: private final String COMMAND_PARAM = '"command";

4:

5: // Command 3 9]

6: private final String CHANGE_FTP_PORT = "change_service_port";

7:

8: private final String PORT_INDEX_PARM = "port_index";

9:

10: private final int DEFAULT FIP_PORT = 21;

11: private final int ALTERNATIVE FIP PORT = 2121;

12:

13: protected void doPost(HttpServletRequest request,

14: HttpServletResponse response) throws ServletException, IOException

15: {

16: String command = request.getParameter(COMMAND_PARAM);

17:

18: if (command.equals(CHANGE_FTP_PORT))

19: {

20:

21: String servicePortIndex = request.getParameter(PORT_INDEX_PARM);

22:

23: if (servicePortIndex == DEFAULT)

24: {

25: servicemanage.changeSerivcePort(FTP_SERVICE, DEFAULT_FIP_PORT);

26: }

27: else if(servicePortIndex == ALTERNATIVE)

28: {

29: servicemanage.changeSerivcePort(FTP_SERVICE, ALTERNATIVE_FTP_PORT);

30: }

31: }

32:

H ool 243 ¥ 7

=2 -Hd=A




33: }

34:
35}
g F3 &1

[1] CWE-15 External Control of System or Configuration Setting,
http:/ /cwe.mitre.org/data/definitions/15.html
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20. A2 X AOJE AT HE FZF FHH: DOM(Improper Neutralization of
Script-Related HTML Tags in a Web Page , DOM)
7k A
RAA JHEE 2THE TALo] A o)A AAho) AHEEE AAHE fHolANE €
e T e

L QARG Y7
= JSP9] document.write() MAE 29} Zo] JSPS] DOM AA| E8-& Fdat= miE=9] A%
oz oo dYS AT B AP AE A skE HHol s ook At
Hetdol HAEH e APIE ARESt Ad7 ALES A7 stofof it

= b
request.getParameter()o| Al A2 2]572] 9] (name)©] document.write()2] AAFL A

doll Ath= AHEH AT

<%

// R FE 48e wet

String name = request.getParameter("name");
%>

<SCRIPT language="javascript">

// 278 dEE OdE EH3ith

document.write("name:" + <%=name%> ),

9Ho] ¢ (name) S ZHE <9} >Zo] HIMLAA A~IHE Ao AMEEH= ZE &
AEE &lt; &gt; &amp; &quot; 9 22 FEHE HAFT

W AF F=9] ¢ - HTML

2 <%

3 /) A% 4ge wen,

4: String name = request.getParameter("name");
5: // LEF AF K8 HARE S

6 if ( name != null ) {

7 name = name.replaceAll("<","&It;");
8 name = name.replaceAll(">","&gt");
9

name = name.replaceAll("&","&amp;");

10: name = name.replaceAll("\"","&quot;");
11: name = name.replaceAll("\","&#x27;");
12: name = name.replaceAll("/","&#x2E");
13: }else { return, |}

86 <« H1E YOHo|E HE % HES



14: %>
15:  <SCRIPT language="javascript">
16: // A=HFke] ¥

17:  document.write("name:" + <%=name%> );

request.getParameter()o1 A A2 939 YdH(eid)©] DBE dol7l= A9 AA
Ao OItE ALE AT WEbA] eiddll sql injectiond3 A TR AEdE A g
=4 7HeAol At

1. <%@ page language="java" contentType="text/html; charset=EUC-KR" pageEncod-
ing="EUC-KR"%>

2. <IDOCTYPE html PUBLIC "-//W3C//DTD HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

3:  <html>

4:  <head>

5. <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR">

6:  <title>Insert title here</title>

7

8

9

</head>
<body>
: <% String eid = request.getParameter("eid"); %>

10:
11: Employee ID: <%= eid %>
12:
13:
14: <%
15:
16: Statement stmt = conn.createStatement();
17: ResultSet rs = stmt.executeQuery("select * from emp where id="+eid);
18: if (rs != null)
19: {
20: rs.next();
21: String name = rs.getString("name");
22: }
23: %>
24:
25: <script type="text/javascript">
26: document.write("Employee Name: " + <%= name %>);
27: </script>
28:  </body>
29:  </html>

9] A= owaspoll Al A F3t= esapi®T % ESAPLencoder().encodeForHTML

A YEolE 25 ¥ B

()

>

87

=
=1
2
kU
on
N
=
n



Java A|770{32Y 7|0|E e

Attribute® ] §310] o]0l YL A G name) S AEF F AT AT
W AAF F=9] ¢ - HTML
1. <%@ page language="java" contentType="text/html; charset=EUC-KR" pageEncod-
ing="EUC-KR"%>
2:  <IDOCTYPE html PUBLIC "-//W3C//DID HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">
3 <html>
4:  <head>
5. <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR">
6:  <title>Insert title here</title>
7. </head>
8 <body>
9: <%
10: String eid = request.getParameter("eid");
11: String safeEID = ESAPILencoder().encodeForHTMLAttribute(name);
12: %>
13:
14: Employee ID: <%= safeEID %>
15: .
16: <%
17:
18: Statement stmt = conn.createStatement();
19: ResultSet rs = stmt.executeQuery("select * from emp where id="+safeEID);
20: if (rs = null)
21: {
22: rs.next();
23: String name = rs.getString("name");
24: }
25: %>
26: <script type="text/javascript">
27: document.write("Employee Name: " + <%= name %>);
28: </script>
29:  </body>
30:  </html>

o o 1

http:/ /josephoconnell.com/java/xss-html-filter/ | A A|F3= XSS Filter
gz 2B dAolth AFEHE ZEE o] 83te] Fol3l Ato|E9] 3o Bt
PAA AHED 5 Utk 59 dAlYdA= HTMLInputFilter() filter ™45

O]_g_.a_H E_;(].Cé—% %Ei‘%‘&]’.]—l 9)\]:]'

FE9] ¢ - HTML

14:
15:
16:

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http. HttpServletRequestWrapper;

import com.josephoconnell.html. HTMLInputFilter;

=
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17:

18:  public class RequestWrapper extends HttpServletRequestWrapper

19: {

20:

21: private String filter(String input)

22: {

23: String clean = new HTMLInputFilter().filter(input);

24: return clean;

25: }

26: ) =

N

o 23 £4 o

[1] CWE-79 Improper Neutralization of Input During Web Page Generation(Cross-site
Scripting), http://cwe.mitre.org/data/definitions/79.html

[2] CWE-80 Improper Neutralization of Script-Related HTML Tags in a Web Page(Basic XSS),
http:/ /cwe.mitre.org/data/ definitions/80.html

[3] 2010 OWASP Top 10 - A2 Cross Site Scripting(XSS)
https:/ /www.owasp.org/index.php/Top_10_2010-A2

[4] 2011 SANS Top 25 - RANK 4 (CWE-79), http://cwe.mitre.org/top25/
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21. BHoZ AAEH FP== FHo] A (Improper Neutralization of

Directives in Dynamically Evaluated Code, Eval Injection)
7r A9

Suqde] AU AAFYL ANA Y F4
Qe Aol A A5 o=Pul 3

de d (m
2
iRy
e
o

= 9o 4ol eval() Tl JAARE AMEE S oA YE == JavaScriptZt 73 =
A BEF APREAE AAMF Tt

» ESAPI for Javascript 52 HHd = APIE AMEsY eFolA A¥F = e H53
& AR

o oA
)7 3]¥(evalParam)S eval() T2 UAEZ AREsta k. Tk R Q) java-
script2 E =7} thd o] ZE7} eval()oll QA SFae] Hoh

1. <%@page import="org.owasp.esapi.*"'%>

2: <%@page contentType="text/html" pageEncoding="UTF-8"%>

3:  <html>

4 <head>

5: <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
6 </head>

7:  <body>

8 <h1>Eval % A#Z&</h1>

9 <%

10: String evalParam = request.getparameter("eval");
11 e

12: %>

13: <script>

14: eval(<%=evalParam%>);

15: </script>

16:  </body>

17:  </html>

e dlAlg gol 2AYE

o2x 9F dY 39 Fie YAD 5 Ak

m[m
2
oX,
(<0
ol
rlr
=
e
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ot
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X
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H ¢tAE3 I& 9 ¢ - HTML

1. <%@page import="org.owasp.esapi.*"'%>

2: <%@page contentType="text/html" pageEncoding="UTF-8"%>

3 <html>

4 <head>

5: <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

6: </head>

7: <body>

8: <hl>Eval # k4 AE</h1>

9: <%

10: // 2] dEe wenh

11: String evalParam = request.getparameter("eval");

12: // [ERel o FEAS A Ik

13: if ( evalParam != null ) {

14: evalParam = evalParam.replaceAll("<","&It;"); >
15: evalParam = evalParam.replaceAll(">","&gt;"); g
16: evalParam = evalParam.replaceAll("&","&amp;"); ku
17: evalParam = evalParam.replaceAll("(","&#40;"); on
18: evalParam = evalParam.replaceAll(")","&#41;"); _;'
19: evalParam = evalParam.replaceAll("\"","&quot;"); |_|'|
20: evalParam = evalParam.replaceAll("\","&apos;");

21: }

20 e

23: %>

24: <script>

25: eval(<%=evalParam%>);

18: </script>

19:  </body>

20:  </html>

rlo

ASHA &

rlo

O dAldlA s R 2RE gt AHZ vulstrl, vulstr2, vulstr3S

AZglol HolA o] AMgst 9l

<%@page import="org.owasp.esapi.*"'%>

1

2

3:  <%@page contentType="text/html" pageEncoding="UTF-8"%>

4. <IDOCTYPE HIML PUBLIC "-//W3C//DID HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

<htmI>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>ESAPI XSS Protection Bypass</title>

o X NN U
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92

< A1

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:

31:
32:
33:

</head>

<body>

<h1>ESAPI XSS Protection Bypass</h1>
<p id="tb1"/><br>

<p id="tb2"/>

<script>

/9% Ao we gy AEaAt
<%

String vulstrl = "-1";alert(0);'";

String vulstr2 = "<img src=x onerror=alert(1)>";
String vulstr3 = "0,x setter=alert,x=2";

%>

// esapi ¥+= Y
var a='<%= vulstrl %>;

alert(a);

// esapi T= LEH
document.write("<%= vulstr2 %>");
// esapi 5= HEIY
eval("u=<%= vulstr3 %>");
</script>

</body>

</html>

29| oAt o] ESAPLencoder().encodeForfavaScript() & 53 {&H@S A5 &
Ag ool gkl EE AAYE HYe PAY 5 Aok
B A3 A9 o - HTML
1. <%@page import="org.owasp.esapi.*"'%>
2
3: <%@page contentType="text/html" pageEncoding="UTF-8"%>
4. <IDOCTYPE HIML PUBLIC "-//W3C//DID HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">
5:
6:  <html>
7: <head>
8:  <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
9:  <title>ESAPI XSS Protection Bypass</title>
10:  </head>
11:  <body>
12:  <h1>ESAPI XSS Protection Bypass</h1>
13:  <p id="tbl"/><br>
14:  <p id="tb2"/>
15:  <script>

¥ Yool 23 ¥ EH



16:  //9)% igo=g v
17 <%

18:  String vulstrl = "-1%;alert(0);";

19:  String vulstr2 = "<img src=x onerror=alert(1)>";

20:  String vulstr3 = "0,x setter=alert,x=2";

21 %>

22:

23:  // esapi &= ZEHF

24:  var a='<%= ESAPILencoder().encodeForJavaScript(vulstrl) %>';

25:  alert(a);

26:

27: // esapi &= HEF

28:  document.write("<%= ESAPIencoder().encodeForJavaScript(vulstr2) %>");
29:  // esapi &= HEH

30:  eval("u=<%= ESAPLencoder().encodeForJavaScript(vulstt3) %>");

ANET =2

rlo

31:  </script>
32:  </body>
33:  </html>
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[1] CWE-95 Improper Neutralization of Directives in Dynamically Evaluated Code(Eval Injection),
http:/ /cwe.mitre.org/data/ definitions /95.html
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22, X2 A2 A|o}(Process Control)

4
AHHA e s} AHHA G DAY PoludE AAIAY FHL A
i, otel2el meEs} A

3 %zﬂ_f& F3714
I3 YolA gelBEE AT v AAZE AHESTH

li:l

o oA

o
O

o dAl: gelnelels ARY | A A2F A

s 1014 3AA7} B
AUFE 245 e ol A48 F Utk

Il

b4

2: public void loadLibrary() throws SecurityException, UnsatisfiedLinkError, NullPointerException
{

3: // A SolreEE 52 A Ad FE7F S0 A STk

4 Runtime.getRuntime().loadLibrary("libraryName");

At FE2E ARt 87 Wl ofste] ghojHe ey WAEE AL HAT + Aok

2:  public void loadLibrary() throws SecurityException, UnsatisfiedLinkFrror, NullPointerException
{

3: // S golBeg 22 A AU A=E AT

4: Runtime.getRuntime().loadLibrary("/ust/lib/libraryName");
5

6: ......

theol oAl golReEe AT W EohE Aeigle] wE golnel P 71A

3 ARk Y

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.net. URLDecoder;

import java.sql.Connection;

AN L

import java.sql.Statement;
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10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:

import java.util.Hashtable;
import java.util.regex Matcher;
import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http. HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http. HttpServletResponse;

public class DocService extends HttpServlet
{

private final String UPLOAD_library COMMAND = "upload_library";
private final String library NAME_PARAM = "library_name";
private final String CONVERT_OPERATION_PARAM = "convert_operation";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");

if (command.equals(UPLOAD_library_ COMMAND))
{

String libraryName = request.getParameter(library_ NAME_PARAM);
String additionalOperation = request.getParameter(CONVERT_OPERATION_PARAM);

// upload 3tc}.
if(additionalOperation != null)
{
String [] arguments = new String [1];

arguments[0] = libraryName;

Runtime.getRuntime().exec(additionalOperation, arguments, null);
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96

< H[

A Eol &S ol8sl A o]F2] zhe|BERto] i AP =E

sHAl A E o A

B ¢HAF F=9 o - JAVA

ofr

1:  import java.io.File;

2:  import java.io.FilelnputStream;

3:  import java.io.IOException;

4:  import java.net. URLDecoder;

5. import java.sql.Connection;

6:  import java.sql.Statement;

7:  import java.util. Hashtable;

8:  import java.util.regex.Matcher;

9:  import java.util.regex.Pattern;

10:

11:  import javax.servlet.ServletException;

12:  import javax.servlet.http.Cookie;

13:  import javax.servlet.http.HttpServlet;

14:  import javax.servlethttp.HttpServletRequest;

15:  import javax.servlet.http.HttpServletResponse;

16:

17:  public class DocService extends HttpServlet

18: {

19: private final String UPLOAD_library COMMAND = "upload_library";

20: private final String library NAME_PARAM = 'library_name";

21: private final String CONVERT_OPERATION_PARAM = "convert_operation';

22:

23: private Hashtable<String, String> additionalOperations;

24:

25: public DocService()

26: {

27: additionalOperations = new Hashtable<String, String>();

28: additionalOperations.put("Doc", "/LIBRARY/DOC.LIB");

29: additionalOperations.put("UTF", "/LIBRARY/UTF.LIB");

30:

31: }

32:

33: protected void doPost(HttpServletRequest request,HttpServletResponse response) throws
ServletException, IOException

34: {

35: String command = request.getParameter("command");

36:

37:

38: /] F& AA LEe 84 AHE

39: if (command.equals(UPLOAD_library COMMAND))

40: {

¥ Yulole A5 ¥ EY

=2 -Hd=A



41: String libraryName = request.getParameter(library NAME_PARAM);

42: String additionalOperation = request.getParameter(CONVERT_OPERATION_PARAM);
43:

44: // upload &t}

45:

46: if(additionalOperation != null)

47: {

48: // &A1 formate] htmlo] obd 2, html2 #E 53

49:

50: String [] arguments = new String [1];

51: arguments[0] = libraryName;

52:

53: Runtime.getRuntime().exec(additionalOperations.get(additionalOperation), argu-

ments, null);

54:

55: }
56:

57: }
58:

59: }

60:

61: }

=
=1
2
kU
on
N
=
n

g Fu 23

[1] CWE-114 Process Control, http://cwe.mitre.org/data/definitions/114.html
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23.

7}

ARASA 22 2 FY H(Use of Externally-Controlled Input to Select

Classes or Code, Unsafe Reflection)

7]
T4 22 AA(oading)oll 959 AFHA & dHLe ALT A, FAATL 9
AYe Mzst] o|mahA] g Fe2t @,xﬂﬂti & 2= 9k

o A
ool dAls oA (type)e S olF IHE AT 7"24]% Adstar e
o A BAME ARYS Mastel ALY BE FAhoo AN T 5 20
2:  public void workType()
3. |
4: Properties props = new Properties();
5:
6: if (in !=null && in.available() > 0 )
7: {
8: props.load(in);
9: if ( props == null || props.isEmpty() )
10: return ;
11: }
12: String type = props.getProperty("type");
13: Worker w;
14:
15: /7 AFA AHE typegke] FrEAEE ASEA B SUTh
16: try
17: {
18: Class workClass = Class.forName(type + "Worker");
19: = (Worker) workClass.newInstance();
20: w.doAction();
21: }
22: catch (ClassNotFoundException €) { -+ }
23: ......
24: }
25:
26:  abstract class Worker
27: |
28: String work = "
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29: public abstract void doAction();
30: }

950 U (type)ol wet, wlE] dF FH(white list) FolA AP FY2 o]Fo] A
BHEES FomH, o] ofofH]l Yo ofste] RAHZ FY2rt AHSEHE ABEE
AAL = Uk

B AT F=9] o - JAVA

1L e
2:  public void workType() %
3 | 0t
4: Properties props = new Properties();

5:

6: if (in !=null && in.available() > 0 )

7: { =
8: props.load(in); 4211
9: if ( props == null || props.isEmpty() ) ku
10: return ; on
11: } —;-
12: String type = props.getProperty("type"); |_|-|
13: Worker w;

14:

15: // 9 JEEE ol sl FEES HFsh] okt

16: if (type == null || ".equals(type)) return;

17: if (type.equals("Slow"))

18: {

19: w = new SlowWorker();

20: w.doAction();

21: }

22: else if (type.equals("Hard"))

23: {

24: w = new HardWorker();

25: w.doAction();

26: }

27 else

28: {

29: System.err.printf("No propper class name!");

30: }

31: ......

32: }

33:

34: abstract class Worker

35 {

36: String work = "";
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37: public abstract void doAction();
38}

029 dAE 95392 (converterParam) ol A ©] &S U=
g3kl AAE AL Utk o] A9 FAAE 2N 4Es W
vt AAE =S & 5 Uk

1:  import java.io.File;

2:  import java.io.FileInputStream;

3:  import java.io.IOException;

4:  import java.net. URLDecoder;

5 import java.sql.Connection;

6:  import java.sql.Statement;

7:  import java.util.Hashtable;

8:  import java.util.regex.Matcher;

9:  import java.utilregex.Pattern;

10:

11:  import javax.servlet.ServletException;

12:  import javax.servlet.http.Cookie;

13:  import javax.servlet.http.HttpServlet;

14:  import javax.servlethttp.HttpServletRequest;

15:  import javax.servlet.http.HttpServletResponse;

16:

17:  public class DocService extends HttpServlet

18: {

19: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

20: private final String DOCUMENT_NAME_PARAM = "document_name";

21: private final String CONVERTER_PARAM = "convert_operation’;

22:

23:

24: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

25: {

26: String command = request.getParameter("command");

27:

28: // 2 MM EE 84 A

29: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

30: {

31: String documentName = request.getParameter(DOCUMENT_NAME_PARAM);

32: String converterParam = request.getParameter(CONVERTER_PARAM);

33:

34: // upload &t}

35: if(converterParam != null)

36: {
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37: // EA format®] htmle] o}2 A%, htmlE H3IS 3

38:

39: try

40: {

41: Class converterClass = Class.forName(converterParam);

42: Converter converter = (Converter)converterClass.newlnstance();

43: String htmlContents = converter.convertToHtml(documentName);

44:

45: }

46:

47: }

48:

49: }

50:

51: } -

52: u

53} 2
T
on

2] 521 & (converterParam)-& 3| Al E|o] &l mE] A3 FH (white list) = YH3lEoHd & N

A3 Fe)2 olgo] AAHoIA, 9)3e] otejxel Qo] ofF RARY 22l A8 n
4L AAY & Ao
B A =9 4 - JAVA

1:  import java.io.File;

2:  import java.io.FileInputStream;

3:  import java.io.lOException;

4:  import java.net. URLDecoder;

5. import java.sql.Connection;

6:  import java.sql.Statement;

7: import java.util.Hashtable;

8:  import java.util.regex.Matcher;

9:  import java.util.regex.Pattern;

10:

11:  import javax.servlet.ServletException;

12:  import javax.servlet.http.Cookie;

13:  import javax.servlet.http.HttpServlet;

14:  import javax.servlet.http.HttpServletRequest;

15:  import javax.servlet.http.HttpServletResponse;

16:

17:  public class DocService extends HttpServlet

18 |

19: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

20 private final String DOCUMENT_NAME_PARAM = "document_name";

21 private final String CONVERTER_PARAM = '"convert_operation';

22:
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23: private Hashtable<String, String> converterClasses;

24:

25: public DocService()

26: {

27: converterClasses = new Hashtable<String, String>();

28: converterClasses.put("DocToHtml", "DocToHtmlConverter");

29: converterClasses.put("UTF16ToUTES", "TextEncodingChanger");

30:

31: }

32:

33: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

34: {

35: String command = request.getParameter("command");

36:

37: /] 2€ AA SYe 24 A

38: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

39: {

40: String documentName = request.getParameter(DOCUMENT_NAME_PARAM);

41: String converterParam = request.getParameter(CONVERTER_PARAM);

42:

43: // upload &},

44: if(converterParam != null)

45: {

46: // &A1 formate] htmlo] obd ¢, html2 #EHE 3

47:

48: try

49: {

50: Class converterClass = Class.forName(converterClasses.get(converterParam));

51: Converter converter = (Converter)converterClass.newInstance();

52: String htmlContents = converter.convertToHtml(documentName);

53:

54: }

55:

56: }

57:

58: }

59:

60: }

61:

62: }

2 Fa 7
[1] CWE-470 Use of Externally-Controlled Input to Select Classes or Code ('Unsafe Reflection),
http:/ /cwe.mitre.org/data/definitions/470.html
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24.

7}

224 AP v ZE= YEZEZ=(Download of Code Without
Integrity Check)

T EE AYSYs FEA4 HAF §lo] dREE wa olF At
th. ©]& host server®] W=, DNS spoofing %

3 A =
ME 5o PHE olg3le] FAAL ofelHel HoF AYY 5+ Y= Tk

i >
2
<

+ SWO A5 EclES o] peErdE ITE AFY wWe FSo] ik dsstd
2]

. A

thee] 4% URLClassloader® AHg3tel, 929 BUg a2 Fth e2E o
o el g BAY ANE SRS B A9, HdiE Foz Asirh WY 4 ek

1:  URL[] classURLs= new URL[[{fnew URL('file:subdir/")};
2: URLClassLoader loader = new URLClassLoader(classURLs);
3:  Class loadedClass = Class.forName("MyClass", true, loader);

A7) Ao dEdaeEd MAYUSTS o8t AEade i AIYAE B4

B ¢AF I o - JAVA

1. // AWIAE private keyE 7FA AL MyClassE ¢5.3}3tc}.

2:  String jarFile = "./download/utiljar";

3:  byte[] loadFile = FileManager.getBytes(jarFile);

4:  loadFile = encrypt(loadFile privateKey);

5. // jarFiled o2 45sls U Aggich

6:  FileManager.createFile(loadFile jarFileName);

70 .

8 /) FEHOIAENME RS dEE S A9 public keyE B33} gtk
9: URL[] classURLs= new URL[]{new URL("http://filesave.com/download/utiljar")};
10:  URLConnection conn=classURLs.openConnection();

11: InputStream is = conn.getInputStream();

12 // 98 Z2EHS ¢lo] AW jarFiled o2 & EHIITL

13:  FileOutputStream fos = new FileOutputStream(new File(jarFile));

14:  while ( is.read(buf) != -1 )

15 |

16:

A YEolE 25 ¥ B »
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17}

18:  byte[] loadFile = FileManager.getBytes(jarFile);

19: loadFile = decrypt(loadFile,publicKey);

20 // HzshE wde AP

21:  FileManager.createFile(loadFile jarFile);

22:  URLClassLoader loader = new URLClassLoader(classURLs);
23:  Class loadedClass = Class.forName("MyClass", true, loader);

ol dedt fdg thezsat $4E
Qo RAMel td AAE A ek gtk webd 2
of sol WS erolFo s whE A, ol tisel UHE F Wl qirk

1:  public class DownloadFile

2. |

3 public boolean download(String localPath, String remoteURL)
4: {

5: try

6: {

7 URL url = new URL(remoteURL);

8: url.openConnection();

9: InputStream reader = url.openStream();

10:

11: FileOutputStream writer = new FileOutputStream(localPath);
12: byte[] buffer = new byte[BUFFER_SIZE];

13: int totalBytesRead = 0;

14: int bytesRead = 0;

15:

16: while ((bytesRead = reader.read(buffer)) > 0)
17: {

18: writer.write(buffer, 0, bytesRead);

19: totalBytesRead += bytesRead;

20: }

21: writer.close();

22: reader.close();

23: }

24:

25: }

26: }

O] dAls A=Al i AAE sk ok s o] W&ol FEHAME & 2 A
T BE Hde dssfetoof siAIw, o] WEe] IAEHE He Aol o w
€ W8S dEsisly] Eoes Aade o8t dde o] ofejHor HAHUEA
s Aol EFF|olt}. A or =77t AL Aol 7] S &8t o

i
of
ol
fr

N
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29 AOIER AFFAY, S0l U] HEL A 5o oelH FHo| AT F
ATk
W AAZ F=9] o - JAVA
1:  public class DownloadFile
2: |
3 public boolean download(String localPath, String remoteURL, String checksumURL)
4: {
5:
6: _download(checksumFilePath, checksumURL); -
7 decrypt(checksumFilePath, publicKey); ﬁ
8: _download(localPath, remoteURL); 0?"_
9: return checkCheckSum(localPath, checksumFilePath);
10: }
11: private void _download(String localPath, String remoteURL)
12: { >
13: try Ju
14: { ﬁ
15: URL url = new URL(remoteURL); on
16: url.openConnection(); N
17: InputStream reader = url.openStream(); 2
18: In
19: FileOutputStream writer = new FileOutputStream(localPath);
20: byte[] buffer = new byte[BUFFER SIZE];
21: int totalBytesRead = 0;
22: int bytesRead = 0;
23:
24: while ((bytesRead = reader.read(buffer)) > 0)
25: {
26: writer.write(buffer, 0, bytesRead);
27 totalBytesRead += bytesRead;
28: }
29: writer.close();
30: reader.close();
31: }
32: }
33 }

2 F3 23
[1] CWE-494 Download of Code Without Integrity Check,
http:/ /cwe.mitre.org/data/ definitions/494.html
[2] 2011 SANS Top 25 - RANK 14 (CWE-494), http://cwe.mitre.org/top25/
[3] Richard Stanway (r1CH). "Dynamic File Uploads, Security and You
[4] Johannes Ullrich. "8 Basic Rules to Implement Secure File Uploads". 2009-12-28
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106

25. SQL A9} &4: Hibernate(SQL Injection: Hibernate
)

7k A9

el AHT & 9 YAe AE AA $YE ANA F30 Hibernate API?] SQL 2
% AHe 9B TALS AgIE, FAA + zzadvsl oss gd BAde
Aggozn Wolwol ofu JFAAY 1 TEE WSk Yool woleujo]x 7

Pol7t SYHER ¥ 4 Uk,

L2 ] 4 i A g
- AR A e AL AHERTE o] i) mel dojeS s ok
AAE vhe HES o 2AEE A4S F, FHY AAgEE setParameter(),
YolE>() Y WAEEE AHgste] dARIT

o oA

e

=]
set<E}

ol dAls ojFe] dH(idValue)e oFF HSHA glol Fofwol| Itz AHgstar

Sk W, o)Re] Yo 1 or 11 T 2L EAGe] AW, g} 2o AofE
o] A=y Hol& We BE A=} RigEn.
(from Address a where a.name="n’ or '1'="1’)
2:  public void listHoney()
3
4 Session session = new Configuration().configure().buildSessionFactory().openSession();
5: try
6 {
7 Properties props = new Properties();
8 String fileName = "Hibernate.properties";
9 FileInputStream in = new FilelnputStream(fileName);
10: props.load(in);
11 e
12: /] AFEFE AHE T
13: String idValue = props.getProperty("idLow");
14: /] 9% QEe AZo] SQL qeveryZe] AAE AgHT
15: Query query = sessioncreateQuery("from Address a where aname=" +
idValue);
16: query.list();
17 }
18: catch (IOException e) { -+ }
19: ......
20: )

<« M= holE HZE U B3



1 e
2:  public void listHoney()
3 A
4 Session session = new Configuration().configure().buildSessionFactory().openSession();
5wy
6: {
7 Properties props = new Properties();
8 String fileName = "Hibernate.properties";
9 FileInputStream in = new FileInputStream(fileName);
10: if (in == null || in.available() <= 0) return;
11: props.load(in);
12 e >
13; /] ARE RE Qe et o
14: String idValue = props.getProperty("idLow"); kU
15 // DEgel e fEAS A on
16: if (idValue == null || "".equals(idValue)) idValue = "defaultID"; _;‘
17: // SQL query &7&-& A%tk n
18: Query query = sessioncreateSQLQuery("select h from Honey as h where hid '=
:didVal™);
19: query.setParameter("idVal", idValue);
20: query.list();
21: }
22: catch (IOException e) { ==+ }
23: ......
eel dAlE AAE 2feD SE itemol U@ RE dojew Atk FHew
o2 S AT v jitemnameS name’; DROP item; -2 FA HH, o] B 33
A= SELECT * FROM item WHERE owner="user name’ AND itemname = ’item

name’;¥} DROP item;2] 5719 F|2 &S £33 2ol Fd3ith wetr FoQiEe 9=
ot= 2], DBAlA item H|o]E HR7} A=A Bt

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command ## 72
private final String GET_USER_INFO_CMD = "get_user_info";

private final String USER_ID_PARM = "user_id";
private final String ITEM_NAME_PARM = "itemName";

R N U T o
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10:

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

12: {

13: String command = request.getParameter(COMMAND_PARAM);

14:

15: if (command.equals(GET_USER_INFO_CMD))

16: {

17: String userld = request.getParameter(USER_ID_PARM);

18: String itemName = request.getParameter(ITEM_NAME_PARM);

19:

20: Session session = new Configuration().configure().buildSessionFactory().openSession();

21:

22: String sql = "SELECT * FROM item WHERE item.owner = ""

23: + userld + " AND itemname = ""

24: + itemName + "";

25: Query query = seesion.createSQLQuery(sql);

26: List list = query.list();

27:

28: }

29:

30: }

31:

32: }

theo] cAlol A SQL delE A SR Qe we 2AGe Age wm, 4
ool Mg e we EAAL AR ATSATE olql FoA 9ol ojw e
Yol Sojshe Wolwo| =B wpA Xl Bk

B ¢HAF F=9 o - JAVA

public class Service extends HittpServlet

{
private final String COMMAND_PARAM = "command";

private final String GET_USER_INFO_CMD = "get_user_info";

1:

2:

3:

4:

5: // Command & 2]

6:

7:

8: private final String USER_ID_PARM = "user_id";

9: private final String ITEM_NAME_PARM = "itemName';

10:

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

12: {

13: String command = request.getParameter(COMMAND_PARAM);

14:
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15: if (command.equals(GET_USER_INFO_CMD))

16: {

17: String userld = request.getParameter(USER_ID_PARM);

18: String itemName = request.getParameter(ITEM_NAME_PARM);

19:

20: PersistenceManager manager = factory.getPersistenceManager();

21:

22: String sql = "SELECT * FROM item WHERE item.owner = :userld AND ite-

m.name = :itemName";

23: Query query = seesion.createSQLQuery(sql);

24: query.setParameter("userld", userld);

25: query.setParameter("itemName", itemName);

26: List list = query list();

27:

28: } -

29: Ju

30:} 2
kL

31: on

32: } N
o
In

2 I3 24
[1] CWE-564 SQL Injection: Hibernate, http://cwe.mitre.org/data/definitions/564.html
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26.

BHAAAE AT & = 948 o 9)=(Reliance on Untrusted

Inputs in a Security Decision)

7} A9

< A1

$8=2ade] 9% gl UF AANE AL RINAUSES A8HE FS
A7t dEgE 24T 5 dvkd REWAUSES 93T 5 A Bk AEAEel
), @AW wE ERCS 2 4Pl 248 + frkn ST FA%

]
AT F 3 248 NEe GANA 2L

4 e o ok
¥ O o 1N

& YRS Tl ol dHgEe W

=g

AFolut QI7keh 22 HekAA ] ol AYU(FTY], BEHT, SIEBE F)ol sl =3
He A5 s4AE old dYite 2As] SEZ2IH| Hks 93T F jleEs
T dEd, FAA AFE FHSAY ol mAYSFl e A lFAREAl 9
T dYte A= < Fok

83 JHE STIAE Foll AT 49, d23het 724 HARE AR HeolHw A

93 gedE AL A AIYES Ba) Hel9A oA o FolrhE An Zo

. A

HELZ AR QISHE 9 authenticatedS F7]o At Utk FAA = F7|
ARE WA 7beshr] wEol $a3 ARE FI)d AR e dsssiM sk, 7
74 A E= WAS(Web Application Server) AHe] AlAde] #gict

1. <%

2:  String username = request.getParameter('username");

3:  String password = request.getParameter("password");

4:  if (username==nill || password==null || lisAuthenticatedUser(usename, password))
5 |

6: throw new MyException("?1% ©ll2]");

7}

8:  Cookie userCookie = new Cookie("user", username);

9:  Cookie authCookie = new Cookie("authenticated","1");
10:

11:  response.addCookie(userCookie);

12:  response.addCookie(authCookie);

13: %>

¥ YHole 25 ¥ B



Agate) AZHRE A6 AR,

B A3 Z=9 o - JSp
<%

String username = request.getParameter('username");

String password = request.getParameter("password");
if (username==nill || password==null || !isAuthenticatedUser(usename, password))
{
throw new MyException("?1% oll&1");
}
/] A8 AEE A A4tk
HttpSession ses = new HttpSession(true);

R N L T A

10: ses.putValue("user",username);

11: ses.putValue("authenticated","1");
12: %>

>
u
o] dAeliE Folo] AAE e FRE BAlel SR Fue} mmste] A 2
A AFe s ek on
]
W emsia g mma q g | =
1:  import java.io.IOException; In
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex.Matcher;
5. import java.util.regex.Pattern;
6:
7:  import javax.servlet.ServletException;
8:  import javax.servlet.annotation.WebServlet;
9:  import javax.servlet.http.HttpServlet;
10:  import javax.servlethttp.HttpServletRequest;
11:  import javax.servlethttp.HttpServletResponse;
12:  import javax.xml.soap.Node;
13:  import javax.xml.xpath.XPath;
14:  import javax.xml.xpath.XPathConstants;
15:  import javax.xml.xpath.XPathExpression;
16:  import javax.xml.xpath.XPathFactory;
17:
18 /**
19:  * Servlet implementation class Sqllnjection
20.  */
21:
22:  public class UserInfoPool extends HttpServlet
23 |
24: private final String GET_USER_INFO_CMD = "get_user_info";
25: private final String USER_ID_PARM = "user_id";

H1ZE UHololel 25 & #H »» 1N
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26:
27:
28:
29:
30:

32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:

private final String USER_TYPE = '"user_type";

private final String ADMIN_USER = "admin_user";
private final String NORMAL_USER = "normla_user";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))
{

response.getOutputStream(). print(userld);
response.getOutputStream(). print(userName);
response.getOutputStream(). print(userHomepage);

if (getCookie(USER_TYPE).equals(ADMIN_USER))
{

response.getOutputStream(). print(userAddress);
response.getOutputStream(). print(userPhoneNumber);

Aldel AgE ARgARe] ISRl A AHEA HRE Wt

W A IZ=9] o - JSP

1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5. import java.util.regex.Pattern;

6:

7. import javax.servlet.ServletException;

8:  import javax.servlet.annotation.WebServlet;

9:  import javax.servlet.http. HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;

11:  import javax.servlet.http.HttpServletResponse;
¥ UolE A5 Y B




import javax.xml.soap.Node;

import javax.xml.xpath.XPath;

import javax.xml.xpath.XPathConstants;
import javax.xml.xpath.XPathExpression;
import javax.xml.xpath.XPathFactory;

/H
* Servlet implementation class Sqllnjection

*/

public class UserInfoPool extends HttpServlet

{
private final String GET_USER_INFO_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id";
private final String USER_TYPE = "user_type";

private final String ADMIN_USER = "admin_user";
private final String NORMAL_USER

"mormla_user";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))
{

response.getOutputStream(). print(userld);
response.getOutputStream(). print(userName);
response.getOutputStream(). print(userHomepage);

if (((String)request.getSession().getAttribute(USER_TYPE)).equals(ADMIN_USER))
{

response.getOutputStream(). print(userAddress);
response.getOutputStream(). print(userPhoneNumber);

H1ZE YHolef 45 & B »
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[1] CWE-807 Reliance on Untrusted Inputs in a Security Decision,
http:/ /cwe.mitre.org/ data/ definitions/807.html

[2] CWE-247 Reliance on DNS Lookups in a Security Decision,
http:/ /cwe.mitre.org/data/ definitions/247.html

[3] CWE-302 Authentication Bypass by Assumed-Immutable Data,
http:/ /cwe.mitre.org/ data/ definitions/302.html

[4] CWE-784 Reliance on Cookies without Validation and Integrity Checking in a Security Decision
http:/ /cwe.mitre.org/data/ definitions /784 .html

[5] 2011 SANS Top 25 - RANK 10 (CWE-807), http://cwe.mitre.org/top25/
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A5, HTA 0, 7184,

1. -3 AF flve FL7]% 38 (Missing Authentication for
Critical Function)

7t A4
AT AFAHo] flol FARR(AIA FR, AAYE 5T AY(EE WRA)T o)
BASHE Bkopol T,

s

A AF5E AXA & A olAE 3t Yk

1:  public void sendBankAccount(String accountNumber,double balance)
2 |

3:

4: BankAccount account = new BankAccount();

5: account.setAccountNumber(accountNumber);

6: account.setToPerson(toPerson);

7: account.setBalance(balance);

8: AccountManager.send(account);

9:

10: 1}

ASE T2 ARAREe] A ARJISS AA AR A7} 7Hest=S

W AAF Z=9] o - JAVA
1:  public void sendBankAccount(HttpServletRequest request, HittpSession session, String
accountNumber,double balance)

2

3:

4: // ALSE 2% # 3AS B3l AREARY] credential S BT
5

String newUserName = request.getParameter("username");

H2E EotI|s »
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6: String newPassword = request.getParameter("password");

7: if ( newUserName == null || newPassword == null )

8: {

9: throw new MyEception("Bl°|E] 25);

10: }

11:

12: // AL ZRE] 2703 AH8AS] credential & $1=T

13: String password = session.getValue("password");

14: String userName = session.getValue("username");

15:

16: /) AASE FAMA clANEE BE3IT

17: if ( isAuthenticatedUser() && newUserName.equal(userName) &&

18: newPassword.equal(password) )

19: {

20: BankAccount account = new BankAccount();

21: account.setAccountNumber(accountNumber);

22: account.setToPerson(toPerson);

23: account.setBalance(balance);

24: AccountManager.send(account);

25: }

26:

27: }

ool oAl FeARANe] A% YRS dPer] ol AT Agte] YA WA
A3 Eolue zsleke] BAW F 23S ol4UT isStaffe] ATE T AT AUV
523 & xAo] FoJF Z--out getEmployeelnfoZ % JRE 23T 4 Q)

B AAZ F=9] o - JAVA
1. /) T8 %5 gl dF AL s, de2 S8 HRE 1A HE AL vdd W
Al

2:  public class EmployeeManagement extends HttpServlet

3. |

4: private final String COMMAND_PARAM = "command";

5 private final HashTable<String, ArrayList<String>> functionAccessibileUserTypes;

6:

7. // Command #& A9

8: private final String GET_EMPLOYEE_INFO = "get_employee_info";

9: private final String USER _ID_PARM = "user_id";

10:  private final String PASSWORD_PARM = "password";

11:  private final String EMPLOYEE_ID_PRARM = "employee_id";

12:

13:  public EmployeeManagement()

14: |

15: ArrayList<String> salaryAccessibleUserTypes;

16: salaryAccessibleTypes.add(" AccountingStaff");

<« M2H H¢t J|s



17:
18:
19:
20:
21:

22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:

salaryAccessibleTypes.add("CEO");
functionAccessibilelds.put("getSalaray", salaryAccessibleTypes);

}
protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");
if (command.equals(GET_EMPLOYEE_INFO))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String employeeld = request.getParameter(EMPLOYEE_ID_PRARM);
if(isPasswordRight(userld, password) == false)
{

return false;

}

if (isStaff(userld) == false)
{

return false;

}

Employeelnfo info = getEmployeeInfo(employeeld, userld, password);

private void getEmployeelnfo(String employeeld)
{

int salary = getSalary(employeeld);

private int getSalary(String employeeld, String userld, String password)

{
if(isPasswordRight(userld, password) == false)

{

return -1;

}

String userType = getUserType(userld);
if(salary AccessibleUserTypes.get("getSalary").contains(userType) == false){

H2E 2¢tT|s
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61: {

62: return -1;

63: }

64: .

65 return salary;

66: }

67: '}

g9 dAE UF ZH YT OWASP ESAPI Access Control®] A&t it} 9
F2HE dHure key® runtimeParameterE 71X 1 Q15 71#< ruleMape 53 A%
HAeA A5E HFI

(http:/ /owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/ AccessController.html)

B HAF A= o - JAVA

1:  public void enforceAuthorization(Object key, Object runtimeParameter) throws
org.owasp.esapi.errors. AccessControlException

2: |

3: boolean isAuthorized = false;

4: try

5: {

6: AccessControlRule rule = (AccessControlRule)ruleMap.get(key);

7: if(rule == null)

8: {

9: throw new AccessControlException("AccessControlRule was not found
for key: " + key, "");

10: }

11: System.out. println("Enforcing Authorization Rule \"" + key + "\" Using class: "
+ rule.getClass().getCanonicalName());

12: isAuthorized = rule.isAuthorized(runtimeParameter);

13: }

14: catch(Exception e)

15: {

16: throw new AccessControlException("An unhandled Exception was " + "caught,
so we are recasting it as an " + "AccessControlException.", ", e);

17: }

18: if(lisAuthorized)

19: {

20: throw new AccessControlException("Access Denied for key: " + key + " runti-
meParameter: " + runtimeParameter, ");

21: }

22: }

N8 <« H2ZE E¢t 7|5



ot 3 24
[1] CWE-306 Missing Authentication for Critical Function,
http:/ /cwe.mitre.org/ data/ definitions/306.html
[2] CWE-302 Authentication Bypass by Assumed-Immutable Data,
http:/ /cwe.mitre.org/data/ definitions/302.html
[3] CWE-307 Improper Restriction of Excessive Authentication Attempts,
http:/ /cwe.mitre.org/ data/ definitions/307.html
[4] CWE-287 Improper Authentication, http://cwe.mitre.org/data/definitions/287.html
[5] 2011 SANS Top 25 - RANK 5 (CWE-306), http://cwe.mitre.org/top25/
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2. -3t A7HImproper Authorization)

Ao teld A2ANE FASA AU BeAsA AL
@ -

pu =
= AS, FAAE AT le AWHEE Fol Wosel 4RE 42T £

e
-1kl

QISMH 4 !
. 3 S
I
v s g Dl &
2ATH so ey 0 T T TTTTT ~ i
YU ASHS T M2 WEAIAE
———————— HIZAE QISHS  MUHIA

<™ 211> AR AL

 $REZEIH] AFshe AR Ves HTe wet wjEFOEZN FAANA
&5+ T4 3EW(attack surface)S ZaAIZIT
= AR dgtel o

£ ACL(Access Control List)2 ¥&] gt}
* ZHAYIE AIEBSHM FAEE T E £ UCL OE =M, JAAS Authorization Frameworklt

OWASP ESAPI Access Control S0| 215 Z2|IZE AL 7tS5ich

=
oo ZEE 2 9F 4l name ol ZE7E obd FH < LDAP ZejZollA A
AP R AGHNOH, AHEA 1TSS 9% HEo] HIA Wl AREHA ot
1312 anonymous binding<

(env.put(Context. SECURITY_AUTHENTICATION, '"none");). ©
sgste Ace B 4 Ao mebd o AgAe] ARE RN HE® 5 YA ¥
=g

public void f(String sSingleld, int iFlag, String sServiceProvider, String sUid, String sPwd)
{
env.put(Context.INITIAL_CONTEXT_FACTORY, CommonMySingleConst.INITCTX);
env.put(Context. PROVIDER_URL, sServiceProvider);
env.put(Context. SECURITY_AUTHENTICATION, "none");
env.put(Context.SECURITY_PRINCIPAL, sUid);
env.put(Context. SECURITY_CREDENTIALS, sPwd);

-
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0Fe ZEAY AMEA D9 passwordES HE|2Eo] A3 & HIeEF A o
= AHgskE Aol kst

i

W AAZ F=9] o - JAVA
1:  public void f(String sSingleld, int iFlag, String sServiceProvider, String sUid, String sPwd)
{
env.put(Context. PROVIDER_URL, sServiceProvider);
env.put(Context. SECURITY_AUTHENTICATION, "simple");
env.put(Context.SECURITY_PRINCIPAL, sUid);
env.put(Context.SECURITY_CREDENTIALS, sPwd);

O] Al s [lFel dedes U, of| vAAE 237Fssith S Bl

HAIA] JRE B F7F A

(W e 2ea e | >
1 <% U
2:  String username = request.getParameter("'username"); 2
3:  String password = request.getParameter("password"); (l)-'lﬂ'l
4:  if (username==nill || password==null || lisAuthenticatedUser(usename, password)) N
5 §
6: throw new Exception("invalid username or password"); In
7.}
8:
9:  String msgld = request.getParameter("'msgld");
10: if ( msgld == null )
11 |
12: throw new MyException("d|°|E] 27/");
13}
14:  Message msg = LookupMessageObject(msgld);
15 if ( msg != null )
16: |
17: out.println("From: " + msg.getUserName()");
18: out.println("Subject: " + msg.getSubField()");
19: out.printIn("\n" + msg.getBodyField()");
20: }
21: %>

AT AGASE WAA W2 AGATL QAR Aol AY HAAE 23T 9

W AR =9 o - JSP
<%

String username = request.getParameter("username");

String password = request.getParameter("password");

LR A

if (username==nill || password==null || lisAuthenticatedUser(usename, password))

H2&E Eot 7[5 »» 121
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throw new MyException("?1% ol|&]");

String msgld = request.getParameter("msgld");
if ( msgld == null )
{

throw new MyException("Blo|E] &7/");

}
Message msg = LookupMessageObject(msgld);

if ( msg != null && username.equals(msg.getUserName()) )
{
out.printIn("From: " + msg.getUserName()");
out.printIn("Subject: " + msg.getSubField()");
out.println("\n" + msg.getBodyField()");
}
else { throw new MyException("#3%F o&”); }
%>

oo A=
H

P2RE 4

A= ZHY YA OWASP ESAPI Access ControlS AFE3HIL ATt

Eﬂ =
HA=A 9 AFE HASEr
(http:/ /owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/ esapi/ AccessController.html)

B ¢AF Z=9 o - JAVA

b2 key$} runtimeParameters 7}A1L Q1% 7]E% ruleMaps 53 <

1:  public void enforceAuthorization(Object key, Object runtimeParameter) throws
org.owasp.esapi.errors. AccessControl Exception

2: |

3: boolean isAuthorized = false;

4: try

5: {

6: AccessControlRule rule = (AccessControlRule)ruleMap.get(key);

7 if(rule == null)

8: {

9: throw new AccessControlException("AccessControlRule was not found
for key: " + key, "");

10: }

11: System.out. println("Enforcing Authorization Rule \"" + key + "\" Using class: "
+ rule.getClass().getCanonicalName());

12: isAuthorized = rule.isAuthorized(runtimeParameter);

13: }

14: catch(Exception e)

15: {

<« M2H H¢t J|s



16: throw new AccessControlException("An unhandled Exception was " + "caught,

so we are recasting it as an " + "AccessControlException.", ", e);

17: }

18: if('isAuthorized)

19: {

20: throw new AccessControlException("Access Denied for key: " + key + " runti-

meParameter: " + runtimeParameter, "");
21: }
22: 1}

29 oAlE QF ZelPYAQ OWASP ESAPI Access Control S ARE3laL QlTh 9
FE2HE YT key9} runtimeParameters 7HA1L A% 7]E%] ruleMaps 3l <15
HA=A 9 AFE A ETh

(http:/ /owasp-esapi-java.googlecode.com/svn/ trunk_doc/latest/org/owasp/ esapi/ AccessController.html)

B S¢HAF =9 o - JAVA

>
u
2
1:  public void enforceAuthorization(Object key, Object runtimeParameter) throws kU
org.owasp.esapi.errors. AccessControl Exception ol
2. | §
3: boolean isAuthorized = false; [N
4: try
5: {
6: AccessControlRule rule = (AccessControlRule)ruleMap.get(key);
7: if(rule == null)
8: {
9: throw new AccessControlException("AccessControlRule was not found
for key: " + key, "");
10: }
11: System.out. println("Enforcing Authorization Rule \"" + key + "\" Using class: "
+ rule.getClass().getCanonicalName());
12: isAuthorized = rule.isAuthorized(runtimeParameter);
13: }
14: catch(Exception e)
15: {
16: throw new AccessControlException("An unhandled Exception was " + "caught,
so we are recasting it as an " + "AccessControlException.", ", e);
17: }
18: if(lisAuthorized)
19: {
20: throw new AccessControlException("Access Denied for key: " + key + " runti-
meParameter: " + runtimeParameter, "");
21: }
22: }
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[1] CWE-285 Improper Authorization, http://cwe.mitre.org/data/definitions/285.html
[2] CWE-219 Sensitive Data Under Web Root, http://cwe.mitre.org/data/definitions/219.html
[3] 2010 OWASP Top 10 - A8 Failure to Restrict URL Access
https:/ /www.owasp.org/index.php/Top_10_2010-A8
[4] NIST. "Role Based Access Control and Role Based Security"

[5] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 4, "Authorization" Page
114; Chapter 6, "Determining Appropriate Access Control" Page 171. 2nd Edition.
Microsoft. 2002
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3. 8% AP tigk ZXEE A3 A (Incorrect Permission Assignment

for Critical Resource)

7h A9
SW7b SR8 Relwd AU tiste] 91y] mE Y] AR sk WA H7t
Y A%, AT A B ASAT HFAYL g Hek

v AE A9
C AT, Y, Bolue Y S SW el Aol SR Y 277} AsEES A
B,
C ARTYT o] FAT AAS AEIFE B, HPEA ge ASAT AT Aol
A2 TP AAE.

=
)
ozl

o. 4A
JAVA ¥EtY APIE o] 83t sde AT uf 7P we d4%e sUkele FH=
umaskE AHESHIL §lo], BE AMEATL ¢)7]/247] dRE ZHA| "t

Sloiz REElY

// HE A rwarwarw-, THEE] AR rwxrwxarwx
String cmd = "umask 0";
File file = new File("/home/report/report.txt");

Runtime.getRuntime().exec(cmd);

sdel i HRe TH ARel BES, & ASAE ALtnE ¢v)/ 207 s

A UEE umaskE AHYsl= Flo] a3

W AT ==e o - JAVA
// Y B3 rw—, B BIE: rwxe—
String cmd = "umask 77";
File file = new File("/home/report/report.txt");

Runtime.getRuntime().exec(cmd);

el dAlE AagE LS Al tE A glo] Aol A ZE Fejolth

private int load()

{

1

2

3

4: FileReader reader = new FileReader("/etc/password/");
5.

6
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thZo] dAAME 583 BEsior & FYES] FEEE protectedFiles Z]~E]
g3 31, FileRSecureFileReadereaders &34 adminAF o2 T wovt A&
FEtes Sk HAEE BASr & S8 gdd talAe Aol s A AAE
3

% accessE o830k

o

W A% ZEY o - JAVA

1:  class SecureFileReader extends FileReader
2. |

3

4:  private ArrayList<String> protectedFiles;
5: private boolean locked;

6:

7:  SecureFileReader(String fileName, String userld, String password)
8: {

9: super(fileName);

10:

11: protectedFiles = new ArrayList<String>;
12: protectedFiles.add("/etc/password");

13: protectedFiles.add(" /root/keys.cfg");

14:

15: locked = true;

16:

17: if(protectedFiles.contains(fileName)

18: {

19: if(isAdmin(userld) == true)|

20: locked = false;

21: }

22: }

23: else

24: {

25: locked = false;

26: }

27: if(locked == false)

28: {

29: // Exception &Y

30: }

31}

32: 1}

33 ..

34: private int load()

35 |

36:

37:  FileReader reader = new FileRSecureFileReadereader("/etc/password/");
38:

39: }

-
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[1] CWE-732 Incorrect Permission Assignment for Critical Resource,
http:/ /cwe.mitre.org/data/ definitions/732.html
[2] CWE-276 Incorrect Default Permissions, http://cwe.mitre.org/data/definitions/276.html
[3] CWE-277 Insecure Inherited Permissions, http://cwe.mitre.org/data/definitions/277.html
[4] CWE-278 Insecure Preserved Inherited Permissions, http://cwe.mitre.org/data/definitions /278 html
[5] CWE-279 Incorrect Execution-Assigned Permissions, http://cwe.mitre.org/data/definitions/279.html
[6] CWE-281 Improper Preservation of Permissions, http://cwe.mitre.org/data/definitions/281.html
7] CWE-285 Improper Authorization, http://cwe.mitre.org/data/definitions/285.html
8] 2011 SANS Top 25 - RANK 17 (CWE-732), http://cwe.mitre.org/top25/
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4. F kS 453l ¢31]F AHE(Use of a Broken or Risky Cryptographic

Algorithm)
7k A9
SW RS S B4 o] A48 ANAYEE nEsl] stel (ue day @
TE ol&sta] H2=E F = e AMSSVIE Tk IR AN base6d ot 22 A
AA AR =Y FrE AHgshe AL HAES AdE 2Ed 5 gl
BEES ZHoAM HoetAY APT G5t dagse AHsiME & I £E35HH
A B dE GunYFS A A2 FAAE daeEe BAse] YA 5 9l
EobsAE ¥ S5 ok WY odE 9F dmelde] A9t ARH Aol 3
Holl w2t HeFsA 7= A, ddell= siFshed 2 4 odol Aed darglFe] A<

o= oy H AZF Ul s5E7]= itk RC2, RC4, RC5, RC6,

DES ¢aglEo] of7]e sig=ch

Symmetric key ( DES)

®

=
"
-

laintext
w encrypt Lmen mﬂwfg decrypt

ciphertext

<Y 212> HFgE 453t duElF ALE

= AAREY] bE s GaE|ES NPste A2 s, g4 2 GAlA olv] HEH
T3 dagES A 71Eo) FHoksltta &2zl DES, RC559 45dngE
gj4l3ted, 3DES, AES, SEED 59| ¢Hg dsdie|Fo =2 A3}

284l ITHARIF

<« 2B B¢ J|s
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o] Mgt w3

APRTO] QAL

ot ;2 tlo b



Zo o oSl tsdneE|E A F|20|
Hs Hogs 55
Ha A = 1121 E
vsos ARIA(7] 4ol : 128/192/256),
SEED(7] 4o°] : 128)
B=ols 71" ECD, CBC, CFB, OFB, CTR
TFEE ZIRA /A CCM, GCM
a1 g SHA-224/256/384/512
W] A %) 3 7] Rk HMAC
AF3= 22 7)ul CMAC, GMAC
3l A g
T HASH_DRBG, HMAC_DRBG
Y2=ak Al 7] JHMAC 714t
E57|4h CTR_DRBG
RSAES
- (F3/N7] Ael) 2048, 3072
N7 4 (87171 =) _
- RSA-OAEPOI A AH&-E &= sl 413t -
SHA-224/256
2 AF A v RSA-PSS, KCDSA, ECDSA, EC-KCDSA
7] A7 w2 DH, ECDH
B3 B35 detrlE
RSA-PSS (37071 Ae°l) 2048, 3072
S7/M71 Zel, 71Q17] Ao
A 28] KCDSA, DH (s iy e
— (2048, 224), (2048, 256)
ki E
et E (FIPS) B-233, B-283
ECDSA, EC-KCDSA,
(FIPS) K-233, K-283
ECDH
(FIPS) P-224, P-256

HEB7|Z Ver 2.0(2012.3), AdSZEA|E 7|2
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1
2
3 Cipher ¢ = Cipher.getInstance("DES");
4 cinit(Cipher ENCRYPT_MODE, k);

5 rslt = c.update(msg);
6}
7:  catch (InvalidKeyException e) {

1=
B AT F=9] o - JAVA
8 try
9: |

10: Cipher ¢ = Cipher.getInstance("AES/CBC/PKCS5Padding");
11: c.init(Cipher.ENCRYPT_MODE, k);

12: rslt = c.update(msg);

13}

14:  catch (InvalidKeyException e) {

el el mekgel 4% RSA YAAFE ASPIE BT5L, 7] Aol2E
goes Z2ael AP oI Aotk

=}

l

15: ......

16:  public void target() throws NoSuchAlgorithmException

17:

18: KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");
19: // Key generator®] B3-453 7] 7]

20: keyGen.initialize(512);
21: KeyPair myKeys = keyGen.generateKeyPair();
22: |}

A aslo] ALE3l= 7]2] Zol= FHO|X 2048H|E o] o g HAT)

B ¢AF F=29 o - JAVA
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public void target() throws NoSuchAlgorithmException

{

KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");
// Key generator®] #t-& A 2048bit= A4 3T

keyGen.initialize(2048);

KeyPair myKeys = keyGen.generateKeyPair();

theel dAle dEshe /M T dEAAI RSA + OAEP 2302 ¢hsshy Fso
T}, Cipher.getlnstance®l] Eol7}= 4ol whe} ¢hsstol] 229 duelES 24 5 ok o
=9 dollA= 7P s {40 OARPEES AME3I3T) generator.initialize(2048, random);

oA 71| dolE 2048HIER

B ¢HAHE F=9 o - JAVA

ER FE3] AA AAE dES AT vk

N RN D R R s R | e
PN P29 X NNk Q

24:
25:
26:
27:
28:
29:
30:
31:

import java.io.IOException;

import java.sql.Connection;

import java.sql.Statement;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;
import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;
import javax.servlet.http. HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.security Key;

import java.security.KeyPair;

import java.security.KeyPairGenerator;
import java.security.SecureRandomy;

import java.security.Security;

import javax.crypto.Cipher;

/*‘k

* Servlet implementation class Sqllnjection
*/

public class Service extends HttpServlet

{
private final String COMMAND_PARAM =

// Command #¥ 7<)

private final String CHANGE_PASSWORD_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id";

private final String PASSWORD_PARM = "password";

private final String NEW_PASSWORD_PARM = '"new_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

"command";

H2E BE¢t7|s
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ServletException, IOException

32:

33: String command = request.getParameter("command");
34: if (command.equals(CHANGE_PASSWORD_CMD))

35: {

36: String userld = request.getParameter(USER_ID_PARM);

37: String password = request.getParameter(PASSWORD_PARM);
38: String newPassword = request.getParameter(NEW_PASSWORD_PARM);

39:

40:

41: SecureRandom random = new SecureRandom();

42: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
43: generator.initialize(2048, random);

44: KeyPair pair = generator.generateKeyPair();

45: Key pubKey = pair.getPublic();
46: Key privKey = pair.getPrivate();

48: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
49: cipher.init(Cipher.ENCRYPT_MODE, pubKey, random);
50: byte[] cipherText = cipher.doFinal(newPassword.getBytes());

52: ChangeUserPassword(userld, String(cipherText));
53: }

2 Fa 24
[1] CWE-327 Use of a Broken or Risky Cryptographic Algorithm,
http:/ /cwe.mitre.org/data/ definitions/327.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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5. AFSAL T8 FF A EE %) (Missing Encryption of Sensitive Data)

7F. A9

Zzao]l Hetdt ¥dd WAe volHE HELR FAANES TEA S & A
G, SAAE 2UgE Tl A7FEA @2 ARgAAl RZRE dolErE kE3E 5 Qe

BRI op o] .

L&J ID:admin pass: 1233

plaintext

=
N
oz

y 3

ALEX

1D :admin

Sloiz REElY

3AL

<39 213> A8 FLAR FEAF £ 4%

- AAARFVESNE, GWWE 5), FEARGIE - ARWE), WaYE 5L
Agguols BEA 55} slo] AAE L T ARE A AL W5 wolx

ahe} Aulol HEalT

HaLE 5
y3gs 0}@1 password7]- =22 & doh

1
2
3
4
5: Socket socket = new Socket("taranis", 4444);
6 PrintWriter out = new PrintWriter(socket.getOutputStream(), true);
7 String password = getPassword();

8 out.write(password);

9

}

H2Z 29 7|5 »» 133



Java A|770{31Y 7|0|E e
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10: catch (FileNotFoundException e)

11: {
12:
tgo ZEE HAYEE UEYAE Fakel Ao AEsy] Mol duslE
AT
B AR F=9 4 - JAVA
1:  void foo()
2|
3: try
4: {
5: Socket socket = new Socket("taranis", 4444);
6: PrintStream out = new PrintStream(socket.getOutputStream(), true);
7: Cipher ¢ = Cipher.getInstance("AES/CBC/PKCS5Padding");
8: String password = getPassword();
9: encryptedStr= c.update(password.getBytes());
10: out.write(encryptedStr,0,encryptedStr.length);
11: }

12: catch (FileNotFoundException e) {

AFS BT A8Ae] A9 HHrt JEO 2 DBl ARHh

13:  String username = request.getParameter("username");

14:  String password = request.getParameter("password");

15:  PreparedStatement p=null;

16:  try

17

18 .

19: if (username==nill || password==null || lisAuthenticatedUser(usename, password))
20: {

21: throw new MyException("?1% °ll2]");

22: }

23: p = conn.prepareStatement("INSERT INTO employees VALUES(?,?)");
24: p-setString(1,username);

25: p-setString(2,password);

26: p-execute();

27:

28 }
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W 3AZ Z=9] 9 - JAVA

13:  String username = request.getParameter("username");

14:  String password = request.getParameter("password");

15:  PreparedStatement p=null;

16:  try

17: |

18 ..

19: if (username==nill || password==null || !isAuthenticatedUser(usename, password))

20: {

21: throw new MyException("¢1% ol 21");

22: }

23: MessageDigest md = MessageDigest.getInstance("SHA-256");

24: md.reset();

25 L >
20 // W= EE dH FE ol8sto] DBell ARRITh du
27: password =md.digest(password.getBytes()); ﬁ
28: p = conn.preparedStatement("INSERT INTO employees VALUES(?,?)"); on
29: p-setString(1,username); —;—
30: p-setString(2,password); |_|-|
31: p-execute();

32: .

33}

AFe FHF AgAe ANAYE Fust RO F7o] AW

1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5:  import java.utilregex.Pattern;

6:  import javax.servlet.ServletException;

7:  import javax.servlet.annotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;

10:  import javax.servlet.http.HttpServletResponse;

1. />

12:  * Servlet implementation class Sqllnjection

13 */

14:  public class SqllnjectionSample extends HttpServlet
15 |

16:  private final String COMMAND_PARAM = "command";
17:
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18:
19:
20:
21:
22:
23:

24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:

38:
39:
40:

// Command ## “g2]

private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id'";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException
{

String command = request.getParameter("command");
if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);

Cookie idCookie = new Cookie("id", userld);

Cookie passwordCookie = new Cookie("password", password);

response.addCookie(idCookie);
response.addCookie(passwordCookie);

}

< H2H

7)o SECURE &M< & 3ol e A3tk 7o) SECURE $4< T+
SSLEA! - https A Alellwk ARE- 7hestr] wlzel B]bgol wrh

B 3§ =9 o - JAVA

o

1:  import java.io.IOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex.Matcher;
5. import java.util.regex.Pattern;
6:  import javax.servlet.ServletException;
7:  import javax.servlet.annotation.WebServlet;
8:  import javax.servlet.http.HttpServlet;
9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse;
11 />
12:  * Servlet implementation class Sqllnjection
13 */
14:  public class SgllnjectionSample extends HttpServlet
15 {
16:  private final String COMMAND_PARAM = "command";
Hot 7ls



17:

18: // Command ¥ A9

19:  private final String LOGIN_CMD = "login";

20: private final String USER_ID_PARM = "user_id'";

21: private final String PASSWORD_PARM = "password";

22:

23:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

24: |

25: String command = request.getParameter("command");
26: if (command.equals(LOGIN_CMD))

27: {

28: String userld = request.getParameter(USER_ID_PARM);
29: String password = request.getParameter(PASSWORD_PARM);

30:

31: Cookie idCookie = new Cookie("id", userld); :%u
32: Cookie passwordCookie = new Cookie("password", password); L2
33: (l;-lﬂj
34: idCookie.setSecure(true); N
35: passwordCookie.setSecure(true); I_'gl'_l
36:

37: response.addCookie(idCookie);

38: response.addCookie(passwordCookie);
39: }

40:

41: 1}

42:

43: |}

o Fa =9

[1] CWE-311 Missing Encryption of Sensitive Data,
http:/ /cwe.mitre.org/data/definitions/311.html

[2] CWE-312 Cleartext Storage of Sensitive Information,
http:/ /cwe.mitre.org/data/ definitions/312.html

[3] CWE-319 Cleartext Transmission of Sensitive Information,
http:/ /cwe.mitre.org/data/ definitions/319.html

[4] CWE-614 Sensitive Cookie in HTTPS Session Without 'Secure’ Attribute,
http:/ /cwe.mitre.org/data/ definitions/614.html

[5] 2011 SANS Top 25 - RANK 8 (CWE-311) http://cwe.mitre.org/top25/
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6. 3t=FH 29 E(Use of Hard-coded Password)

7k A9

§37U 915 PEES) B

she A5 #eA AE7 2F 2 5 9 2
g, FE URe] steasd A2 ert JASHANE oplshe A9, AlzE #eATE O
Avje] Ale versty] 4A @ o] Slrkh

S~
nubllci Connection DBConnect(String url, String id) {
try

o
conn= DriverManager.getConnection(jurl, id, "tiger");
} catch [SQLException ) {
: System.err.printin("..";
return conn;

<19 214> stz d a9

L AL A P L
. TagE masie] MEe] Sde] Al Agsts ol Wgasi,
CSW HA A AgEHE UEE W29, 7 58 ASSE A A2 BES
Fof AgAE A AT A2 1B AYSHES A D

. A
tolE o] A5 AA3 Y] Yt ZE= Rl A
29 FHEHE o1E 5 Aok

ofh

B2 gojd Wi =s AHEshd

o =

1:  public class connectDB

2: |

3: private Connection conn;

4:

5: public Connection DBConnect(String url, String id)
6: {

7: try

8: {

9: // password’} 3t=-FE HO| T

10: conn = DriverManager.getConnection(url, id, "tiger");
11: }

—_
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12: catch (SQLException e)

13: {

14: System.err.println("...");
15: }

16: return conn;

17: }

18}

doleulo] 28 AHgshe L2 AN HAYSE THE 24e B FHs ], F
47 2o oJste] AFH AAEYSE g

B AT F=9] 9 - JAVA

1:  public class connectDB
2: |
3: public Connection connect(Properties props) throws NoSuchAlgorithmException, >
NoSuchPaddingException, InvalidKeyException, IllegalBlockSizeException, BadPaddingException Hu
4: { ﬁ
5: try on
6: { =
7 String url = props.getProperty("url"); |2|_|
8: String id = props.getProperty("id");
9: String pwd = props.getProperty("passwd");
10:
11: //95 4R Sdol A H2YES b eH, H2aYsT) Fo] JuEA AZd e
12: if (url = null && !"".equals(url) && id = null && !"".equals(id) && pwd != null
&&  !"".equals(pwd))
13: {
14: KeyGenerator kgen = KeyGenerator.getInstance("Blowfish");
15: SecretKey skey = kgen.generateKey();
16: byte[] raw = skey.getEncoded();
17: SecretKeySpec skeySpec = new SecretKeySpec(raw, "Blowfish");
18:
19: Cipher cipher = Cipher.getlnstance("Blowfish");
20: cipher.init(Cipher. DECRYPT_MODE, skeySpec);
21: byte[] decrypted_pwd = cipher.doFinal(pwd.getBytes());
22: pwd = new String(decrypted_pwd);
23: conn = DriverManager.getConnection(url, id, pwd);
24: }
25: }
26: catch (SQLException e)
27: {
28: ......

DB Connection A& A o, FE XA AF=e AFS AHEstE Aok
2=yt 2233 Yo 3= ZQEH o} e =&FH7] Aot
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—_—

Connection con = DriverManager.getConnection(url, "scott", "tiger");

catch (SQLException e)

{
throw new MyException("DB ol 21“);

o X NN G R N P
-

22 E2 mkstoreE AME3MY] DB AIH S F53ste] AME-gCh
B AT F=9] o - JAVA
1:  /* mkstore -wrl /mydir -createCredential MyTNSName some_user some_pass-
word */
2: try
3. |
4: System.setProperty("oracle.net.tns_admin", "/mydir");
5: java.util. Properties info = new java.util.Properties();
6: // DB AYAE 9% AAHL oracle 71%5S AMSIITL
7: info.put("oracle.net.wallet_location",
8: "(SOURCE=(METHOD-=file)( METHOD_DATA=(DIRECTORY=/mydir)))");
9: OracleDataSource ds = new OracleDataSource();
10: ds.setURL("jdbc:oracle:thin:@MyTNSName'");
11: ds.setConnectionProperties(info);
12: Connection conn = ds.getConnection();
13}
14:  catch (SQLException e)
15 |
16: throw new MyException("DB ol 21*);
17}

gl Al W el ol 2L 8 ZE el 44 Felw Aelw )
29 EF Mgl AoRHS WA Utk

public class VerifyUser
{

M

1

2

3 public boolean VerifyAdmin(String password)

4: {

5 if (password.equals("68af404b513073584c4b6f22b6c63e6b"))
6 {

7

System.out.println("Entering Diagnostic Mode...");

—_
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return true;
: }
10: else
11: {
12: return false;
13: }
14: }
15: }

25| A5 Wel Aol AANA F RolA @A HAS] Ao A 229,
AU ADE £FF S A5 Bk AW RA ALAE AD REE AAI
o] Foidof Hage] AL A F AUtk

B ¢HAF Z=9 o - JAVA

1:  public class VerifyUser
2
3 public boolean VerifyAdmin(String password)
4 {
5: String adminPassword = loadPassword(ADMIN);
6 if (password.equals(adminPassword))
7 {
8 System.out.printIn("Entering Diagnostic Mode...");
9: return true;
10: }
11: else
12: {
13: return false;
14: }
15: }
16: }
& Fa &

[1] CWE-259 Use of Hard-coded Password, http://cwe.mitre.org/data/definitions/259. html

[2] CWE-321 Use of Hard-coded Cryptographic Key, http://cwe.mitre.org/data/definitions/321.html
[3] CWE-798 Use of Hard-coded Credentials, http://cwe.mitre.org/data/definitions/798 html
[4] 2011 SANS Top 25 - RANK 7 (CWE-798), http://cwe.mitre.org/top25/
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7. TE3A ¥ 7] 4ol A& (Insufficient Key Size)

7h A9
o7k e 718 A e Pus 22 FoksHl BE + Yok A 94
5 5 BEsjo] AgutE A58 ¢Es YuelE e AgHUE 7 Dot 83 2
A ot @ Ad del 718 Sob A ol o8 FAA sk delel
Nages BEsly 4 oA Bk

. kA3 397

o
12
K
n
{N

* RSA ¢aE]E2 Aojk 2048 HIE o] o] dol& 71X 719k 8 ARgsfioF etar, Tt
53} ¢318]F(Symmetric Encryption Algorithm)2] 7 -$-oll= Z o] = 128HE ©]X}9] 7]
€ At

G89) AAT udgel AT KA YRATE AU §A, I Ael28

rui
O_L,
n°"
o
fu
X
[
Hﬂ
Ll
o
L
i)
0
nZi
O
2
N
o
o
o
o
_E

L eeeens
2:  public void target() throws NoSuchAlgorithmException

3

4 KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");
5: // Key generator®] %% 7] Z7]

6 keyGen.initialize(512);

7 KeyPair myKeys = keyGen.generateKeyPair();

8 )

Fzslol] AR 719 Zole 2ok 2048HIE o]Fo 2 AAHFIT

2: public void target() throws NoSuchAlgorithmException

3

4: KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");
5: // Key generator®] -2 4 2048bit= A7t

6 keyGen.initialize(2048);

7 KeyPair myKeys = keyGen.generateKeyPair();

8
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t}. Cipher.getInstanceo| E97l= &
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s 2

_li‘r‘.
o
2

St AFAARA RSA + OAEP o2 ¢hssld FTo|
Aol me} gostel] 2 duEgEFE 2AHY F Utk o
23S AHSSIITL generator.initialize(2048, random);
1A A= LS Flg 4 Aok

) o 1 B
ol 7)e] Rol e 048I ER

B A FT e o - JAVA

1:  import java.io.IOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex.Matcher;
5 import java.util.regex.Pattern;
6:  import javax.servlet.ServletException;
7:  import javax.servlet.annotation.WebServlet;
8:  import javax.servlet.http.HttpServlet;
9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse; lell
11:  import java.security.Key; 2
12:  import java.security.KeyPair; (l)-'lﬂ'l
13:  import java.security.KeyPairGenerator; N
14:  import java.security.SecureRandom; §
15:  import java.security.Security; In
16:  import javax.crypto.Cipher;
17:
18 /**
19:  * Servlet implementation class Sqllnjection
20: ¥/
21:  public class Service extends HttpServlet
22: |
23: private final String COMMAND_PARAM = "command";
24:
25:  // Command ## A<
26:  private final String CHANGE_PASSWORD_CMD = "get_user_info";
27:  private final String USER_ID_PARM = "user_id";
28: private final String PASSWORD_PARM = "password";
29: private final String NEW_PASSWORD_PARM = '"new_password";
30:
31:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
32 {
33: String command = request.getParameter("command");
34: if (command.equals(CHANGE_PASSWORD_CMD))
35: {
36: String userld = request.getParameter(USER_ID_PARM);
37: String password = request.getParameter(PASSWORD_PARM);
38: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
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39:

40:

41: SecureRandom random = new SecureRandom();

42: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
43: generator.initialize(2048, random);

44: KeyPair pair = generator.generateKeyPair();

45: Key pubKey = pair.getPublic();

46: Key privKey = pair.getPrivate();

47:

48: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
49: cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);
50: byte[] cipherText = cipher.doFinal(newPassword.getBytes());
51:

52: ChangeUserPassword(userld, String(cipherText));

53: }

54:

55: }

56:

57. }

2t Ha 23
[1] CWE-310 Cryptographic Issues, http://cwe.mitre.org/data/definitions/310.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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8. AH3IA &2 I Ft AM&(Use of Insufficiently Random Values)

7h A9
A% 5w UFE ASSHE AL AzEd] HApHe AN 62 B &
BRI AFAA AF bt BEE AFITE, FAAE SWIlA AAHE T
A algatel AzEe FASE Aol st

Y

2=
ES

vaol Al & javalangMathrandom() W45 A8-& AAS1, java.util.Random

AHg, CollA = rand() Hi4! randomize(seed) S AHE-3slsH= o] Eoh A4 ID, 43
37 & EMEAS A% #Ee sty EEABE Fdse Aeede
java.security.SecureRandom E#i =& A-&-3hoh

Y. A 2371
- DA A seed S AHEEHE A SolE o251 o]H& W oE WA YwkA o

2 Ja

~=

=
N
0z

= b
javalangMath Z#2:2] random() MAEE seedE AT 4= gl7] W 23

public double roledice()
{

Sloic RELElY

return Math.random();

java.utilRandom E#; 2= seedE AEAGSHA Fotx vl & dFE AT ot
4 Random =& AH&38t= Zlo] Boh kst

B ¢HAF Z=9 o - JAVA

1:  import java.util. Randomy;

2:  import java.util.Date;

T

4 public int roledice()

5 {

6: Random r = new Random();

7 // setSeed() MIAEE AME3NA r& dF B7Fs3 longElY o2 At
8 r.setSeed(new Date().getTime());
9 /] 25 A

10: return (r.nextInt()%6) + 1;

11: }

12: }
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59 dAlE RSAYESHE 87 A, 37719 AQA7IE A s d =45 &
ol HAHoA 7 WY 42l SecureRandom()S AH8-33L AT} SecureRandom()

& HoMY 3% Fol £ BHe] UG WYL BHoT AFIE Froltk

B A% ZEY o - JAVA

SecureRandom random = new SecureRandom();

KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
generator.initialize(2048, random);

KeyPair pair = generator.generateKeyPair();

Key pubKey = pair.getPublic();

Key privKey = pair.getPrivate();

P NP2y

Cipher cipher = Cipher.getinstance("RSA/ECB/OAEP");
cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);
byte[] cipherText = cipher.doFinal(newPassword.getBytes());

S

2. 3 74
[1] CWE-330 Use of Insufficiently Random Values, http://cwe.mitre.org/data/definitions/330.html

[2] J. Viega and G. McGraw. "Building Secure Software: How to Avoid Security Problems
the Right Way". 2002.
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9. H 2= HE A7 (Plaintext Storage of Password)
7k A9

NAES Ao G Hise P AGss e Az E49 o] @
Soglth BAEA Aol BROR WAYEE AW, BALAY Hdol H2Y F 9
AR TR AYEE dopd 5tk AaYEt ¥ 5Ee 9BE Y
Agshe] B ol Ao BT} Ws9EE ARHYe] S A WNAYES FEolE
A ore JEE AR =W, G457t )Rl AHAeE e @Al Utk mebA
A9 EE A HEY 5 sl Agad] AgEA oluW dssiE Jes st
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57 Wol ARTY, GEHse] Agsts Zo] mwsit

gee) A &4 HAelA ¢o} 52l WAYEE Suing el T wlolE o)~
At Agaka A A8ATE £4 ol FAL 1% EALL AF A4S, L2
gol =8 F2ol =28 & ek

Sloic RELElY

1:  import java.sql.*;

2:  import java.util.Properties;

3:  import java.io.*;

4:  public class getAuth

5 |

6: public void connectDB(String url, String name) throws IOException

7: {

8: Connection con = null;

9: try

10: {

11: Properties props = new Properties();

12: FileInputStream in = new FileInputStream("External.properties");
13: byte[] pass = new byte[8];

14: // A3 FLZRE passwordE ¢E=Th

15: in.read(pass);

16: // password7} DB connection®] QJUAHFZE IT|2 Al-g-o] Hok
17: con = DriverManager.getConnection(url, name, new String(pass));
18: con.close();

19: }

20: catch (SQLException e)

21: {

22: System.err. printIn("SQLException Occured ");

23: }

24: finally

H2™ Hot 7[5 »wr 147



Java A|770{32Y 7|0|E e

148

25:
26:
27:
28:
29:

31:

32:

33:

34:

35:

36: }
37.  }

try
{
if (con != null)
con.close();
}
catch (SQLException e)

{
System.err.println("SQLException Occured ");

ool M dHH A =s AHE ol HEEE 5 AgEofof Itk

B AT F=9] o - JAVA

{

{

R AR L S - e

N NN NN NN NN R R R B 2 2 3 (@2 92 &9

import java.sql.*;
import java.util. Properties;
import java.io.*;

public class getAuth

public void connectDB(String[] args) throws IOException

Connection con = null;

try

{

}

Properties props = new Properties();

FilelnputStream in = new FileInputStream("External.properties");
props.load(in);

String url = props.getProperty("url");

String name = props.getProperty("name");

// A% FAZRE passwordE ¥ F B53} Ik

String pass = decrypt(props.getProperty("password"));
// S SRIERE Jafes B F AR

con = DriverManager.getConnection(url, name, pass);

catch (SQLException e)

{

}

System.err. println("SQLException Occured ");

finally

{

try
{
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29: if (con != null)

30: con.close();

31: }

32: catch (SQLException e)

33: {

34: System.err.printin("SQLException Occured ");
35: }

36: }

37: }

38}

oo dAls dEshe 7P FEE dEAAQ RSA + OAEP o2 53}
Zo|th Cipher.getlnstance®] E017l= FAo wel daslel] 2 dudgE
Ak ool delAs 7P AEd 34490 OAEPEYS AHE-StAT

msi' r&ﬂ
4 R

[e)
< =3

>~
W QA% 3=9 4 - JAVA Hu

1:  import java.io.IOException; ﬁ

2:  import java.sql.Connection; oo

3:  import java.sql.Statement; —;—

4:  import java.util.regex.Matcher; |_|-|

5 import java.util.regex.Pattern;

6:  import javax.servlet.ServletException;

7: import javax.servlet.annotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;

10:  import javax.servlet.http.HttpServletResponse;

11:  import java.security.Key;

12:  import java.security.KeyPair;

13:  import java.security.KeyPairGenerator;

14:  import java.security.SecureRandom;

15:  import java.security.Security;

16:  import javax.crypto.Cipher;

17:

18:  /**

19:  * Servlet implementation class Sqllnjection

20: ¥/

21:  public class Service extends HttpServlet

22: |

23: private final String COMMAND_PARAM = "command";

24:

25:  // Command ## %o

26:  private final String CHANGE_PASSWORD_CMD = "get_user_info";

27:  private final String USER_ID_PARM = "user_id";

28:  private final String PASSWORD_PARM = "password";

29:  private final String NEW_PASSWORD_PARM = "new_password';
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30:
31:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

32: |

33: String command = request.getParameter("command");
34: if (command.equals(CHANGE_PASSWORD_CMD))
35: {

36: String userld = request.getParameter(USER_ID_PARM);
37: String password = request.getParameter(PASSWORD_PARM);
38: String newPassword = request.getParameter(NEW_PASSWORD_PARM);

39:

40:

41: SecureRandom random = new SecureRandom();

42: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
43: generator.initialize(2048, random);

44: KeyPair pair = generator.generateKeyPair();

45: Key pubKey = pair.getPublic();

46: Key privKey = pair.getPrivate();

47:

48: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");

49: cipher.init(Cipher.ENCRYPT_MODE, pubKey, random);

50: byte[] cipherText = cipher.doFinal(newPassword.getBytes());
51:

52: ChangeUserPassword(userld, String(cipherText));

53: }

54:

55. 1}

56:

57. '}

2 Fa B4
[1] CWE-256 Plaintext Storage of Password, http://cwe.mitre.org/data/ definitions/256.html

[2] J. Viega and G. McGraw. "Building Secure Software: How to Avoid Security Problems
the Right Way". 2002.
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10. Sl=3 &% ¢353} 7](Use of Hard-coded Cryptographic Key)

7h A9
SE el SEmEd GBS ASl] GERE SN GsHE YRt ¥E
2 7bsAol Boldlth Be SW ARAEl IE o] 3YY ALsel HAE AR

m%
4 &

she] ARSI S0l AAYSE ofojdel FAARNE uE
e 4 gl Aol Jhsstn], HolE bruteforce THolE Foketthe AL
e shok A

12 L T A P L
FsHAN TR W2 EE Ao FUE 2239 UjFol AAste] ARgSH kETh
4% ¢E|E0F AFS, ARIA, SEED, 3DES S5¢] Abgo] Arsw, vy dusjzoz
RSA AREA 715 20480175 AH&-&Hct. 4] FH-= MD4, MD5, SHA1-S- AR8-3HA] ofof gtk

=
N
0z

=
. oA P
sl AHEEE 718 del Y2 T= RelA Agshe A Z2ad 42t H
25 45 453 7= SAC 2E2He HgR e 7 A _\',__
o
e O e e "
T e
2: private Connection con;
3:
4: public String encryptString (String usr)
5: {
6: Stringc seed = "68af404b513073584c4b6£f22b6c63e6b";
7:
8: try
9: {
10: /] TR AolE dEEIE o] 85t enaryptE FHIT
11: SecretKeySpec skeySpec = new SecretKeySpec(seed.getBytes(), "AES");
12:
1 /) NG GE37) Awel GEe e BB 47 £
14:
15: }
16: catch (SQLException e)
17 {
18: ......
19: }
20: return con;
21: }
22:  }
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FEET WAYEE BEET] sl AHE dBH AT T el 5YEs

BolalA Agsta ok bt
W AAZ F=9] o - JAVA

1T e

2: private Connection con;

3:

4: public String encryptString (String usr)

5: {

6: Stringc seed = null;

7:

8: try

9: {

10: // ¥E3 71 ARSAANA el

11: seed = getPassword("/password.ini");

12: // ¥E3tE 45 715 5589

13: seed = decrypt(seed);

14: /] 3R AojH dEI)E o] 83t encyptE TR

15: // use key coss2

16: SecretKeySpec skeySpec = new SecretKeySpec(seed.getBytes(), "AES");

17:

18: // AT FEET) 7o) dEE me 553 45 73

19:

20: }

21: catch (SQLException e) {

22

23: }

24: return con;

25: }

26:  }

27:

59 A= RSA+OAEPYIE| &

(e}
2
7] SecureRandom®|Zl= ¢Hd3H HMFo] Hsle &

el
Yo 445w Yk

B AF F=9] o - JAVA

import java.io.IOException;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;
import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.annotation.WebServlet;

< H2H
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10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:

import javax.servlet.http. HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.security Key;

import java.security. KeyPair;

import java.security. KeyPairGenerator;
import java.security.SecureRandomy;

import java.security.Security;

import javax.crypto.Cipher;

/**

* Servlet implementation class Sqllnjection

*/

public class Service extends HittpServlet

{

private final String COMMAND_PARAM = "command";

// Command #H A<

private final String CHANGE_PASSWORD_CMD = "get_user_info";
private final String USER_ID_PARM = '"user_id'";

private final String PASSWORD_PARM = "password";

private final String NEW_PASSWORD_PARM = "new_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(CHANGE_PASSWORD_CMD))
{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String newPassword = request.getParameter(NEW_PASSWORD_PARM);

SecureRandom random = new SecureRandom();

KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
generator.initialize(2048, random);

KeyPair pair = generator.generateKeyPair();

Key pubKey = pair.getPublic();

Key privKey = pair.getPrivate();

Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);
byte[] cipherText = cipher.doFinal(newPassword.getBytes());
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153

=
=1l
2
kU
on
N
o
n



Java A|770{31Y 7|0|E e

52: ChangeUserPassword(userld, String(cipherText));
53: }

54:

55.  }

56:

57. '}

2. 3 74
[1] CWE-321 Use of Hard-coded Cryptographic Key, http://cwe.mitre.org/data/definitions/321.html
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11. 3 A2 E 3-8(Weak Password Requirements)

7h A4
ARSAFNA 7
NI ESS R

of @},

2 878 QoM AgA Aol el Hrk
B2 YA 2R/ B/ EREAE 2] 904 oo 9

m{m rov

Password:

12345678901234567890123

Continue Select Database

[D3Access_Databasciiccount Databasc.mdb ] n

password —=( ED
fAgE S= [ 12345678901234567890123 |

<1™ 2-15> FHoF3l A= 3K

U eHAZ =YY
- S aE A A A 20 HAES SRS vUH s aYE)E 2Aet R, B
B2 5 Este] 9zt ooz At EV|EE 13 o) FU]|FHoE WA ALEE
2 Fjof .
t}. 4 A

AFY 5 gE Ry ¥9E Wipaswd’t 45 H4 glo] WA
AHgEE Baolt,

1:  public void doPost(HttpServletRequest request, HttpServletResponse response) throws
IOException, ServletException

2: |

3: try

4 {

5: String url = "DBServer";

6: String usr = "Scott";

7:

8: // passwdell tgt HFo] gle

9: String passwd = request.getParameter("passwd");

10: Connection con = DriverManager.getConnection(url, usr, passwd);

11:

12: con.close();

13: }

14: catch (SQLException e)

15: {

16: System.err.println("...");

17: }

18}

H2® 2ot 7|5 »
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e ARE BES) 3 MY A, 2SE BT AF F Y £ AU S
3.
B ¢HE3 Z=9] o - JAVA
1:  private static final String CONNECT_STRING = "jdbc:ocl:orcl";
2:
3:  public void doPost(HttpServletRequest request, HttpServletResponse response) throws
IOException, ServletException
4. |
5: try
6: {
7: request.getSession().invalidate();
8: String passwd = request.getParameter("passwd");
9:
10: // passwdel thg A%
11: if (passwd == null || "".equals(passwd)) return;
12:
13 /) NAYE 23 FAL AN T, SlE A9 AQGL a7
14: if (Password.validate(passwd) == false) return;
15:
16: InitialContext ctx = new InitialContext();
17: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
18: Connection con = datasource.getConnection();
19:
20: con.close();
21: }
22: catch (SQLException e)
23: {
24: System.err.println("...");
25: }
26: catch (NamingException e)
27: {
28: System.err.println("...");
29: }
30:  }

2 Fa 29

[1] CWE-521 Weak Password Requirements, http://cwe.mitre.org/data/definitions/521. html

[2] 2010 OWASP Top 10 - A3 Broken Authentication Session Management
https:/ /www.owasp.org/index.php/Top_10_2010-A3
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12. AR sl=fg23d AREHE= FIE 53 FR=ZF(Information
Through Persistent Cookies)

7} A9
e § S8ZEaoNM FI= vl s, BepeA o] dfo] FEHW
ARG, 2wt 9k 79, BebeA Al dAglel A&KHoE ARHES
AR F e, ojAe g 7SI tF BebeA Aol ARENS W v e
of ZudEth JiIAHE, ASAHE Fol IEZ A F7](persistent Cookie)oll A FHTH,
AZe #7019 AT de 2o B V35 JHAA =, ol AZ&'E FH ks
<o

2o

=
N
0z

L ] 2 ) A i L
. FA)9 WRAZLE Al ALEHE Az B Hagow MHSL d&He T
Aol A8 AF B, AAIDI 236 SR @

1=
javax.servlet.http.Cookie.setMaxAge TIAE F&o| 949 dgo] F7|o FaAT A
Aell A2 AHgHo 2239 FH e obrlshe A-folth

Sloic RELElY

Lo eeees
2:  public void makeCookie(ServletRequest request)

E

4 String maxAge = request.getParameter("maxAge");

5: if (maxAge.matches("[0-9]+"))

6 {

7 String sessionID = request.getParameter('sesionID");

8 if (sessionID.matches("[A-Z=0-9a-z]+"))

9 {

10: Cookie ¢ = new Cookie("sessionID", sessionlD);

11: /] AR dEe] 7 FEAF Aol I A St
12: c.setMaxAge(Integer.parselnt(maxAge));

13: }

14 e

15}

ALEA7E 2% o g F7)o FEANTES AAT] Mol AHeAl 23S HAFIE 2
g ¥ g ZAste, HiAs & Ao 3&3.

W AT I=9 4 - JAVA

2:  public void makeCookie(ServletRequest request)
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3

4 String maxAge = request.getParameter("maxAge");

5:

6: if (maxAge == null || "".equals(maxAge)) return;

7 if (maxAge.matches("[0-9]+"))

8 {

9 String sessionlD = request.getParameter('sesionID");
10: if (session]D == null || ".equals(sessionID)) return;
11: if (sessionID.matches("[A-Z=0-9a-z]+"))

12: {

13: Cookie ¢ = new Cookie("sessionID", sessionID);
14: [/ T2 FEARS AU A, 1 ol gez 2
15: int t = Integer.parselnt(maxAge);

16: if (t > 3600)

17: {

18: t = 3600;

19: }

20: c.setMaxAge(t);

21: }

22: ......

23}

javax.servlet.http.Cookie.setMaxAge WAL T &o| F7]9 FEA 2L FFgo=z
ARgste]l Z2ade] FHepH S ofrlste 7 -folth

1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5. import java.util.regex.Pattern;

6:  import javax.servlet.ServletException;

7:  import javax.servlet.annotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse;
11 /**

12:  * Servlet implementation class Sqllnjection
13 */

14:  public class Service extends HttpServlet

15 {

16: private final String COMMAND_PARAM = "command";
17:

18:  // Command & A<

—_
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19:  private final String LOGIN_CMD = "login";
20:  private final String USER ID_PARM = "user_id";
21:  private final String PASSWORD_PARM = "password";
22:
23:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
24: |
25: String command = request.getParameter("command");
26: if (command.equals(LOGIN_CMD))
27: {
28: String userld = request.getParameter(USER_ID_PARM);
29: String password = request.getParameter(PASSWORD_PARM);
30:
31: Cookie idCookie = new Cookie("id", userld);
32: Cookie passwordCookie = new Cookie("password", password); -
33: Ju
34: idCookie.setMaxAge(60 * 60); // A4} B3R EE= YY3tA| cookie A& A+ L2
3 on
35: passwordCookie.setMaxAge(60 * 60); N
36: §
37: idCookie.setSecure(true); In
38: passwordCookie.setSecure(true);
39:
40: response.addCookie(idCookie);
41: response.addCookie(passwordCookie);
42: }
43:
4. |}
45:
46:  }

o] Aol setMaxAgedtd SFE AASE HekeAsl W Qe Berelw A%
s A ol g3tel, 2ok 919 oWl WFS A= &4 AYHA ATk (LM
A BA T A, BE ol BFE A= 7719 setMaxAge® S7E A7)

B AHAF F=9] 9 - JAVA

import java.io.IOException;

import java.sql.Connection;

import java.sql.Statement;

import java.util.regex.Matcher;

import java.util.regex Pattern;

import javax.servlet.ServletException;
import javax.servlet.annotation.WebServlet;
import javax.servlet.http. HttpServlet;
import javax.servlet.http. HttpServletRequest;

R A L A
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10:  import javax.servlethttp.HttpServletResponse;

11 />

12:  * Servlet implementation class Sqllnjection

3. */

14: public class Service extends HttpServlet

15 |

16:  private final String COMMAND_PARAM = "command";

17:

18: // Command T A2

19:  private final String LOGIN_CMD = "login";

20:  private final String LOGOUT_CMD = "logout";

21: private final String OTHER_ACTION_CMD = "other_action";

22:  private final String USER_ID_PARM = "user_id";

23:  private final String PASSWORD_PARM = "password";

24:

25:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

26: |

27: String command = request.getParameter("command");

28: if (command.equals(LOGIN_CMD))

29: {

30: String userld = request.getParameter(USER_ID_PARM);

31: String password = request.getParameter(PASSWORD_PARM);

32:

33: Cookie idCookie = new Cookie('id", userld);

34: Cookie passwordCookie = new Cookie("password", password);

35:

36: idCookie.setMaxAge(-60 * 2); // B&h¢A FTEA, AAHES S5 fHoz HdAsh,
AHEARZE Al AHg okt cookieZt ZAHEE AZEE FETh

37: passwordCookie.setMaxAge(-60 * 2);

38:

39: idCookie.setSecure(true);

40: passwordCookie.setSecure(true);

41:

42: response.addCookie(idCookie);

43: response.addCookie(passwordCookie);

44: }

45: if (command.equals(LOGOUT_CMD))

46: {

47:

48: idCookie.setMaxAge(0); // CookieE H}Z 2}A| g}

49: passwordCookie.setMaxAge(0);

50:

51: }

52: if (command.equals(OTHER_ACTION_CMD))

<« M2 2o J|s




53: {

54:

55: idCookie.setMaxAge(-60 * 2); // A-&A7} A& AH&-3|oFTt cookieZ}t 73415
56: passwordCookie.setMaxAge(-60 * 2);

57:

58: }

59:

60: }

61:

62: }

i

=

=
N
0z

L33 2

[1] CWE-539 Information Exposure Through Persistent Cookies,
http:/ /cwe.mitre.org/data/ definitions /539.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7

Sloic RELElY
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13. BQt&EA v F 80 Z Qg 7] =% (Sensitive Cookie in HTTPS

Session without 'Secure’ Attribute)

7k A9
HTTPSERE AH]2=3l= 75
Iy Bekd ®1743k HlolHE
FAAANA Bt H2E] HHZ =EF ? %E}.

e Bt 0@:@} Sjo] eshl dsErin Azt
B %4e

AEeA gom

Olt

L QkEd 2RI
« HTTPSEY Aul2sshs 4§ Heke-A 7]
setSecure(true) WAEE
HTTPS} HTTPSE M7 AM4she= 7é—°r setSecure “ﬂi

£ FHE M AEEA go}

lo]1E1 & X‘Vo"% w] ®F=A] Cookie 2 #] 2]
ol E ( 01)01 A HTTPY

o)
S
S
=)
o=
ru?L
Llﬁ
[om

o}, &A)
HTTPSZ % Aul2ahs 49 Wk ARE 71 2718 ddshs $g0A, 0t 44
g AgekA) ow FARA Hust w2 5 Y

private final String ACCOUNT_ID = "account";

public void setupCookies(ServletRequest r,  HittpServletResponse response)
{

String acctID =  r.getParameter("accountID");

/] BLAEA BREA &2 F7
Cookie ¢ = new Cookie(ACCOUNT_ID, acctID);
response.addCookie(c);

R N L

—
@
-

HTITPSZW AMu|z~sts A9 RIAgE JRE 71 F715 AT Agode w¥EA
Cookie 1A 2] setSecure(true) S

B ¢HAF F=9 o - JAVA

private final String ACCOUNT_ID = "account";

public void setupCookies(ServletRequest r,  HttpServletResponse response)
{

String acctID =  r.getParameter("accountID");
// AR FEAR A
if (acctlD == null || "".equals(acctID)) return;

—_
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10:
11:
12:
13:
14:
15:

String filtered_ID = acctID.replaceAll("\r", "");

Cookie ¢ = new Cookie(ACCOUNT_ID, filtered_ID);
/) AR ARE R 278 ASTUls B £ Asllok Bk
c.setSecure(true);

response.addCookie(c);

thee] o AHgA ololt s 4B FAE AR dolth Mok £HL MY 7
NE ARE 5 QAAY, of WS FSE QAo dolE 452 B F ol

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command & 742
private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);

String password = request.getParameter(PASSWORD_PARM);

Cookie userldCookie = new Cookie(USER_ID, userld);
response.addCookie(userIdCookie);

Cookie passwordCookie = new Cookie(PASSWORD, password);
response.addCookie(passwordCookie);

H2E EotI|s »
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B ¢HAF F=9 o - JAVA

1:  public class Service extends HttpServlet

2: |

3: private final String COMMAND_PARAM = '"command";
4:

5: // Command ##H <]

6: private final String LOGIN_CMD = "login";

7

8: private final String USER_ID_PARM = "user_id";

9: private final String PASSWORD_PARM = "password";
10:

ServletException, IOException
12: {
13: String command = request.getParameter(COMMAND_PARAM);
14:
15: if (command.equals(LOGIN_CMD))
16: {
17: String userld = request.getParameter(USER_ID_PARM);
18: String password = request.getParameter(PASSWORD_PARM);
19:
20: HttpSeesion session = request.getSeesion(true);
21: seesion.putValue(USER_ID, userld);
22: seesion.putValue(PASSWORD, password);
23:
24: }
25:
26: }
27:
28: }

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

L Za 27

[1] CWE-614 Sensitive Cookie in HTTPS Session Without "Secure” Attribute,
http:/ /cwe.mitre.org/data/ definitions/614.html

[2] 2010 OWASP Top 10 - A9 Insufficient Transport Layer Protection
https:/ /www.owasp.org/index.php/Top_10_2010-A9
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14. & <ol X3 A= F A]AF] F2 7 H (Information Exposure
Though Comments)

g EE FAEC] GolFw Azw melel d4E % itk SW AEATL el 9
4 FHEol HEAER AolE A4S, SWIh RHE Fole IAL AASE Aol W
oA AT EF FAA 223 WIT + ATolE A Azded AU 4

. FAOE D, MAYE 5w BEE Nee AYsA gt

= b
ted AAE HMY 5o BHOE AgA o WAJSE FAE b Mdt
HNaY=E A9A goba] FHebdol WAF Aotk

Lo eeees
2: // Password for administrator is "tiger.'<-F2Aol] =L =7} HEH Q).
3:  public boolean DBConnect()

4. |

5: String url = "DBServer";

6: String password = "tiger";

7: Connection con = null;

8:

9: try

10: {

11: con = DriverManager.getConnection(url, "scott", password);

12: }

13: catch (SQLException e)

14: {

15: ......

L2 WEA] FAE SOl BAFS ARA Aoy g SO ARE AR
gl SAstA 2AlstefoF qitt

W AT F=9 ¢ - JAVA

L eeeees
22 // HHA 59 §58 22 FH HojF2 J2=s AR
3:  public Connection DBConnect(String id, String  password)

4. |

5: String url = "DBServer";

6: Connection conn = null;
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7 try
8: {
String CONNECT_STRING = url + "" + id + "" + password;
10: InitialContext ctx = new InitialContext();
11: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
12: conn = datasource.getConnection();
13: }
14: catch (SQLException e) { - }
15: return conn;
16:  }

oo oAl JspREQ] dHolH, himlFAH R jspRE9] 7|53 DB A& HEE 7]
= EAUTE htmlFAL JspFAEH D] FeoldEoA &2 HI|Z 3|7} 7MEs7]
w&ol Hebyd W17E HHRE himlFAH o2 A= ok Hh

1: <l JDBCE %3l scott/tiger® &S AE3Th->

20 <%

3: Connection conn;

4: PreparedStatement pstmt;

5: String sql;

6: ResultSet rs;

7:

8: Class.forName("oracle.jdbc.driver.OracleDriver");

9: conn=DriverManager.getConnection("jdbc:oracle:thin:@localhost:1521:xe","scott", "tiger");
10: %>

059 dAE AL Fol H2ELoZ ALY FARES A$A ¥ htmlFAo=
st HA AA #HolR o Holx] YT html A2=RBI7|Z 9l M5 AWARES
=E&3Th

1. <l-<td>admin : <%=rs.getString("admin") %> </td>-->
2: <td>: ALY o] F2 <%=rs.getString("user") %> YUTH </td>

33 7Y
[1] CWE-615 Information Exposure Through Comments,
http:/ /cwe.mitre.org/data/ definitions/615.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
http:/ /www.owasp.com/index.php/Top_10_2010-A7-Insecure_Cryptographic_Storage
[3] Web Application Security Consortium 24 + 2 - (WASC 24 + 2) Information Leakage

<« H2# H2ot J|s



15. €E glo] gx3F dll<134 AH8(Use of an One-Way Hash without a Salt)

AN2g=E A% A D A Brol 4D olgatel A9 Ee) SR AR
£8 $E glo] d4lslel ARATY, FARE dARS Ho) L ol
@ wE dagisel el 4@ e AN, ofF ArEA ol gate] 9]

ol

C NAYES A A 2SS SES 4] ool YHOE Sto] AL AR AR

ok oAl
teol dAls AAAE AgA AHAYSHe 4T e e Bl

1. import java.security.MessageDigest;

2.

3. public byte[] getHash(String password) throws NoSuchAlgorithmException {
4. MessageDigest digest = MessageDigest.getInstance("SHA-255");

5 digest.reset();
6. return input = digest.digest(password.getBytes("UTF-8"));
7

)

A=A e s Fel PO ASHI AARS oI BE o8 AR B
o] FHs3tm, ol& A 95 NAASS SEE A4 Bro YO A4S AL

she] ALg@T,

B ¢AF Z=9 o - JAVA

import java.security.MessageDigest;

1

2

3:  public byte[] getHash(String password, byte[] salt) throws NoSuchAlgorithmException {
4 MessageDigest digest = MessageDigest.getInstance("SHA-255");

5: digest.reset();

6 digest.update(salt);

7 return input = digest.digest(password.getBytes("UTF-8"));

8
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[1] CWE-759 Use of a One-Way Hash without a Salt, MITRE,
http:/ /cwe.mitre.org/data/definitions/759.html
[2] 2011 SANS Top 25 - RANK 25 (CWE-759), http://cwe.mitre.org/top25/
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16.

7}

F24 AHAARl= ZE= YEZEZ(Download of Code Without
Integrity Check)

PHLRRE &2 FC & IS 7Y A4 glo] dR2E 21 o5 s}
€ AFECl TF EATTh ol host server®] ¥ZE, DNS spoofmg e AEAY Z=
HETe] e o] 8ste] FAAT) otejH] AEE AYT F A= o

[

A 2971

*  DNS spoofings Hoid DNS lookups 33t Z= &
YT 7HE o83t 2= Eﬁ]‘“"ﬂ' E3 HREER ZEE
Hage] Ao AP ot ojok A Gail = ]9 FARE 'sandbox’ ¥
M AREHES I

rulm -h
I“F
N

o =)

Sl AS FUSA e 2mol oIS ekl sl 2=dt 259 RAYE
1Y # glo] Y= sk SutEA 29 HAEA BAY £ ik olud A% 34
A otelael AWmER Feso UES 24T 5 Ao

URLp[ classURLs = new URL[]{
new URL("file:subdir/")
L

URLClassLoader loader = new URLClassLoader(classURLs);
Class loadedClass = Class.forName("LoadMe", true, loader);

olF ¢ Itz WMt v 2o FU=E BEs] A FYzel A=A

=
(0]
0
3
e
2
tlo
24
o

H ¢AF Z=9] o JAVA

1:  URLp| classURLs = new URL[]{

2 new URL("file:subdir/")

3 %

4:  URLClassLoader loader = new URLClassLoader(classURLs);
5.  Class loadedClass = Class.forName("LoadMe", true, loader);
6

7

8

if(loadedClass.getChecksum() == loadedClass.isChecksun())
Library lib = (Library) loadedClass.newlInstance();

}

H2E BE¢t7|s
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2t FaEd
[1] CWE-494 Download of Code Without Integrity Check, MITRE,
http:/ /cwe.mitre.org/ data/ definitions/494.html
[2] 2011 SANS Top 25 - RANK 14 (CWE-494), http://cwe.mitre.org/top25/
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CSRE BHE 42 Y eI} AEAS| 4 BAEAL HoiF A Hol=o

e YEL ANES T 0 YV FAAE AL AFE ANe)
g FYSFAE A% fAS] AFH 8H% MPPHA 83e TR B A
2 opgate] szt B,

E
4 5

Y $eTEIdel] e ALY AL, HF 2 AWAL YZe) st doEE >
ol :Aslo] Y3 oled T AEIF GET Haloz Agattd 2AA}L ol2 4 Yok N
o] Yt aAe BYoEM 9T UL 2AY 4 YA Bt oz

L2 ] 2 i A g
* form data posting®] Ao1A POST #2-& AMg-3ich
* OWASP CSRFGuard 59| anti-CSRF 37|24 & AF-&-3ith.

. 4A)
GET®H4]& ©@<=3] form ElolE]E URL Hol Bl&AA A%sy] wjEol GET #¥29
formE ALE3tH AY Zho] =B E CSRF 320 44 =52 4+ 9ot

=
U
2
kU
on
N
o
n

2:  <form name="MyForm" method="get" action="customer.do">
3:  <input type=text name="txt1">

4:  <input type=submit value="X1]7]">

5

</form>

2:  <form name="MyForm" method="post" action="customer.do">
3:  <input type=text name="txt1">

4:  <input type=submit value="}X1§7]">

5. </form>

2o dlAlE CSRFEAS) BMllo] Hi AW A= xzagolth aAolME Azl
AAYRE H TE 7422 48R Bl A glo] ulelEst Ytk
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public void sendBankAccount(String accountNumber,double balance)

{

BankAccount account = new BankAccount();
account.setAccountNumber(accountNumber);
account.setToPerson(toPerson);
account.setBalance(balance);

AccountManager.send(account);

thee) dlrlsh ol 2ad FuE Aeshs oA ol

A
fu

WEA AT AUFH

A =
A =YE AL 5 AHF Hrt bsetes Ak Ao] CSRE Wold f&

Shth CSREE AH87 913 glo] Amel A2shAL 9=

sh

H AAF F=9] 4 - JAVA

F70)7] wpolth

<« HM2H

1:  public void sendBankAccount(HttpServletRequest request, HittpSession session, String
accountNumber,double balance)

2: |

3:

4: / / NS 2% B sHH-S 53 AFEA] credential S W=t

5: String newUserName = request.getParameter("username");

6: String newPassword = request.getParameter("password");

7: if ( newUserName == null || newPassword == null )

8: {

9: throw new MyEception("Hlo|E 27);

10: }

11: /) AR ZHE 2718 AMAFS] credential S ¢1+=Th

12: String password = session.getValue("password");

13: String userName = session.getValue("username");

14:

15: /] ALSE FA oA RS BaFT

16: if ( isAuthenticatedUser() && newUserName.equal(userName) &&
newPassword.equal(password) )

17: {

18: BankAccount account = new BankAccount();

19: account.setAccountNumber(accountNumber);

20: account.setToPerson(toPerson);

21: account.setBalance(balance);

22: AccountManager.send(account);

23: }

24:

25: }

Hot 7S



th3o] dAlE Token/N'd& o]&3te] 2% A9 5SS EQl3le] CSRFEAS W
Astar ok 27190 AEFH SOl Tokend AH] Aol A4stm, z+ so]#] & A v}
Tokens AW E HFste] FA AL Agstes WA O = RequestE: HZxde= A&
WA SkAL Ut

o

H AT =9 9 - JAVA
1. 2719 AZ A 212 H#9 34 EEZS YAl Session ol A A

fu
[
"
N
o
3
;é)(::“
Sl

CSRF_Token = #Y 35 o] &3 729 #2149 A4
session.setAttribute("Token", CSRF_Token);

%>

2. Yo]x] & A URLS B34 EE AE
1:  <form name="frm" action="Webapp_procjsp">

2: <input type="hidden" name="Token" value="<%=session.getAttribute("Token")%>">
3:  <input type=....>
4

5

=
=1l
2
kU
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o
n

<input type=...>

</form>

3. 329 Y oAl A URLES 53 A$d EEF A Agd EES v
1 <%

2:  String url_Token = request.getParameter("Token");

3:  String session_Token = session.getAttribute("Token");

4:  if (url_Token.equals(session_Token))

5

6 response.sendRedirect("invalid_request.html");

7}

8 %>

% F3 23
[1] CWE-352 Cross-Site Request Forgery(CSRF),
http:/ /cwe.mitre.org/data/ definitions/352.html
[2] 2010 OWASP Top 10 - A5 Cross-Site Request Forgery(CSRF)
https:/ /www.owasp.org/index.php/Top_10_2010-A5
[3] 2011 SANS Top 25 - RANK 12 (CWE-352), http://cwe.mitre.org/top25/
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18. AA3}A X3 A4 YHE(Insufficient Session Expiration)

7k A9

YAl B AN Aol AEE A1E AA A% AR EE A4 ofoltie] xS
2 Sg3hs A5 I

o} dA

A

AR BEAZS A2 A"Elel, Adel AU BuA 2Es A3H. g e
& Z2aPe) AFHS oMT F YUk

1:  public class sessionTimeout extends HttpServlet

2

3 public void noExpiration(HttpSession session)

4 {

5: if (session.isNew())

6 {

7 // HEAZIO] 108 A"E0] Aol AiE EubA] =t
8 session.setMaxInactiveInterval(-1);
9: }

10: }

11:  }

B e Agstelol

ofZelAlold e S wet I Aol 321 Aol F5E F UEF AHTPI 4o
3t}

Ol

B ¢HA§ F2=9 o - JAVA

<« HM2H

1:  public class sessionTimeout extends HttpServlet

2

3 public void noExpiration(HttpSession session)

4 {

5: if (session.isNew())

6 {

7 /] ARe] B & JEF AAY ol Arper AU
8 session.setMaxInactiveInterval(12000);
9: }

10: }

11:  }

2ot Jls



ol Al XMLolA AY BEAZEE HFstn itk AAe] BEARE 12 AY
spof, Aldlo] AU BUA REF WA olgh ge At ZEadel HoRHE oF
1% % ek

1:  <?xml version="1.0" encoding="UTEF-8"?>
2
3:  <web-app>
4:
5: <session-config> >
6 <session-timeout>-1</session-timeout> ;
7 </session-config> (0)al
8
9:  </web-app>
=
clEeiAelde] S0 mEt I Azke] ZE2W AAe] T5E 5 UA=S HER ¢ 42“
A we AAstoloF It AT
on
B AT F=9] o - JAVA )
14:  <?xml version="1.0" encoding="UTF-8"?> |2|-|
15:
16:  <web-app>
17:
18: <session-config>
19: <session-timeout>300</session-timeout>
20: </session-config>
21:
22:  </web-app>

L ZFa &3

[1] CWE-613 Insufficient Session Expiration, http://cwe.mitre.org/data/definitions/613.html
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19. WA= #a: 3] W2 ZAH(Password Management: Heap Inspection)

B $a% HolHE String Al Astd e sttt Anke] String A=

T4 E7Fs (immutable)3t7] wZell, JVMe] ZHIAZdE7E F2Fstr] AR 3 v R
of &Fsl lom, T2 o] WreE AT & ok wEbA ofEgAelde A
o] G or FEH o], My Hx7} doju= Aol oSl Hetdd
oJg7} o)l =Ed 5 Uk

I LA P
H 2 EE String AA o Ast= AL AFstEE, WAo] st Aol A7l ok
o ES ARE Fells WES WRgelA &7slof ok

&

Lo eeees

2:// private static final long serialVersionUID = 1L;

3:  protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

4. |

5: ......

6.}

7:

8:  protected void doPost(HttpServletRequest request, HttpServletResponse response)

9: |

10: String pass = request.getParameter("pass");

11:

12: if (pass != null)

13: {

14: if (-1 != pass.indexOf("<"))

15: System.out.println("bad input");

16: else

17: {

18: [/ AEAEE F vl ARst F ok

19: String str = new String(pass);

20: }

21: }

22: else { System.out.printin("bad  input"); }

23}

24 e
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BoE Fa wlojE|(l: W29 E)E WAl e Al Aol gl ahu,
MEels £ASE 24 TR BTk o ol A8HA etk FA vmelA
aAs ok .

A FE9 o - JAVA

1: ......
2:// private static final long serialVersionUID = 1L;
3:  protected void doGet(HttpServletRequest request, HttpServletResponse  response) throws
ServletException, IOException
4. |
5: e
6: }
7:
8:  protected void doPost(HttpServletRequest request, HttpServletResponse response) .
9: | ﬂ
10: [/ OFE FH dHS wenh 2
11: String pass = request.getParameter("psw"); (l;'lﬂ'l
12: // dE8EE A=k N
13: if (pass != null) °
14: In
15: if (-1 != pass.indexOf("<"))
16: System.out.println("bad input");
17: else
18: {
19: // passwordE 3§ wlE]ol| 73R groteof girt.
20: // String str = new String(pass);
21: }
22: }
23: else { System.out.println("bad input"); }
24: |}
25: ......
5o dAls H==s EAF mdelA String BFY OS2 WFste] Ao ER
opxo] WAF 7 $-olth.

import java.io.IOException;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex. Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.annotation.WebServlet;
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< H2H

9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;

11:  import javax.servlethttp.HttpServletResponse;

12:  import javax.xml.soap.Node;

13:  import javax.xml.xpath.XPath;

14:  import javax.xml.xpath.XPathConstants;

15:  import javax.xml.xpath.XPathExpression;

16:  import javax.xml.xpath.XPathFactory;

17:

18 /**

19:  * Servlet implementation class Sqllnjection

20.  */

21:

22:  public class WebService extends HttpServlet

23 |

24: private final String COMMAND_PARM = '"command";

25: private final String GET_USER_INFO_CMD = "get_user_info";

26: private final String USER_ID_PARM = "user_id";

27: private final String USER_PASSWORD_PARM = "user_password";

28:

29: private static String ~ adminPassword;

30:

31: public WebService()

32: {

33: adminPassword = new String(loadAdminPassword());

34: }

35:

36 protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

37 {

38: String command = request.getParameter(COMMAND_PARM);

39: if (command.equals(GET_USER_INFO_CMD))

40: {

41: String userld = request.getParameter(USER_ID_PARM);

42: String password = request.getParameter(USER_PASSWORD_PARM);

43:

44: if(password.equals(adminPassword))

45: {

46:

47: }

48:

49: }

50:

51: }

52: .

53:. }

Het Jls




9] dAlAE Localol 4l A3 StringAE 71X Z2 8" &t Ik Local

MUY WFE Y BHo] BUA AFHOE AAEE B ZA gk

B ¢HAF F=9 o - JAVA

R N U T o A
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30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:

import java.io.IOException;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;

import java.util.regex Pattern;

import javax.servlet.ServletException;

import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import javax.xml.soap.Node;

import javax.xml.xpath.XPath;

import javax.xml.xpath.XPathConstants;
import javax.xml.xpath.XPathExpression;
import javax.xml.xpath.XPathFactory;

/*‘k
* Servlet implementation class Sqllnjection

*/

public class WebService extends HttpServlet
{
private final String COMMAND_PARM = "command";
private final String GET_USER_INFO_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id";
private final String USER_PASSWORD_PARM = "user_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter(COMMAND_PARM);
if (command.equals(GET_USER_INFO_CMD))
{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(USER_PASSWORD_PARM);
// Local Stringell A7 gtk
String adminPassword = loadAdminPassword();

H2E BE¢t7|s

179

=
=1l
2
kU
on
N
o
n



Java A|770{32Y 7|0|E e

41: }
42:
43: }

2 3 234
[1] CWE-226 Sensitive Information Uncleared Before Release,
http:/ /cwe.mitre.org/ data/ definitions/226.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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20. 3t=2=9 A8AF Al (Hard-coded Username)

7v A9
SW7F = Witell agE AHgA A olF& EFSL, olF ol&sto] W ATl At
AU o HAEZIES FAlS st AL Adsith 2= Yol steasd AR A
Aol 15 AWE op|siAl HH, AM=" FEATE I A& Fo7]7h w9 o
Hot dRlo] deto] HUsts st=FEd WAYEE FAs| ok 5h] wiiel, Al=F A
2= SW A=’ JAIE SAANA siAdsoF st 97t 2T & Utk

Fl

T 3}ste] ALREE= Ao mpgkAlst)

o oA
Tgol dAls ZE U] AR ol B WANES AR BAse], MRl A%
4 glo] 219lo] PVestES AT o Ezadd] HopH e ofr|ah

Lo eeees
2:  private Connection conn;

3:

4 /) AR MBHRSE R goJsh Hoksith

5:  public Connection DBConnect()

6: |

7: String url = "DBServer";

8: String id = "scott";

9: String password = "tiger";

10:

11: try

12: {

13: conn = DriverManager.getConnection(url, id, password);
14: }

15: catch (SQLException €) { - }

16: return conn;

17 }

doleluol 28 AHgate Z2a A4 A N BALE 2SR Ags Aol
ZASA RS dolelols AR BT Ed, A8A AA D Aa=E ok 8
53} so] ALGIAL bR A BAA ASAZEE Ay 4 wop ALgIIT,

B ¢HAG F=9 o - JAVA

2:  private Connection conny;
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3

40 /) AR vEHEE AR Y vt

5:  public Connection DBConnect(String id, String password)

6: |

7 String url = "DBServer";

8 try

9 {

10: String CONNECT_STRING = url + "" + id + "" + password;
11: InitialContext ctx = new InitialContext();

12: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
13:

14: // 98 9 JAAZE connectionS AZA3CE

15: conn = datasource.getConnection();

16: }

17: catch (SQLException e) { -+ }

18: return conn;

19:  }

el dAlE T e AgA o) HAYES
s AHgA Bel BAY g AAE 2Estel a5 EYE

1:  import java.io.lOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5 import java.util.regex.Pattern;

6:

7:  import javax.servlet.ServletException;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse;
11:  import javax.xml.soap.Node;

12:  import javax.xml.xpath.XPath;

13:  import javax.xml.xpath.XPathConstants;

14:  import javax.xml.xpath.XPathExpression;

15:  import javax.xml.xpath.XPathFactory;

16:

17: /**

18:  * Servlet implementation class Sqllnjection
19  */

20:

21:  public class WebService extends HttpServlet
22: |

—_
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23: private final String COMMAND_PARM = "command";

24: private final String GET_USER_INFO_CMD = "get_user_info";

25: private final String USER_ID_PARM = "user_id";

26: private final String USER_PASSWORD_PARM = "user_password";

27:

28: private static String ~ adminPassword;
29:

30: private boolean isAdminld(String id)
31: {

32: if (id.equals("Admin")){

33: return true;

34: }

35: if (id.equals("AdminAssist"))

36: {

37: return true;

38: }

39: return false;

40: }

41:

42: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

43: {

44: String command = request.getParameter(COMMAND_PARM);

45: if (command.equals(GET_USER_INFO_CMD))

46: {

47: String userld = request.getParameter(USER_ID_PARM);

48: String password = request.getParameter(USER_PASSWORD_PARM);

49:

50: if(isAdminld(userld) == true)

51: {

52:

53: }

54:

55: }

56:

57: }

58:

59: '}

el clAlsh gol DBEE 5% 91719l %Y Fozre el AYEL Zose @
FE WEX, I A3 g Wol Helshe FuE TxuE Zzadw /M 2t ol
Z2ade] ATEe BRHET loadAdminlds(ERE Telal ofoltle] AL ol 1
ol Aol id7h o] YA sk RS At ok
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H HAEF =9 4 - JAVA

< H2H

1:  import java.io.IOException;

2:  import java.lang.reflect. Array;

3:  import java.sql.Connection;

4:  import java.sql.Statement;

5. import java.util.Set;

6:  import java.util.regex.Matcher;

7:  import java.util.regex.Pattern;

8:

9:  import javax.servlet.ServletException;

10:  import javax.servlet.http.HttpServlet;

11:  import javax.servlethttp.HttpServletRequest;

12:  import javax.servlethttp.HttpServletResponse;

13:  import javax.xml.soap.Node;

14:  import javax.xml.xpath.XPath;

15:  import javax.xml.xpath.XPathConstants;

16:  import javax.xml.xpath.XPathExpression;

17:  import javax.xml.xpath.XPathFactory;

18:

19:  /**

20:  * Servlet implementation class Sqllnjection

21. %/

22:

23:  public class WebService extends HttpServlet

24: |

25: private final String COMMAND_PARM = "command";

26: private final String GET_USER_INFO_CMD = "get_user_info";

27: private final String USER_ID_PARM = "user_id";

28: private final String USER_PASSWORD_PARM = "user_password";

29:

30: private static String ~adminPassword;

31:

32: private boolean isAdminld(String id)

33: {

34: Set<String> adminlds = loadAdminIds();

35:

36: return adminlds.contains(id);

37 }

38 protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

39: {

40: String command = request.getParameter(COMMAND_PARM);

41: if (command.equals(GET_USER_INFO_CMD))

42: {

43: String userld = request.getParameter(USER_ID_PARM);

Hot 7ls




44: String password = request.getParameter(USER_PASSWORD_PARM);
45:

46: if(isAdminId(userld) == true)
47: {

48:

49: }

50:

51: }

52:

53: }

54:

55: }

=
N
0z

Z Fa 23
[1] CWE-255 Credentials Management, http://cwe.mitre.org/data/definitions/255.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
[3] Security Technical Implementation Guide Version 3 - (STIG 3) APP3210.1 CAT 1II
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21. F ks 4E 3k AA3R X3 RSA 9 J(Weak Encryption: Inadequate
RSA Padding)

7% 39
OAEP 9& AR&3lA] ¢4l RSA %ua%—% o] g3h= Z& 9Ptk RSA ¥aElF
& AA AR Y 71 A AREShE Ao dubAoltt. diY VIS AREFRoEA
o] ¢l RSA ¥aE|Ee FHebd e 01%*8}5 4L e F A =
. QEEs =971
RSA ¢aE]E AHEAl 919 §lo] AHE(RSA/NONE/NoPadding)3hA] a1, a3} &z
Zoll A3t Wt A A8k ok
o. 4A
o] dAls TS A9 glo]l RSA EElES ARSte] RO s wEs
Z-elth

Lo eeees
2: public Cipher getCipher()

3 |

4: Cipher rsa = null;

5:

6: try

7: {

8: // RSA AH&-A] NoPadding AH&-

9: rsa = javax.crypto.Cipher.getInstance('"RSA/NONE/NoPadding'");
10: } catch (java.security.NoSuchAlgorithmException €) { - }

11: return rsa;

12: |}

ARgsleE gaElgel el A Jde AH-EL gGdyalS Agsor gk dE &
A G0 EE AHESHE 7 9-olE OAEP Padding W41 AH8-3te Aol vlghzlsict

B A F=9] o - JAVA

public Cipher getCipher()
{
Cipher rsa = null;

try
{

/* ol ZR2OL FE padding®] AMHERIC] RSAE ARESHT */
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9: rsa = javax.crypto.Cipher.getInstance("RSA/CBC/OAEP");
10: }

11: catch (java.security.NoSuchAlgorithmException e) { - }
12: return rsa;

13}

RSA @agFE AHgshs A9ole 718 493 958t 3470 OAEPHAS AH8dh=
Zo] B 7P s

B HAF F=9 o - JAVA

1:  import java.io.IOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex.Matcher;
5:  import java.util.regex.Pattern; >
6:  import javax.servlet.ServletException; oL
7:  import javax.servlet.annotation.WebServlet; ﬁ
8:  import javax.servlet.http.HttpServlet; on
9:  import javax.servlet.http.HttpServletRequest; _;_
10:  import javax.servlet.http.HttpServletResponse; |_|.|
11:  import java.security.Key;
12:  import java.security.KeyPair;
13:  import java.security. KeyPairGenerator;
14:  import java.security.SecureRandom;
15:  import java.security.Security;
16:  import javax.crypto.Cipher;
17:
18 /**
19:  * Servlet implementation class Sqllnjection
20.  */
21:  public class Service extends HttpServlet
22: |
23:  private final String COMMAND_PARAM = "command";
24:
25:  // Command ¥ A2
26: private final String CHANGE_PASSWORD_CMD = "get_user_info";
27: private final String USER_ID_PARM = "user_id";
28:  private final String PASSWORD_PARM = "password";
29:  private final String NEW_PASSWORD_PARM = "new_password";
30:
31:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
32 |
33: String command = request.getParameter("command");
34: if (command.equals(CHANGE_PASSWORD_CMD))
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35: {

36: String userld = request.getParameter(USER_ID_PARM);

37: String password = request.getParameter(PASSWORD_PARM);

38: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
39:

40:

41: SecureRandom random = new SecureRandom();

42: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
43: generator.initialize(2048, random);

44: KeyPair pair = generator.generateKeyPair();

45: Key pubKey = pair.getPublic();

46: Key privKey = pair.getPrivate();

47:

48: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");

49: cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);

50: byte[] cipherText = cipher.doFinal(newPassword.getBytes());
51:

52: ChangeUserPassword(userld, String(cipherText));

53: }

54:

55:  }

56:

57. '}

2 A2 24
[1] CWE-325 Missing Required Cryptographic Step,
http:/ /cwe.mitre.org/data/ definitions/325.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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22. FHeksE HE3st H4Es: =3 =F &E(Weak Cryptographic
Hash: Hardcoded Salt)

7% A
SEo) D4 SEGES At e xS BE WA 1 ge B 4 e
, 3% Aol wig- olhths HelA Axdel Ao A48T + Atk wek FAR
SEHE WA DY, AT $EZ20U rainbow HlolEE 2gste] a4 Ank
2 doz AN & Ak

i)

4

o
o

* Salt(F2 nonce) B OEE 3] B dFE AR, SHE Y XS 54

ok dA
te dAlE 4ESE A4 B4E ST W, 4FE HP sl AeFoA A
P e of7lshe 7 folnt.

Sloic RELElY

T e
2: public byte[] encrypt(byte[] msg)

3: {

4: /] &27F =EEHAE W ARATE §E g Sl

5: final byte badsalt = (byte) 100;

6: byte[] rslt = null;

7:

8: try

9: {

10: MessageDigest md = MessageDigest.getInstance("SHA-256");
11: // Salt &g FFE Wt

12: md.update(badsalt);

13: rslt = md.digest(msg);

14: }

15: catch (NoSuchAlgorithmException e)

16: {

17: System.out.println("Exception: " + e);

18: }

19: return rslt;

20:  }

Salt(F2 nonce)FHOEZE AE35H7] oJE R GFE AREEok StRE, oFo] olH & salt
< WA 23S ¥R TSI AMgsteof gk

H2® 2ot 7|5 »
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H HAEF =9 4 - JAVA

L e
2: public byte[] encrypt(byte[] msg)

3: {

4: byte[] rslt = null;

5:

6: try

7: {

8: SecureRandom prng = SecureRandom.getInstance("SHA256PRNG");
9: String randomNum = new Integer( prngnextInt() ).toString();

10: MessageDigest md = MessageDigest.getInstance("SHA-256");

11:

12: /] AR B 55 Agst Yoo AE Aok dith

13: md.update(randomNum.getBytes());

14: rslt = md.digest(msg);

15: }

16: catch (NoSuchAlgorithmException e)

17: {

18: System.out.println("Exception: " + e);

19: }

20: return rslt;

21: }

22: |}

thee) clAlE RAYEEE 3b7] A, BA719 Q7B YA Slal A EaE B

© HobY FRW Fo| £ BHo] AYP A4S BHoE AFHE Fooltk

B AT F=9] o - JAVA

SecureRandom random = new SecureRandom();

KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
generator.initialize(2048, random);

KeyPair pair = generator.generateKeyPair();

Key pubKey = pair.getPublic();

Key privKey = pair.getPrivate();

Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);
byte[] cipherText = cipher.doFinal(newPassword.getBytes());

D TR LI S e

-
@

2 Fa 74
[1] CWE-326 Inadequate Encryption Strength, http://cwe.mitre.org/data/definitions/326.html

[2] 2010 OWASP Top 10 2010 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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23. 2= A ol E A] 9| 2$] = (Password Management: Password
in Redirect)

7} A9

HTTP eltjoljEx §8ek$AE $3) HITP GET o1& AL of A% F2
ol Sl YU Agel wRdog, AZAEE o WL FalA Bl A
© 9galt. ook @ UML) WUE Fao A 230l ¥T, 9 ZIAE of

ﬂﬂomg Az, AgA7t dEd w29 srt Azele] ge Rie] YA ok

. A 29714
= 28} Serveletol 4] sendRedirect H|AEE A= H A= 5 Hbo 1173 HUA=
T T HolAZ Hte] W1g HRE Bl wj= GET ¥4fe] obd POST 4o
2 getrle & Agslor ok

=
N
0z

=
U
o} <A &
th9l olAlE HTTP 24 (Request)S GET WA02 AREFozM Z2 s FHof on
A R 9ot >
o
| WodsAde asd A java "
L eeens
2:  public void redirect(ServletRequest r, HttpServletResponse response) throws IOException
3
4: String usr = r.getParameter("username");
5: String pass = r.getParameter("password");
6:
7: // HTTP gte|HEE Heke-A = F3l] HITP GET requests HAAIZIT
8: response.sendRedirect("j_security_check?j_username=" + usr + "&j_pass-
word=" + pass);
9: }

£ HolAE B
HES dgsjof 3+

B ¢AF 3=9 o - JAVA

2:  public void redirect(HttpServletRequest request, HttpServletResponse response) throws
IOException
{

request.getSession().invalidate();

String usr = request.getParameter("username");

String pass = request.getParameter("password");
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/] A== fEAE AART

: if (usr == null || ".equals(usr) || pass == null || "".equals(pass) ) return;

10: if ( !pass.matches("") && pass.indexOf("@!#") > 4 && pass.length() > 8 )

11: {

12: e

13: }

14: // POST Hk2l 0 7 o] X E J Ao} st}

15: String send = "j_security_check?j_username=" + usr + "&j_password=" + pass;

16: response.encodeRedirectURL(send);

17: )

O HojA = Hke] w1k fﬂ ARE B m= RSAS 22 433 7He AA =
£d 3= JHE HolHE ALshs Zlo] Hebd kst thao dals STteldEe]

Al public keyE 7FAaL ¢ 15}0]] Al B2 HlolElE private key® 53535131 1 HolH
£ Mo R HoAE At Aotk

B ¢HAF Z=9 o - JAVA

public class Service extends HittpServlet

{
private final String COMMAND_PARAM = "command";

1

2

3

4

5. // Command #3 %

6 private final String CHANGE_PASSWORD_CMD = "get_user_info";

7 private final String USER_ID_PARM = "user_id";

8 private final String PASSWORD_PARM = "password";

9 private final String NEW_PASSWORD_PARM = "new_password";

11:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

12: |

13: String command = request.getParameter("command");
14: if (command.equals(CHANGE_PASSWORD_CMD))
15: {

16: SecureRandom random = new SecureRandom();

17: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
18: generator.initialize(2048, random);

19: KeyPair pair = generator.generateKeyPair();

20: Key pubKey = pair.getPublic();

21: Key privKey = pair.getPrivate();

22:

23: // public keyE Z}o]AE BEUln, ZFE}O|AENA T keyE vIROE QtEslg Hlo]
HE BE ¥ OA AHZ 2 HolEE At
24:

-
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26: String userld = request.getParameter(USER_ID_PARM);

27: String password = request.getParameter(PASSWORD_PARM); //¥&3tH 9=
28: String newPassword = request.getParameter(NEW_PASSWORD_PARM);

29:

30:

31: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");

32: cipher.init(Cipher.DECRYPT_MODE, privKey);

33: byte[] cipherText = cipher.doFinal(newPassword.getBytes());

34:

35: response.encodedRedirectURL("http:/ /linksite?id=" + userld + "&password=" + =
String(cipherText)); no

36 ) 02

37:

38}

39:

40: }

o il

[1] CWE-359 Privacy Violation, http://cwe.mitre.org/data/definitions/359.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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194

24, & XENMS RO t}F A4 (Multiple Binds to the Same Port)

7}

2}

<k
shbe] ZEo| thre] Aol ARHE AL HESE A9, Folnl EEoN FaEE
Az AeEs sjzle] BugelAY e FAATL AuAE 28T 5 gl

QAF ZQJ71H
WA ~UF FA w22 F JouE UDP ZEEZ 3hte] ZEHT O o] 79
AW Z 2AS vRIgEA = ¢t %D}
A
el XE WEo o /e Ao vkIdEE AL FegozH Hzl 24y 7
Ed 4 Aok

1: ......

2: final int INPORT = 1711;

3: void sockport()

4: {

5: try

6: {

7: java.net.DatagramSocket socket = new java.net.DatagramSocket(INPORT);
8: socket.setReuseAddress(true);
9: }

10: catch (SocketException e) { -+ }
11: }

12: |}

ZEEZe FBglel EES ANE R4S WY eholok Tt

H A I=9] 9 - JAVA
1: ......
2: final int INPORT = 1711;
3:  void sockport()
4
5 try
6: {
7 java.net.DatagramSocket socket = new java.net.DatagramSocket(INPORT);
8 socket.setReuseAddress(false);
o: }
10: catch (SocketException e) { -+ }
11 }
i 7

[1] CWE-605 Multiple Binds to the Same Port, http://cwe.mitre.org/data/definitions/605.html
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A3d Az 9 H

Az JdEiel tiE FHebdoldt Z2age] & FAANAM A Jide 2F 7
(Z2AZ F2 28 S)oly Al=E Aol B AR gHEolu Ald ARr)dl &
HAFHe I olHId HFH Hohe= ASE= HE=H(dead lock)olnt, Aol o

43t
BAzA, w= AH 13 52 E 5 Aok

I

=
Rl
§—1_

1. A4 Z27: A A F AFS-Al A (Time-of-check Time-of-use(TOCTOU)
Race Condition)

7t A9
WA AR(HE| Z2A 22 FEF ST oME AL@HY, 24 5)S AHeEH]
of ehA Ade] HElE ARG AN AU S ARSI AR A AR Aol ThEY]
o, AASHE Al-(time of check)oll EAI3tE 2bo] A83l Al (time of use)ol] A
HA = 5 AL Aurt Wske A9t ST shuke] Abdol thake] FAlel AR
I AREAI ] 22 AV AR A8 718k &F ¥ okvd wARdH 3 2
Al T

Z2MAA ZTZMAB

ZHAL
(TOC)
M-
(Tou)

<a¥ 2-16> A=A« AAAHA AHEAIH(TOCTOU)
<19 2-16>3% o], ZEA2 A B/b EAlshe HE BEA2Y A ZaAx

AL AS(H G7)el @A AP sHde] EASHEA FAsks FHTOOE AL ol
£ ZEAs BAA Y RS obx AGAASA % FElol7] W, HF Aol
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196

< H3H A

A Qe ZRAz AL HIshl Bk ST AA ASTOU) Aol ZEAls A
ZASA e AU AgED 3] MRl oF Fol AT F AUk

olg} o] shite] Aol Tistel HA AAAHT ALGAR] Fek ATl Hepdow
A8l F715 oF W oher wagE B3 2 BAHel WA,

0
3
=
k
5 ol
=N
L

¢
of

of o o
—?E
£
Ol

3
o
of
I =

AR ]' U)E o] 2e=rk st AHEE 9, §718F & (synchronized) &
6}1/}-4 »PEut A2 Jlsse® z2 7S ZAgstadol 3t
Hassly] Yl YAZE FHNE 573 FROE AT

oll
o E
gl =gt %%H TE MEE W= thread safe &0 F% AtE &t

[ 2f

o

0:]

T oox

. A

teel dAE el EAE s R YA FAS AgHE RS WY
£ eA AL SIS A%, Aol thd AR BAsel Ze o) ol
RS FUE £9E F Utk =W 9 AL AGRE ol 8] UL WS S
370l AkT 5 Ack

>‘.I

1:  import java.io.*;
2
3:  class FileAccessThread extends Thread
4 A
5: public void run()
6 {
7 try
8 {
9 File f = new File("Test_367.txt");
10: if(f.exists())
11: { // e pdo] &8k 9 WL o%
12: BufferedReader br = new BufferedReader(new FileReader(f));
13: br.close();
14: }
15: }
16: catch(IOException e)
17: {
18: System.err.printin("IOException occured");
19: }
20: }
21: }
22:  class FileDeleteThread extends Thread
23 |
24: public void run()
25: {
26: File f = new File("Test_367.txt");
2 Y Al



27:

28: if(f.exists())

29: { // %ef gpdo] EAstd LS 2%

30: f.delete();

31: }

32: }

33}

34:

35:  public class U367

36: |

37: public static void main(String[] args)

38: {

39: // TR g7lek e s AS T FRZTh

40: FileAccessThread fileAccessThread = new FileAccessThread();

41: FileDeleteThread fileDeleteThread = new FileDeleteThread();

42: fileAccessThread.start(); >

43: fileDeleteThread.start(); 4211

) I

45} of
N
o
In

wEbd G dAeE o]l F713 7E<%  synchronizedE AHESEd  FfrAbd

("Test_367.txt") 0] S0l ALEHA| BEF sfof 3ot

B AT F=9] o - JAVA

import java.io.*;

1:
2:
3:  class FileAccessThread extends Thread

4. |

5: //  synchronized & AHEEO 2N BES F35= 5 AAHE AA 9 locko]
6: // A8A T2 Thread AA f o T84 ik

7 public synchronized void run()

8: {

9:

try
10: {

11: File f = new File("Test_367.txt");

12: if(f.exists())

13: {

14: BufferedReader br = new BufferedReader(new  FileReader(f));
15: br.close();

16: }

17: }

18: catch(IOException €) { System.err.println("[OException occured"); }
19: }

20:  }

21:  class FileDeleteThread extends Thread
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22:

23: public synchronized void run()

24: {

25: File f = new File("Test_367.txt");

26:

27: if(f.exists())

28: {

29: f.delete();

30: }

31: }

32: 1}

33:

34:  public class S367 {

35: public static void main(String[] args) {

36: FileAccessThread fileAccessThread = new FileAccessThread();
37: FileDeleteThread fileDeleteThread = new FileDeleteThread();
38: fileAccessThread.start();

39: fileDeleteThread.start();

40: }

41:  }

HttpServetS: 7J<uhe MyServlete] WHITE names AMHE3t UTh name

MyServlets Aol AL&3slE BE AMEAA ARV =E&HTh

1:  public class MyServlet extends HttpServlet

2

3 String name;

4 public void doPost ( HttpRequestRequest hreq, HttpResponceServlet hres )
5: {

6 name = hreq.getParameter("name");

7

8

nameS doPost WAZOTH AL83 4 QUEE ZHE AHoste] AAGHE AAz

B ¢AF Z=9 91 - JAVA
public class MyServlet extends HttpServlet
{

1
2
3 public void doPost ( HttpRequestRequest hreq, HttpResponceServlet hres )

4: {

5: [/AES Z2OF g Aee 38R ASSh] miEe 2R ZojsiA ARt
6 String name = hreq.getParameter('name");

7

8
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A4 name g ofe] 2H= Abolol A FHaloF ATHR, synchronized £ AHE-Sto],
El =

T E718ke devt vk

W ¢AF Z=9 o2 - JAVA

1:  public class MyClass

2

3 String name;

4 public void doProcess (HttpRequestRequest hreq )
5: {

6 7 S I E R EL

7 synchronized

8 {

9 name = hreq.getParameter("name");
10:

11: }

12:

13 }

59 AAE 20 HREIF F4HA S Login logE 7183t ZR2 3ot

=
=1
2
kU
on
N
=
n

1:  import java.io.lOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5 import java.util.regex.Pattern;

6:  import javax.servlet.ServletException;

7:  import javax.servletannotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;

10:  import javax.servlet.http.HttpServletResponse;

1. /*

12:  * Servlet implementation class Sqllnjection

13 */

14:  public class Service extends HttpServlet

15 {

16: private final String COMMAND_PARAM = "command";
17:

18:  // Command #& %o

19:  private final String LOGIN_CMD = "login";

20:  private final String USER_ID_PARM = "user_id";

21:  private final String PASSWORD_PARM = "password";
22:

23:

24:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
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ServletException, IOException
25: |
26: String command = request.getParameter("command");
27:
28: if (command.equals(LOGIN_CMD))
29: {
30: String userld = request.getParameter(USER_ID_PARM);
31: String password = request.getParameter(PASSWORD_PARM);
32:
33: if(checkLoginInfo(userld, password) == true)
34: {
35: recordLoginLog(userld, password);
36: }
37:
38: }
39:  }
40:  private void recordLoginLog(String userld, String password)
41: |
42: File logFile = new File('log");
43: if(logFile.canWrite())
44: {
45: // login logE 7] E3it}.
46: }
47: )
48:
49: }

THAYEIE B, HAE A zel=rt F2
sto] 3 Wo) shitel AEl=nt M JMedtEE WA

B A T o - JAVA

ttlo

1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

4

5

6:  import javax.servlet.ServletException;

7:  import javax.servlet.annotation.WebServlet;
8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;

10:  import javax.servlet.http.HttpServletResponse;

11 /*
12:  * Servlet implementation class Sqllnjection
13: */
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14:  public class Service extends HttpServlet
15 {
16: private final String COMMAND_PARAM = "command";
17:
18:  // Command #& %o
19:  private final String LOGIN_CMD = "login";
20:  private final String USER_ID_PARM = "user_id";
21:  private final String PASSWORD_PARM = "password";
22:
23:
24:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
25: |
26: String command = request.getParameter("command");
27:
28: if (command.equals(LOGIN_CMD))
29: {
30: String userld = request.getParameter(USER_ID_PARM);
31: String password = request.getParameter(PASSWORD_PARM);
32:
33: if(checkLoginInfo(userld, password) == true)
34: {
35: recordLoginLog(userld, password);
36: }
37:
38: }
39: 1}
40:  private void recordLoginLog(String userld, String password)
41 |
42: synchronized(SYNC)
43: {
44: File logFile = new File("log");
45: if(logFile.canWrite())
46: {
47: // login logE 7| &3tk
48: }
49: }
50:  }
51: .
52: }
AR

[1] CWE-367 Time-of-check Time-of-use(TOCTOU) Race Condition,
http:/ /cwe.mitre.org/data/ definitions/367.html
[2] Michael Howard, David LeBlanc and John Viega. "24 Deadly Sins of Software
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Security". "Sin 13: Race Conditions." Page 205. McGraw-Hill. 2010

[3] Andrei Alexandrescu. "volatile - Multithreaded Programmer’s Best Friend". Dr. Dobb’s.
2008-02-01

[4] Steven Devijver. "Thread-safe webapps using Spring"
David Wheeler. "Prevent race conditions". 2007-10-04

[5] Matt Bishop. "Race Conditions, Files, and Security Flaws; or the Tortoise and the Hare
Redux". September 1995

[6] Johannes Ullrich. "Top 25 Series - Rank 25 - Race Conditions". SANS Software Security
Institute. 2010-03-26
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2. AoJEE AHE3HA] ¥+ A E<(Uncontrolled Recursion)

7 A9
AR @35E Aojskx Rt FPd wme} T2 sd 5o Adg Aot

Al A8 sl dis-2e] B9, 7d Ed(base case)ol fi= ZH%HZ‘L’“E I F
Zoll WA SA H3 ALEE FEFeRA Axge] FAHR] MulaE AT 5 6l
Al .

Func_A Func_A Func_A

=
)
oz

//

Func_A Func_A Func_A

NN

A B4 at ks

Sloiz REElY

<ad 217> A& AH&sHA B AT

AAHoz A=

=
s
wE BY 7S U

L e
2:  public int factorial(int n)

3 A

& /) A BE] ZAR/MEE B o)RelN Yojuw tRE 53 ANE IR0
5 return n * factorial(n - 1);

6: }

RE A7 5FL 2ATOIY WEE B cholA o] Fol Ao,
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204

QA FZ 9| o - JAVA

{

public int factorial(int n)

int i;

/] BE AT 5FE ZARON} WEE B glo|q o] Lol Aokt

if (n ==1)
{

i=1;
}
else

-
[}

n * factorial(n - 1);

return i;

2|

=

teol dAs daEel 54 BQe 3 zadeld. ey $d F 4

a3y wp2rlr] 2e Aol EASY FEF A% e AAY TRz WA

.

=4
2~
T

p=h
=
9;11\

<« H3H

1: // Directory & Symbolic link(or HF27F71)7} S1-& A9, A && 4 Arh
2:  public String findFile(String rootDir, Strinf fileName)
3:

4:  String]] fileList = getSubFiles(rootDir);

5: for(int fileldx = 0; fileldx < fileList.length; fileldx++)
6: {

7: if(isDirectory(fileList[fileIdx]) == true)

8: {

9: String foundPath = fileFile(fileList[fileldx], fileName);
10: if(foundPath != null)

11: {

12: return fileList[fileldx] + foundPath;

13: }

14: }

15: else

16: {

17: if(fileList[fileldx].equals(fileName) == true)

18: {

19: return fileName;

20: }

21: }

A2 3 el



22: }
23}
AA ZEoAe AEd FaE wepiA ¥EF e Feo| Fasit

B AT F=9 o - JAVA

1:  // Symbolic linkE w74 F=5 2heth

2:

3:  public String findFile(String rootDir, Strinf fileName)

4. |

5: String][] fileList = getSubFiles(rootDir); =
6: for(int fileldx = 0; fileldx < fileList.length; fileldx++) no
7: { oz
8: if(isDirectory(fileList[fileldx]) == true)

9: {

10: if (isSymbolicLink(fileList[fileIdx]) == false) -
11: { U
12: String foundPath = fileFile(fileList[fileldx], fileName); ﬁ
13: if(foundPath != null) on
14: { N
15: return fileList[fileldx] + foundPath; =
16: } In
17: }

18: }

19: else

20: {

21: if(fileList[fileldx].equals(fileName) == true)

22: {

23: return fileName;

24: }

25: }

26:  }

27. '}

2. I3 24
[1] CWE-674 Uncontrolled Recursion, http://cwe.mitre.org/data/definitions/674.html
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3. 73

A Z7A: A3 dolgH o]~ ¥ZH(Race Condition: Static Database

Connection, dbconn)

7}

.

=1

206 <« H3E Al

<K
37 Weod A4E DB
Aol shike] EdA Aol gt

AAe zY= Aolo] FHHAW, EAAH Pax AAE F
A48 & oM oFVF BT F Yk

[e}

Y 79718
Z "ol A DB 92L& g = Alololl FfElo] A ZZ(race condition)S 3k

T Jon® DB 928 BF o AAstd < "k

U

sk

A
029 ojAle} o] DB ¢4d AAE A7 o A8t HAA FZ(race condition) &

Lo eeeens
2. // DB 94 AA7t A P AR oHE {4 5 AUk

3: private static Connection conn;

4:  private static final String CONNECT_STRING = ‘"jdbc:ocl:orcl";

5:

6:  public Connection dbConnection(String url, String  user, String pw)

70

8: InitialContext ctx;

9: try

10: {

11: ctx = new InitialContext();

12: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
13: conn = datasource.getConnection();

14: }

15: catch (NamingException e) { -+ }

16: return conn;

17: }

18:  eeeees

747 271 (Race condition)= o%3t7] 913 DB A AAE 54 o ARGt

W AR I 4 - JAVA

2. // DB 92 A= B4 o] A3 St
3:  private Connection conn;
4:  private static final String CONNECT_STRING = "jdbc:ocl:orcl";

3

=]
0z
=



15:

public Connection dbConnection()

{
InitialContext ctx;

try
{
ctx = new InitialContext();
DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);

conn = datasource.getConnection();

}
catch (NamingException e) { -+ }

return conn;

o
2
i)
[
2
2
o)
ol
ol
rd

74748 zZl(race condition)<

T AUtk conn®] null ©] okH, F o|n] EA5= DB Connection®] EAsithd 2

MZ L Connectiong THEA] &1l 7]£2] AL FH3H L A=A Hoh

public class SearchThread extends Thread

{

static private String jdbc_driver = "oracle.jdbc.driver.OracleDriver";

static private String jdbc_url = "jdbc:oracle:thin:@123.234.33.22:1521:company";
static private Connection conn = null;

static private String dbPassword;

private String searchltem;

public SearchThread(String searchltem)
{

this.searchltem = searchltem;

}

public void run()
{
if(conn == null)
{
conn = DriverManager.getConnection(jdbc_url,"123.234.33.22", dbPassword);
}
// Search items
}
}
public class ItemSearcher

{
public void searchltems(ArrayList<String> items)

H3E AlZH &
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26: |

27: ArrayList<SearchThread> threads;

28: for(int idx = 0; idx < items.length(); idx++)

29: {

30: SearchThread thread = new SearchThread(items.get(idx));
31: threads.add(thread);

32: thread.start();

33: }

Z¥zye] ¥ =ultt DB connections 3 ZE=E 1] transaction®] 3] Aol
g8 sl dour F=F sk (e 2FE7F connAE S TtE = 5E3% Alg

2 7behA gkt

H A3 I=9] 4 - JAVA

1:  public class SearchThread extends Thread

2. |

3:  static private String jdbc_driver = "oraclejdbc.driver.OracleDriver";
4:  static private String jdbc_url = "jdbc:oracle:thin:@123.234.33.22:1521:company";
5: private Connection conn = null;

6:  static private String dbPassword;

7. private String searchltem;

8:

9:  public SearchThread(String searchltem)

10: |

11: this.searchltem = searchltem;

122}

13:

14:  public void run()

15 {

16: conn = DriverManager.getConnection(jdbc_url,"123.234.33.22", dbPassword);
17:

18: // Search items

19:  }

20:  }

21:  public class ItemSearcher

22: |

23:  public void searchltems(ArrayList<String> items)

24: |

25: ArrayList<SearchThread> threads;

26: for(int idx = 0; idx < items.length(); idx++)

27: {

28: SearchThread thread = new SearchThread(items.get(idx));

208 <« H3E A[ZH Z HEH



29: threads.add(thread);
30: thread.start();

31: }

32:

33}

34: }

L3 B
[1] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization
(Race Condition), http://cwe.mitre.org/data/definitions/362.html

=
)
ozl

[2] Java 2 Platform Enterprise Edition Specification, v1.4, Sun Microsystems

Sloiz REElY
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4. 3R z7: ASE ¥ FE(Race Condition: Singleton Member Field)

7}

=1

210 <« H3E A[Z

A9
AEB(Serviet)o] W F=& g =9 FHE F 7] WEel, AEE W =
of 47" @2 tE ARgAAl =EE 5

QAT 7Y
AHgA} HolElE A B39 Feo] st dolele] tigk AA Z7(race condition)<
ob7|5led, ALgA7) 2 AlgAte] HolHE B 4 ok welr, AHeAl Y HolE s
AEale] e AgstA| wofol st

oA A

teel oAl 84 ddsel e WEd AR F, 9 2EYe wui. oA
& B AgA BAAAE SWEA BASA, 299 AGATE A FAG AB3lel
AosE e AeAe YRE ¥ F ok

public class RaceCon extends javax.servlet.http.HttpServlet

1
2

3 // FEIE S wipAsEgte] AR 98 E A e AHSAe] RS
4: private String name;
5
6

e
4>
%0
o

protected void doPost(HttpServletRequest req, HttpServletResponse res) throws
ServletException, IOException

{

® N

name = req.getParameter("name");

2% W] e FE dialel] Ao Ao

B AAF F=9] 9 - JAVA

1:  public class RaceCon extends javax.servlet.http.HttpServlet
2
3: // private String name; <- W TEF ARESHA] =t
4 protected void doPost(HttpServletRequest req, HttpServletResponse res) throws
ServletException, IOException
{
// SRR S Ao} W] g,
String name = req.getParameter("name");

n

if (name == null || .equals(name)) return; //name = "user";

o ® N

=]
0z
=



TU AR BAANME SHHA FAA, 299 ASATE AL] A AR H2
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jo8)
N
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2O 9 PN T E BN S0 PTG E D2

33:
34:
35:
36:
37:
38:
39:

// fillUserLogininfo= E| id, passwordg ‘@74 W& S 2 W] AAgich
import java.io.IOException;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;
import java.util.regex.Pattern;
import javax.servlet.ServletException;
import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;
import javax.servlet.http. HttpServletRequest;
import javax.servlet.http. HttpServletResponse;
/*
* Servlet implementation class Sqllnjection
*/
public class Service extends HttpServlet
{
private final String COMMAND_PARAM = "command";

// Command #H A

private final String GET_USER INFO_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id'";

private final String PASSWORD_PARM = "password";
private String userld;

private String password;

private void fillUserLoginInfo()

{
userld = request.getParameter(USER_ID_PARM);
password = request.getParameter(PASSWORD_PARM);

}

protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");

if (command.equals(GET_USER_INFO_CMD))
{
fillUserLoginInfo();

Statement stmt = con.createStatement();

H3Z Azt H HEf »
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40: String query = "SELECT * FROM members WHERE username= "" + make-
SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

41: stmt.executeUpdate(query);

42: }

43:

4. |}

45:

46: }

2% W] e F= tiilel] W A E new= FI7

fo

ol Agein

B HAF F=9 o - JAVA

1. // fillUserLoginlnfo= ¥ id, passwordE A7 W& AS AY W] At
2:  import java.io.IOException;

3:  import java.sql.Connection;

4:  import java.sql.Statement;

5. import java.util.regex.Matcher;

6:  import java.util.regex.Pattern;

7:  import javax.servlet.ServletException;

8 import javax.servlet.annotation.WebServlet;

9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;

11:  import javax.servlet.http.HttpServletResponse;

12: /**

13:  * Servlet implementation class Sqllnjection

4.  */

15:  public class Service extends HttpServlet

16: |

17:  private final String COMMAND_PARAM = "command";
18:

19: // Command & A9

20: private final String GET_USER_INFO_CMD = "get_user_info";
21: private final String USER_ID_PARM = "user_id'";

22: private final String PASSWORD_PARM = "password";
23:  private String userld;

24:  private String password;

25:

26: private final int USER_ID_INDEX = 0;

27:  private final int USER_ PASSWORD_INDEX = 1;

28:

29:  private String[] fillUserLoginInfo()

30: |

31: String [] loginInfo = new String[2];

32: loginInfo[USER_ID_INDEX] = request.getParameter(USER_ID_PARM);

212 <« H3E A
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33: loginInfo[USER_PASSWORD_INDEX] = request.getParameter(PASSWORD_PARM);

34: return loginInfo;

35}

36:

37:  protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

38 |

39: String command = request.getParameter("command");
40:

41: if (command.equals(GET_USER_INFO_CMD))

42: {

43: String[] logininfo = fillUserLoginInfo();
44: String userld = loginInfo[USER_ID_INDEX];
45: String password = loginInfo[USER_PASSWORD_INDEX];

46: Statement stmt = con.createStatement(); -
47: String query = "SELECT * FROM members WHERE username= "' + make- Hu
SecureString(userld, MAX_USER ID_LENGTH) + " AND password = " + make- 2
SecureString(password, MAX_PASSWORD_LENGTH) + ""; (l)ﬂﬂ]
48: stmt.executeUpdate(query); N
49: } §
50: In
51:  }
52: ..
53 }
g F3 24

[1] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization
(Race Condition), http://cwe.mitre.org/data/definitions/362.html

[2] The Java Servlet Specification, Sun Microsystems
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5. J2EE 253 &$#: 29 =9 ZFH AL (2EE Bad Practices : Direct
Use of Threads)

7% A
EE REE Y $EELIPAN S AEE TAND A G 2A=E A7
AgEHE A BAlel g FATA AT WY AL AT ZaAYYaE AEol

e

J2EE Z2 el X ~dSg AW A4stel AgsE, w3 A, 448 =4, 2 7E
N8 2F Fol AT F AUtk

1:  public class runthread extends HttpServlet

2: |

3: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

4 {

5 // Thread® YHE1l backgroundolAl 2tg-& Gyttt

6: Runnable r = new Runnable()

7 {

8 public void run()

9 {

10: System.err.printin("do  something");

11: }

12: |3

13: new Thread(r).start();

14: }

15}

zH=s AR ARSete A il g SdEolA Algste BE A3E 9 Zdd

H AT =9 4 - JAVA

1:  public class runthread extends HttpServlet

2

3: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

4: {

214 <« H3E A[ZH & e



5 // 8L Threadoll telx Lxk 2u} Fej=F WETH
6: // New MyClass().main();

7

8 // FrF asyncE WHEAUE 7] A= JAVA Runtime S
9: // A&t asyncE BAlSHE Al Eh

10: Runtime.getRuntime().exec("java AsyncClass");
11: }

122}

13:

14:  class AsyncClass

15

16: public static void main(String args[])

17: {

18: // Process and store request statistics.

19: /] e

20: System.err.printIn("do something");

21: }

22:  }

J2EE Z2IdellA =g =8 A3 Adste] AR, w g, B 23, 9 78 F
718k &7 Tl TAL & dok B2 A= threadstarts 2% Fdte= FE=Z ARBSH
a3tk

=
=1
2
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1:  // Thread startZ 24 call

2:

3:  public class SimpleAsyncServlet extends HttpServlet

4 |

5. /%

6:  * Simply spawn a new thread (from the app server’s pool) for every new async request.

7: * Will consume a lot more threads for many concurrent requests.

8: */

9:  public void service(ServletRequest req, final ServletResponse res) throws ServletException,
IOException

10: |

11:  Thread thread = new Runnable()

122 {

13: public void run()

14: {

15: try

16: {

17: ctx.getResponse().getWriter(). write(MessageFormat.format("<h1>Processing
task in bgt_id:[{0}]</h1>", Thread.currentThread().getld()));

18: }

19: catch (IOException e)
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log("Problem processing task", e);
}
ctx.complete();
}
2
thread.start();
}

[>

=)

=

=
—=

rr

A 83

o,

ti2lel], =f

ol

o )

£ Mg

W ¢HAEd ZT o o - JAVA

1: // Frameworkol A AF3t= async 715 AHE-
2:  public class SimpleAsyncServlet extends HttpServlet
3. |
40
5. * Simply spawn a new thread (from the app server’s pool) for every new async request.
6:  * Will consume a lot more threads for many concurrent requests.
7: */
8:  public void service(ServletRequest req, final ServletResponse res) throws ServletException,
IOException
9: |
10: // create the async context, otherwise getAsyncContext() will be null
11: final AsyncContext ctx = req.startAsync();
12: // set the timeout
13: ctx.setTimeout(30000);
14: // attach listener to respond to lifecycle events of this AsyncContext
15: ctx.addListener(new AsyncListener()
16: {
17: public void onComplete(AsyncEvent event) throws IOException
18: {
19: log("onComplete called");
20: }
21: public void onTimeout(AsyncEvent event) throws IOException
22: {
23: log("onTimeout called");
24: }
25: public void onError(AsyncEvent event) throws IOException
26: {
27: log("onError called");
28: }
29: public void onStartAsync(AsyncEvent event) throws IOException
30: {
31: log("onStartAsync called");
216 <« T3E A[Zh I JE




32: }

33: s

34: // spawn some task in a background thread

35: ctx.start(new Runnable()

36: {

37: public void run()

38: {

39: try

40: {

41: ctx.getResponse().getWriter(). write(MessageFormat.format("<h1>Processing

task in bgt_id:[{0}]</h1>", Thread.currentThread().getld()));

42: }

43: catch (IOException e)

44: {

45: log("Problem processing task', e); -

46: } U

47: ctx.complete(); 2
kL

48: } oo

49: ) N

50: } §
n

teel dAdME HUe YREHT Ytk HY YRS Ase] A A2 sds
£ A4 ot

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

1:
2:
3:
4:
5; // Command ¥ %2
6: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";
7
8: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
10: String command = request.getParameter(COMMAND_PARAM);
11:
12: if (command.equals(UPLOAD_DOCUMENT_COMMAND))
13: {
14:
15: Thread uploadThread = new UploadDataReciever(fileName);
16: uploadThread.start();
17: }
18:
19: }

e
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20:
21:
22:
23:
24:

26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:

class UploadDataReciever extends Thread
{
public void run()
{
// Create a new file upload handler
ServletFileUpload upload = new ServletFileUpload(factory);
// maximum file size to be uploaded.

upload.setSizeMax( maxFileSize );

try
{

// Parse the request to get file items.
List fileltems = upload.parseRequest(request);

// Process the uploaded file items

Iterator i = fileltems.iterator();

while ( ihasNext () )
{
Fileltem fi = (Fileltem)i.next();
if ( !fi.isFormField () )
{
// Write the file
if( fileName.lastindexOf("\\") >= 0 )
{
file = new File( filePath +
fileName.substring( fileName.lastindexOf("\\"))) ;
}
else
{
file = new File( filePath +
fileName substring(fileName.lastindexOf("\ \")+1)) ;
}
fi.write( file ) ;

H &

@},
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® N a@ ey

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:

public class Service extends HittpServlet

{
private final String COMMAND_PARAM = "command";

// Command #d 72

private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

protected void doPost(HttpServletRequest request, HttpServletResponse response)

throws ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(UPLOAD_DOCUMENT_COMMAND))
{
// Create a new file upload handler
ServletFileUpload upload = new ServletFileUpload(factory);
// maximum file size to be uploaded.
upload.setSizeMax( maxFileSize );

try
{
// Parse the request to get file items.
List fileltems = upload.parseRequest(request);

// Process the uploaded file items

Iterator i = fileltems.iterator();

while ( ihasNext () )
{
Fileltem fi = (Fileltem)i.next();
if ( 'fi.isFormField () )
{
// Write the file
if( fileName lastIndexOf("\\") >= 0 )
{
file = new File( filePath +
fileName.substring( fileName.lastindexOf("\\"))) ;
}
else
{
file = new File( filePath +
fileName.substring(fileName.lastIndexOf("\\")+1)) ;

}
fi.write( file ) ;

M3 AlZt
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44: }
45: }
46: }

47: }

48: }

49: }

2. 3 74
[1] CWE-383 J2EE Bad Practices: Direct Use of Threads,
http:/ /cwe.mitre.org/data/ definitions /383.html

[2] Java 2 Platform Enterprise Edition Specification, v1.4, Sun Microsystems
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6. AEE | F&g o] WP YA & (Symbolic Name not
Mapping to Correct Object)

7} A9

NBYPE Agstel B4 e Agse A%
zAstel ZEagol A o= FA4E R

e AEYYo] Zhels e

34
¥ + o

. kHE 39719
- ZE2 AR B2 dells e AEAE FEAA PHoRT TEFoF et

o}, dA)
javalang.Class.forName()-> 15 #AEE 7|¥o 2 3 FH2E ¥H8Hreturn)sHAI R
ARGl "o F O E2A AASE FHl2Tt AAY U3 WAEE TSt USES BA
skA] Zgket

L e

2: public  void fromName() throws ClassNotFoundException, InstantiationException,
Illegal AccessException

3: {

4: // Class.forName .2 Fe|2~5 A5t ok

5: Class ¢ = Class.forName("testbed.unsafe.U386.Add");

6: Object obj = (Add)c.newlInstance();

7: Add add = (Add) obj;

8: System.out.println(add.add(3, 5)); // 34

9:

10: Object obj2 = (Add)Class.forName("testbed.unsafe.Add").newInstance();

11: Add add2 = (Add) obj2;

12: System.out.printin(add2.add(3, 5)); // 8

13: }

14:

15: class Add

16: {

17: int add(int x, int y)

18: {

19: return x +y;

20: }

21: }

22: }

23:  class Add

24: |

25: int add(int x, int y) {  return (x*x + y*y); |}

26: |}
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java.lang.Class.forName t4l, Zt &9 AGAE AR &3] AAS YA

B ¢HAF F=29 o - JAVA

L eeeens

2: public  void fromName() throws ClassNotFoundException, InstantiationException,
Illegal AccessException

3: {

4 // AAL] B AR BAAE EEdte] AYETH:

5: testbed.safe.5386.Add add = new testbed.safe.S5386.Add();

6: System.out.printin(add.add(3, 5));

7: testbed.safe.Add add2 = new testbed.safe.Add();

8: System.out.printin(add2.add(3, 5));

9: }

10:

11: class Add

12: {

13: private int add(int x, int y)

14: {

15: return x + y;

16: }

17: }

18 }

19:  class Add

20: |

21: int add(int x, int y) {  return (x*x + y*y);, }

22: }

teol Al 2EE AEY P2 522 RASIWS 2SR A B e A
A FA HLYE HAL 9lof Hek APE 2T + Ut

//Symbolic linkZ AAH fileS &%
Irwxrwxrwx passwd 1 user Domain Users .... passwd -> /etc/passwd

FileReader reader("./passwd");

U e

int ch = reader.read()

2:  srw-r-r-- 1 user Domain Users ... /etc/passwd

< H3E ANzt H HH



4:  FileReader reader("/etc/passwd");

5. int ch = reader.read()

2k Fa 23
[1] CWE-386 Symbolic Name not Mapping to Correct Object,
http:/ /cwe.mitre.org/ data/ definitions/386.html

=
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7. o8 AAE JF

7h A9
Z&5 AAE #a(double-checked locking)2

zZ#We] §

(Double-Checked Locking)

Awk, o 23 Y2 FFeA] gt
F713 0142 Fol7] 9lal, TeIaYHE s AAw ¥3E & IS A=E A4
Ak, Anpell A A Fx FAE S5ty AFAE TESFEE =3 AAVE St
Al 2718457 ke oA ALEEE AT B 5 Ak
. A 39719
54 a2t ()EFEHAS AT A9 TSR 7 vol 2A HAAE AR
Ashs Apdo] (M TFHUEA o] Bhssint
FE AAME gl tigh 9 RS 4 AS HasE Fr|ssof gt
o dA)
059 dAlE= 3] helper AANE S92 = JEF I=rF AAAHJG ol EFS
3 71312 HslaA A AAS BASE AXE Bt a#Y b A
dZ2 FAE 83t APAE STESEE, helper A7 $HsHA 2718k=A] &
el AHgEE A7 EAE 5 AT

T e
2: Helper helper;
3:
4: public Helper MakeHelper()
5: {
6: // helper 2A19] null A2l e|X= 7187} HA S
7: if (helper == null)
8: {
9: synchronized (this)
10: {
11: if (helper == null)
12: {
13: helper = new Helper();
14: }
15: }
16: }
17: return helper;
18: }
19:
20: class Helper
21: {

224 <« H3E Azt e



1S

FTE AAE ZAael U 4 2As 94 B, was A dis §718kE st
§‘_]__

B ¢HAF =9 o - JAVA

1. e
2: Helper helper; =
3: N
& /) MRS ARG e 57158 e 1YY, 0!
5: public synchronized Helper MakeHelper()
6: {
7: if (helper == null) >
8: { =1l
9: helper = new Helper(); ﬁ
10: } oo
11: return helper; _;_
12: } |_|_|
13}
14:
15:  class Helper
16: |
]7: ......
18: }
39 o AolA] instanceE AEO 2 ATt JA|T AA A Y= M-S BA

SHA= SRtk

2

3 static LogRecorder instance = null;
4 private LogRecorder() {}

5:  public LogRecord getInstance()
6:

7 if(instance == null)

8

9

{

synchronized(this)
10: {
11: if(instance == null)
12: {
13: instance = new LogRecorder();

H3Z Azt 5 A »r 225
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8 A48 gael U@ 9EF BAS AT A5, Mas QA o 57188 =
o}

|
o3

bAZ F=9] o - JAVA

class LogRecorder
{

static LogRecorder instance = null;

private LogRecorder() {}

{

if(instance == null)

{

1
2
3
4
5:  public synchronized LogRecord getInstance()
6
7
8
9 instance = new LogRecorder();

10: }
11}

2. I3 74
[1] CWE-609 Double-Checked Locking, http://cwe.mitre.org/data/definitions/609.html

[2] David Bacon et al.. "The "Double-Checked Locking is Broken" Declaration".
http:/ /www.cs.umd.edu/~pugh/java/memoryModel / DoubleCheckedLocking.html
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A o Aol gelR e ge] B4 el WS oolH, HA A
et Aol HoHA e FFelA WA oleioltt AuwAE FAH oy I
ML ole wgel Huld G oHAe T Aol Bojstu Lz
Fomm oMY 4 Fol WA F 5 Ax B JPL vAe] WA T & AT B
253 A(Ee A3 AY) #A @2 W Fe oy Huol HmshA we FuE
2Yto] o8 FAAV} oF T 5 U W HoRHFHol WA F+ Utk

1. 27/ "WAIA 53 X =ZF(Information exposure through an error message)

=
)
oz

7} A9

ot

Sloic REElY

>@ ww e pes

e LR S —
WO WA VR BT ESAGID, B ERE e
T wAE remmeis
RIS RNRE

e e ey bee -

G T 6B METLIC

e e AR L8 T

- ua
Ting 98 W BOE. X3 WO
- Bewaw
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<Y 218> LEMAA E3 AR =

<Y 218> “FWAAl B AR =E7e YERFAL JloH, eRstHs FeiA i
ANz SYAATE A= Aol vlolEo] s MSSQLE AHESHE & & Uth

. ke @ 29714
+ QREANAE AR AR A 83 HAT] ARFE XS EE Frh AT
|93 WREH R AHesta AMgAelAl W ARE Xt L/FE FYIA
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o} A

o 9] o]Folut 28 Edo|~E ¥t Z=a9 WF FrI}

Ho
e
it

1:  public static void main(String[] args)
2
3 String urlString = args[0];
4wy
5: {
6 URL url = new URL(urlString);
7 URLConnection cmx =
8
9

url.openConnection();
cmx.connect();

10: }

11: catch (Exception e)

12: {

13: e.printStackTrace();

14: }

15}

9] oo} b EdolxE FHSA Eth

B ¢AF Z=9 o - JAVA

1:  public static void main(String|[] args)

2.

3: String urlString = args[0];

4: try

5: {

6: URL url = new URL(urlString);

7 URLConnection cmx = url.openConnection();
8: cmx.connect();

9: }

10: catch (Exception e)

11: {

12: System.out.printin("dA 49 TA");
13: }

14: |}

O oAl= dle] TAYA 9] WS EHst] A=F

sl

e}

uE FE3

32

1:  public vodi ReadConfiguration()
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{
BufferedReader in = new BufferedReader(new FileReader("config.cfg"));

configuratin.optionl = in.readLine();
configuratin.option2 = in.readLine();
configuratin.option3 = in.readLine();

10:
11: }
12: catch(Exception e)
13: { =
14: System.out.println(e.toString()); // config.cfg7} $1.2 ™ "java.io.FileNotFoundException: no
configcfg (IHE HAE 2 & YFUTh'E 298 0
15: }
16: }
=
o7k WA EE TA AsE dge] EFEA e wg HAEwS BADT 4
7P obddt W2 Ao st et AREAE FAIA]L )] Wgel dhsiME A ﬁ
& o & gl e Aol of
N
B A Z=9 o - JAVA o
1:  public vodi ReadConfiguration()
2
3wy
4: {
5: BufferedReader in = new BufferedReader(new FileReader("config.cfg"));
6
7 configuratin.optionl = in.readLine();
8 configuratin.option2 = in.readLine();
9: configuratin.option3 = in.readLine();
10:
11: }
12: catch(Exception e)
13: {
14: System.out.printin("#73 A3-& A EFU}");
15: }
16: }
g0 dAE= oy BAA F2A o HolAE A redirectA 7)1 QT ZA AN A
BEE FEANTNA 7] AsME, oF AuIaAl Bofx]= oo sl 2 T/ mE
Aol glolil BT e olel Hol A HelFE Zlo] ks,
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W HHE 39 9 - JAVA

1:  catch(NumberFormatException e)

2

3 RequestDispatcherdispatcher=request.getRequestDispatcher("data-error.jsp");
4: [/ AEFAa

5 dispatcher.forward(request response); // 2154 oA Z3k

6

2 Fa 24
[1] CWE-209 Information Exposure Through an Error Message,
http:/ /cwe.mitre.org/data/definitions/209.html
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2. &5 48 )-8 FAl(Detection of Error Condition Without Action)

7k A9

2] dAlE try EF0NA BASE L{FE EH(catch)dtaL UARE T L7 thafA
obF A& St YA Gk wEbA Z2ao] A% AYHY] wfEe] T2l ofH
do] dokeA A3 & 5 gl Ak

1: ......

2:  private Connection conry;

3

4:  public Connection DBConnect(String url, String id, String password)
5

6ty

7 {

8 String CONNECT_STRING = url + "" +id + "" + password;
9 InitialContext ctx = new InitialContext();

10: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
11: conn = datasource.getConnection();

12: }

13: catch (SQLException e)

14: {

15: // catch o] H]o| S

16: }

17: catch (NamingException e)

18: {

19: // catch E&o] v

20: }

21: return conn;

22: |}

915 EZ(catch)3+ ¥, 22| <€) A3} (Exception)ol thete] HAstA A gsfof ot

2:  private Connection conm;

HaZ o2 M2 »
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3:

4:  public Connection DBConnect(String url, String id,  String password)
5 |

6: try

7 {

8: String CONNECT_STRING = url + " + id + ™" + password;
9: InitialContext ctx = new InitialContext();

10: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
11: conn = datasource.getConnection();

12: }

13: catch (SQLException e)

14: {

15: // Exception catch©]¥ Exception®] thgt A3 A& sljoF gt
16: if ( conn != null )

17: {

18: try

19: {

20: conn.close();

21: }

22: catch (SQLException el)

23: {

24: conn = null;

25: }

26: }

27: }

28: catch (NamingException e)

29: {

30: // Exception catch©]$ Exception®] thgh Hdgt A& 3ok g}
31: if ( conn != null )

32: {

33: try

34: {

35: conn.close();

36: }

37 catch (SQLException el)

38: {

39: conn = null;

40: }

41: }

42: }

43: return conn;

44: }
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ol dAl= S REEH delHE ¢olSels TR ClH, try S5olM B

5 EF(catch)st YA I 7o) thalA] ol =X E sta A @nh Z2a
bell Al AH3he A FASC] AR fA=7] "o o Foll FAANA BHE
EotAY A7F §lo] ElelHE f83hs 5o AV 7 5 Arh

2 g

1:  public vodi ReadConfiguration()
22 |
3: try
4 {
5: BufferedReader in = new BufferedReader(new FileReader("config.cfg"));
6:
7: configuratin.optionl = in.readLine();
8: configuratin.option2 = in.readLine();
9: configuratin.option3 = in.readLine(); .
10: ﬂ
11: } 2
12: catch(Exception e) (l)-'lﬂ‘l
13: { ~
14: System.out.printIn(e.toString()); o
15: // Error A2} $1& In
16: }
17: '}
9] E ZZcatch)FH ¥, ZH7te] 9] A3l (Exception) T Al BE ALES 271G EHE
EFE o] AT,
W AAZ F=9] o - JAVA
1:  public vodi ReadConfiguration()
2: |
3: try
4: {
5: BufferedReader in = new BufferedReader(new FileReader("config.cfg"));
6:
7 configuratin.optionl = in.readLine();
8: configuratin.option2 = in.readLine();
9: configuratin.option3 = in.readLine();
10:
11: }
12: catch(Exception e)
13: {
14: System.out.println(e.toString());
15: configuation.optionl = DEFAULT_OPTIONI;
16: configuation.option2 = DEFAULT_OPTION2;

H4Z ol2f M2l »» 233
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17: configuation.option3 = DEFAULT_OPTIONS3;
18: }
19: }

o Fx 23
[1] CWE-390 Detection of Error Condition Without Action,
http:/ /cwe.mitre.org/ data/ definitions/390.html
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3. JA3IA &2 oA 2] (Improper Check for Unusual or Exceptional
Conditions)

7t A9
2209 F4 Fol @50 A3t gol B AW Ae) wx oIl @ =S
AAF AAA We A, ol71X G BAE 01T & Ark

U, SHAF Zg oY
He wElels mE o] Axl ghe Ak, I grol Z1uiE gl Ak, d)9)
NS A 9ol AT A il FAAA dedHHES ).

o}, oA

o] JIALE fileNameol tidk @ A =gle] File AAE A o™, FHLAS o
Z 2§ 2=Q1 ExceptionS AM&3te] QX gE ok

: public void readFromFile(String fileName)
{

try
{

1
2
3
4
5:
6 File myFile = new File(fileName);
7 FileReader fr = new FileReader(myFile);
8

9 }

10: catch (Exception ex) {..}

1. }

fileName©] NULL #<%1A ZAFHIL NULL o o2} wWAIAE &3} o o5 EAA
Aok =3 WA Thsd B d9]ol] tigh FAIHR] A= E ok

B ¢AF Z=9 o - JAVA

1:  public void readFromFile(String  fileName)  throws  FileNotFoundException,
IOException,MyException

2: |

3: try

4: {

5:

6: // filename®l Tk NULL & A}

7: if ( fileName == NULL ) throw new MyException("®ll21);

8: File myFile = new File(fileName);

9: FileReader fr = new FileReader(myFile);

10:

H4Z ol2f M2l »» 235
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236

// &7 FROA BE JFed d9lo disiA AEgh
}
catch (FileNotFoundException fe) {..}
catch (IOException ie) {..}

teel dAelAE BAERE HolEE glojH AW AZglo] IhE ZEIYolA
ALgEIE O, E YA 5B NS A et

1:  public vodi ReadConfiguration()

2: |

3: try

4: {

5: BufferedReader in = new BufferedReader(new FileReader("config.cfg"));
6:

7 configuratin.optionl = in.readLine();

8: configuratin.option2 = in.readLine();

9: configuratin.option3 = in.readLine();

10:

11: }

12: catch(Exception e)

13: {

14: System.out.println(e.toString());

15: // Error 227} §l&

16: }

17}

7} 49 §450) NULL @olA 94 A8 F NULL o 25l slof & Z2alzrhe

of A= HEE # A AH)E vEl Aojsierh =3 Y THed BE A9l

th &k

TAH AejAHEE It

H AAZ F=9| 4 - JAVA

public vodi ReadConfiguration()
{

try
{
BufferedReader in = new BufferedReader(new FileReader("config.cfg"));

configuratin.optionl = in.readLine();
if (configuratin.optionl == NULL)
{
configuation.optionl = DEFAULT_OPTION1;
}

<« H4aF o2 &z



12: configuratin.option2 = in.readLine();

13: if (configuratin.option2 == NULL)

14: {

15: configuation.option2 = DEFAULT_OPTION2;
16: }

17: configuratin.option3 = in.readLine();

18: if (configuratin.option3 == NULL)

19: {

20: configuation.option3 = DEFAULT_OPTION3;
21: }

22:

23: }

24: catch(Exception e)

25: {

26: System.out.println(e.toString());

27: configuation.optionl = DEFAULT_OPTIONL;
28: configuation.option2 = DEFAULT_OPTION2;
29: configuation.option3 = DEFAULT_OPTION3;
30: }

31 }

teel dAelAE ASAET AAUES Yo ok 1 AAld tE 43 glol

SQLE IiE ARt d=Hgre] @ olzkd DBolA 22hFe] Ay stA Hr

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command #& “<]
private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

R A U S S o

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

12: {

13: String command = request.getParameter("command");

14:

15: if (command.equals(LOGIN_CMD))

16: {

17: String userld = request.getParameter(USER_ID_PARM);

18: String password = request.getParameter(PASSWORD_PARM);
19:

HaFE o2 &z
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238

20:
21:

22:
23:
24:
25:
26:
27:
28:
29:

Statement stmt = con.createStatementy();

String query = "SELECT * FROM members WHERE username= " + make-
SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

stmt.executeUpdate(query);

DBZ H|o|HE HU7] Aol NULL #<QlA2] RE HA A =Z395 .

B HAF F=9] o - JAVA

[
N 2 <@

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

24:
25:

26:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command & 742
private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{

String command = request.getParameter("command");

if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);

if ((userld != NULL) &é& (password != NULL))
{

Statement stmt = con.createStatement();

String query = "SELECT * FROM members WHERE username= "' + make-
SecureString(userld, MAX_USER ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

<« H4Z oz w2




27: stmt.executeUpdate(query);
28:

29: }

30: }

31:

32: }

33:

34: }

]
[1] CWE-754 Improper Check for Unusual or Exceptional Conditions,
http:/ /cwe.mitre.org/data/ definitions/754.html
[2] CWE-252 Unchecked Return Value, http://cwe.mitre.org/data/definitions/252.html
[3] CWE-253 Incorrect Check of Function Return Value,
http:/ /cwe.mitre.org/data/ definitions/253.html
[4] CWE-273 Improper Check for Dropped Privileges,
http:/ /cwe.mitre.org/data/ definitions/273.html

=
)
ozl

[5] CWE-296 Improper Following of Chain of Trust for Certificate Validation,
http:/ /cwe.mitre.org/ data/ definitions/296.html

Sloic REEIlY

[6] CWE-297 Improper Validation of Host-specific Certificate Data,
http:/ /cwe.mitre.org/ data/ definitions/297.html

[7] CWE-298 Improper Validation of Certificate Expiration,
http:/ /cwe.mitre.org/data/definitions/298.html

[8] CWE-299 Improper Check for Certificate Revocation,
http:/ /cwe.mitre.org/data/definitions/299.html

[9] M. Howard, D. LeBlanc, Writing Secure Code, Second Edition, Microsoft Press
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4. HFg 2= 8 FF7(Weak Password Requirements)

7k A9

.

o} <S4

cheol elAlsh 2ol AUV YT Az sel o BHE AF glo] 74

AGANA BE A=A EE aTHA Gom AgA AYE nEHY] YTk

[e}

-

rek

oo

>

A%

9=

N

(L

dslA Ba zdo] Wash

Y

ofy
o

< T HE AR AR S BEsh] A ok

public void doPost(HttpServletRequest request, HttpServletResponse response) throws
IOException, ServletException

try
{
String id = request.getParameter("id");
String passwd = request.getParameter("passwd");
// A= B AF glol Y £ A
}
catch (SQLException €) { -+ }

B AT F=9] o - JAVA

private static final String CONNECT_STRING = "jdbc:ocl:orcl";

public void doPost(HttpServletRequest request, HttpServletResponse response) throws
IOException, ServletException

String id = request.getParameter("id");
String passwd = request.getParameter("passwd");

// passwdel tig BR= =

240 <« H4Z o2 Xz



12:
13:

14:
15:
16:
17:
18:
19:
20:

if (passwd == null || "".equals(passwd)) return;

if (!passwd.matches("") && passwd.indexOf("@!#") > 4 &&
passwd.length() > 8)

{

// passwd 5= HAF T, 71 5 A

}
catch (SQLException e) { = |
catch (NamingException e) { -+ !

O] oAl A= 3t BRE A4S glo] 9= WAE )l Aesta

13:

15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command & 72
private final String CHANGE_PASSWORD_CMD = "change_password";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";
private final String NEW_PASSWORD_PARM = "new_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{

String command = request.getParameter("command");

if (command.equals(CHANGE_PASSWORD_CMD))
{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String newPassword = request.getParameter(NEW_PASSWORD_PARM);

if(findPassword(userld).equals(password))

{
ChangeUserPassword(userld, newPassword);

HaFE o2 &z

>
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o dAdAME e 22 AaYE EXEE H83te] Aafs WA F20s A
=3
1) 2= dol= 9~15AHEd A.
(MIN_PASSWORD_LENGTH¥} MAX_PASSWORD_LENGTH % ®
2) EFEAL Aol 170 o3 2FE US A (B WALE =
3) AHEAEE 9= substring®Z ZHA] & AL
4) HIE o] dol AHEIY HA s} e =9t opd Al
(A AR A EE BT FAAZIHE DBoll A EE BT AAsiwa

do] 23R A=E FIRIT

B AAZ F=9] o - JAVA

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = '"command";

private final String CHANGE_PASSWORD_CMD = "change_password";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";
10: private final String NEW_PASSWORD_PARM = "new_password";

1
2
3
4
5: // Command ## “g<]
6
7
8
9

11:

12: private final static String ACCEPTABLE_PASSWORD_PATTERN =
13: "([ptAlnum}] | [p{Punct}])*[p{Punct}]([p{Alnum}] | [p{Punct}])*";

14:

15: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

16: {

17: String command = request.getParameter("command");

18:

19: if (command.equals(CHANGE_PASSWORD_CMD))

20: {

21: String userld = request.getParameter(USER_ID_PARM);

22: String password = request.getParameter(PASSWORD_PARM);
23: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
24:

25: if(findPassword(userld).equals(password))

26: {

27 if(isPasswordStrong(pasword, userld))

28: {

29: ChangeUserPassword(userld, newPassword);

30: }

31: }

32: }

33:
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34: }

35:

36: private bool isPasswordStrong(String password, String userld)

37 {

38: int MIN_PASSWORD_LENGTH = 9;

39: int MAX_PASSWORD_LENGTH = 15;

40: if((password.length() < MIN_PASSWORD_LENGTH) && (password.length() >

MAX_PASSWORD_LENGTH))

41: {

42: return false;

43: }

44: if(pasword.matches(ACCEPTABLE_PASSWORD_PATTERN) == false)

45: {

46: return false;

47: } -

48: if (password.contains(userld) === true) U

49 { 2
kU

50: return false; oo

51: } J

52: if (isLastUsedPassword(password, userld) == true) §

53: { In

54: return false;

55: }

56: return true;

57: }

58: }

el A AE GBS wER ATk AgA} obolts gEW wow dEE mE 4
RS sfol, AT e YBE A Y5 MHE S Yok

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String CHANGE_PASSWORD_CMD = "change_password";

1

2

3

4

5: // Command ## %2

6

7

8 private final String USER_ID_PARM = "user_id";

9: private final String PASSWORD_PARM= "password";

10: private final String NEW_PASSWORD_PARM = "new_password";

12: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

13: {
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14: String command = request.getParameter(COMMAND_PARAM);

15:

16: if (command.equals(CHANGE_PASSWORD_CMD))

17: {

18: String userld = request.getParameter(USER_ID_PARM);

19: String password = request.getParameter(PASSWORD_PARM);
20: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
21:

22: if (findPassword(userld).equals(password))

23: {

24: ChangeUserPassword(userld, newPassword);

25: }

26: }

27: }

28: |}

5o dAlA s dEE vHEr] el 4EvE AR dEdvkE SEste] 4Eh b

A3 o ¢EE WA LHER Stk of alAAE Ywrael AgHE ok

P I P T )

dzol Hul/Hx Bol(F WA 7He)
A, A, S B EL(HTA WA 7Hs)

. AHEAL o] 89 E¥(substring2E A 3)
_1

AT AGHYN GBSk YX(AA37] ool W29 =9} W Databaseol e A
RE 37 dlojEjs} vl@als ZER WAV

W HAd 29 o - JAVA

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command';

private final String CHANGE_PASSWORD_CMD = "change_password";

1

2

3

4

5: // Command #&# %o
6

7

8 private final String USER_ID_PARM = "user_id";
9

: private final String PASSWORD_PARM = "password";
10: private final String NEW_PASSWORD_PARM = "new_password";

12: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

13: {

14: String command = request.getParameter(COMMAND_PARAM);
15:

16: if (command.equals(CHANGE_PASSWORD_CMD))

17 {

<« H4Z oz w2



40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:

String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String newPassword = request.getParameter(NEW_PASSWORD_PARM);

if(findPassword(userld).equals(password))
{

if(isNewPasswordValid(newPassword, userld, password))

{

ChangeUserPassword(userld, newPassword);

private final int MIN_PASSWORD_LENGTH = §;
private final int MAX_PASSWORD_LENGTH = 16;

private boolean isNewPasswordValid(String password, String userld, String oldPassword)
{
// Minimum and maximum length;
if(  (password.length() < MIN_PASSWORD_LENGTH) || (passwordlength() >
MAX_PASSWORD_LENGTH))
{

return false;
}
// Require mixed character sets (alpha, numeric, special, mixed case);
if (Pattern.matches(".*[\p{Lower}]+.*", password) == false)
{

return false;
}
if (Pattern.matches(".*[\p{Upper}]+.*", password) == false)
{

return false;
}
if (Pattern.matches(".*[\p{Digit}]+.*", password) == false)
{

return false;
}
if (Pattern.matches(".*[\p{Punct}]+.*", password) == false)
{

return false;
}
// Do not contain user name;
if (password.lastIndexOf (userld) >= 0)
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62: {

63: return false;

64: }

65: // No password reuse.
66: if (password.equals(oldPassword))
67: {

68: return false;

69: }

70: return true;

71: }

72:

73}

2t 3 73
[1] CWE-521 Weak Password Requirements, http://cwe mitre.org/data/definitions/521.html

[2] 2010 OWASP Top 10 - A3 Broken Authentication and Session Management
https:/ /www.owasp.org/index.php/Top_10_2010-A3

246 <<« H4Z o2 w2



A54d FE 0F

g g5d =29
st 9 FEel 2 &
ARG, hEge] "ol B ohet T AlzEe] o4sE B0, TRIYME
tHAAdS AT HAFHEC ZE ol AA IS Aol AT

1. @(Null)ZS1H 93

BX

(NULL Pointer Dereference)

7} 74

=
)
ozl

Qltketa s bge 9w
2w Rt AL dEsoE QX GPxS YYshe 4, 1 A3 wase

ol A2 5 At

+ JE dHAX(reference) = FZ317] Mol @ gAAS AAS A3 AH$-
o ARg-afof gt

Sloic REElY

t} oA
ol oAl amd ZESEF G4 Felso} rka Askn YA, wek FAA
=299 $42 Aols) emd TEHEL FOIHA 2A 1Y, emds 2ol o] trim)
% @ w9 = 97k By Dok

L e
2: public void checknull()

3

4: String emd = System.getProperty("cmd");
5 // emdZ} '@ JA| A=A gk

6 cand = ecmd.trim();

7 System.out.println(cmd);

8: ......

A emd7} null 1A AARE Fof A3}

O ¢AR F=9| o - JAVA

public void checknull()
{
String cmd = System.getProperty("cmd");
// emd7} null)1A] A sk of et
if (cmd != null)
{
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10:

12:

cmd = cmd.trim();
System.out. println(cmd);
}

else System.out.printin("'null command");

U] oAls R2RY JeEit AR, o5, T8k iRk @ A=2E shA &
A OWE ARt oAk e ESta it

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

public class Service extends HittpServlet

{
private final String COMMAND_PARAM = '"command';

// Command ¥ g2

private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);

String lastPage;
String Last PAGE_COOKIE_NAME = "LastPage";
Cookie [] cookies = request.getCookies();
for(int cookieldx = 0; cookieldx < cookies.length; cookieldx++)
{
if(cookies[cookieldx].getName().equals("LastPage"))

{
lastPage = cookies[cookieldx].getValue();

<« H5H
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SRR QW AGAY, 45, TAES null A4 AN Fol g

O QAR FZ=9] 9 - JAVA

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:

public class Service extends HittpServlet

{
private final String COMMAND_PARAM = "command";

// Command & 742

private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
if(userld == null){ return; }
String password = request.getParameter(PASSWORD_PARM);
if(password == null){ return; }

String lastPage = null;
String Last_PAGE_COOKIE_NAME = "LastPage";
Cookie [] cookies = request.getCookies();
if(cookies != null)
{
for(int cookieldx = 0; cookieldx < cookies.length; cookieldx++)
{
if(cookies[cookieldx].getName().equals("LastPage"))

{
lastPage = cookies[cookieldx].getValue();

g a1 23

[1] CWE-476 NULL Pointer Dereference, http://cwe.mitre.org/data/definitions/476.html

H5&E IZE 28 »

249

=
=1
2
kU
on
N
=
n



Java A|Fjo{3 T 710|E e

F-AA-g 2 A (Improper Resource Shutdown or Release)

7h A9
z2Ie] A9, dF W 9Y FY 7]<AHopen file descrlptor) 3] wxg (heap
Frdh Aot o213 AdE ol AR &, 1 o

memory), 47 (socket) & A
AR e AAtole AAEs] wrEkstojol st ZEOF oF EE ol2lE ARRo] £
W ALE wgeA] R oske Aol

<% 219> BA AT AL SfA

+ AAE FE5ste] AES ol finally ESolA WEEA] 2HS d)A|steiof gt

gl dlAls welEuMelse] AAT Fol Ag F cl9)7h LAsE TTR eole|
ol2: 74 2 JDBC Aol WakH A erth o]9 2 Jo] wRE A5 AxdolA]
Mg PSR Aol 218 F Ytk

Class.forName("com.mysql.jdbc.Driver");
conn = DriverManager.getConnection(url);
conn.close();

}
catch (ClassNotFoundException e) {
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TYBE tgd o] oedgo] wAste] vt TRE u oo A of e g
ol finally BEo4 Tk 21dS RHgkgich

H AAF 3=9] o JAVA

j

2: try

3. |

4: Class.forName("com.mysql.jdbc.Driver");

5: conn = DriverManager.getConnection(url);

6: stmt = conn.createStatement() ;

7

8 }

9:  catch (ClassNotFoundException e)

10: |

11: System.err.print("error"); -
12} :l__u
13:  catch (SQLException e) <
14: | kL
15: System.err.print("error"); on
16} —;—
17:  finally n
18: |

19: if(stmt != null)

20: {

21: try

22: {

23: stmt.close() ;

24: }

25: catch(SQLException e)

26: {

270 e e

28: }

29: }

30: if(conn != null)

31: {

32: try

33: {

34: conn.close() ;

35: }

36: catch(SQLException e)

37: {

38 .

39: }

40: }

41: |}
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B A I o - JAVA

1: ......

2:  public void processFile() throws SQLException

3 |

4: Connection conn = null;

5: String url = "“jdbc:mysql:/ /127.0.0.1/ example?user=root&password=1234";
6: try

7: {

8: Class.forName("com.mysql.jdbc.Driver");

9: conn = DriverManager.getConnection(url);
10: ......

11: }

12: catch (ClassNotFoundException e)

13: {

14: System.err.print("error");

15: }

16: catch (SQLException e)

17: {

18: System.err. print("error");

19: }

20: finally

21: {

22 e

23 // B oV AH83HA dom FA close()E sHFHF Tk
24: conn.close();

25 eeee.

g dAs WEYD 92 F AS F ol9)7h AsE ASU &4 Aol W
B2 gtk olsh 2e 4ol MEA B9 Azl A Jbsd Aol mE £

% sle.

1:  class WebServer

2

3 public static void main(String argv[]) throws Exception
4 {

5: /] AMEAE APFTE PME 7B 80U TEE AMEIITL
6 ServerSocket listenSocket = new ServerSocket(80);

7 System.out. println("WebServer Socket Created");

8 Socket connectionSocket;

9 ServerThread serverThread;

10: /] €3 204 FoldES] &2 Tet

11 // accept()= Blocking ™A =0t}

12: while((connectionSocket = listenSocket.accept()) = null)
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13: {

14: // AR 2EEE Adste] Ay,

15: serverThread = new ServerThread(connectionSocket);
16: serverThread.start();

17:

18: }

19:

20: }

21:

22: }

ool gagel WSt Fvh FEE W olgle] WA oo} Yol finally Lol A
gre AUe Baw.

B ¢HAF 5=9 ¢ - JAVA

>~

1:  class WebServer =1l
2

2. | ku

3 public static void main(String argv[]) throws Exception oo

4 { e

5: /) AHAAL AAET s JRdo R g EES ALgaT) |2r|

6 ServerSocket listenSocket = null;

7 Socket connectionSocket = null;

8 ServerThread serverThread = null;

9 try

10: {

11: listenSocket = new ServerSocket(80);

12:

13: /] €8 EUA STelJES H&e etk

14: // accept()i= Blocking ™A =]t}

15: while((connectionSocket = listenSocket.accept()) = null)

16: {

17: // A8 2E =8 Agste] Ayt

18: serverThread = new ServerThread(connectionSocket);

19: serverThread.start();

20:

21: }

22:

23: }

24: catch(Exception e)

25: {

26:

27: }

28: finally

29: {

30: if(listenSocket != null)
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31:

32:

33:

34:

35:

36:

37:

38:

39:

40:

41: }
42: }
43:

4. |}

listenSocket.close();
listenSocket = null;

}
if(connectionSocket != null)

{

connectionSocket.close();

connectionSocket = null;

. Fu 23

[1] CWE-404 Improper Resource Shutdown or Release,
http:/ /cwe.mitre.org/data/ definitions /404.html
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3. & AZ4: notify() £Z(Code Correctness: Call to notify())
7k A9

HE0] notify() & A TE3HE Ao A 2HE FolA o 2HSE AL B
gsith ek A 52312 g Zo] ok

- notify()® A BEEW oW sUsg ex BHsElE AL 2t Aol Erh

=
)
ozl

notify() S 24 TEstd ofd 2 =g 7jex EW st

=
2:  public synchronized void notifyJob() g
S o
4: boolean flag = true; on
5 notify(); N

=)
6} n

notify() WAES Agdhx| et

H ¢AF Z=9 o - JAVA

public synchronized void notifyJob()

2
3 A

4 boolean flag = true;

5 // notify() MAEE A-&SHA etk
6

BFe] dolA & joblH FF job2= A FF oA wait)E ETE3HaL 3
T thread13} thread27} Zt7}; job1¥ job2oll A H3Eo] dttd nohfy()7} SEFHUS
ETASS

rE—Hé.-ﬂ

220ds) 49 sgel BgAAA LRE Uod il enz HEsol

public class JobCollection

1
2

3: public synchronized void awake()
4 {

5 notify();
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17:
18:
19:
20:
21:

public void jobl()
{

wait();

public void jobs2()
{

wait();

eJobl, awakeJob27} &3S
% glol, mzagel 49 =

ool dAelNE 7 B MR lockd BES AN oPA FO=H awak-

B AT FE=9 o - JAVA

e 2H=EIT ANEEAE &

<« H5F

1:  public class JobCollection
2. |

3: Lock jobLockl;

4: Lock jobLock2;

5:

6: public synchronized void awakeJobl()
7: {

8: jobLockl.unlock();

9: }

10:

11: public synchronized void awakeJob2()
12: {

13: jobLockl.unlock();
14: }

15:

16: public void jobl()

17: {

18:

19: jobLockl.lock();

20:

21: }

22:

23: public void jobs2()
ic 28



24: {

25:

26: jobLock2.lock();
27:

28: }

29: }

2 Fa 23
[1] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization
(Race Condition), http://cwe.mitre.org/data/definitions/362.html
[2] CWE-662 Improper Synchronization, http://cwe.mitre.org/data/definitions/662.html

=
)
ozl

[3] Sun Microsystems, Inc. Java Sun Tutorial - Concurrency

Sloiz REElY
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4. = . EAE3 serialPersistentFields =7 AHCode Correctness:

Incorrect serialPersistentFields Modifier)

7% A
serialPersistentFieldsE &t AH83t7] #1841 ‘private static final’ & AdAsfoF &
o} publice & ddste] FF3hH AHAPL A Uk

. A 29714
» serialPersistentFieldsE " &34 A8} private, static, final2 4113 ok g}

o}, dA)
serialPersistentFieldsE A &3tA AH8-317] $I8i A= private, static, finalZ A3} oF
=3

ot

1:  class List implements Serializable
22 |
3: public ObjectStreamField[] serialPersistentFields =
{ new ObjectStreamField("myField", List.class) };

serialPersistentFieldsS A &31A] AM8-317] $I3| 4= private, static, final2 A of g+
=3

B AR A= 4 - JAVA
1:  class List implements Serializable

{

private static final ObjectStreamField[] serialPersistentFields =
{ new ObjectStreamField("myField", List.class) };

2t 3 73
[1] CWE-485 Insufficient Encapsulation, http://cwe.mitre.org/data/definitions/485.html

[2] Sun Microsystems, Inc. Java Sun Tutorial
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E A EA: Thread.run() EE(Code Correctness: Call to Thread.run())

. A9

2o 2H=9 start() Al run()& ETEFH 2ol YA &, A
run) F5E A3 5EH ST run) Fel 713 A &, ZRagE=
A2 2d =g AFAZIH PYAT, start() Aol run()S& TEFOER TEAS] 2F
ZolA run() MAEE A3HA Hkh

[
=,
r
1o
5
fiu)
>
o
oh
Olt
m
d
o
O

R

. A
start() ThAlol run() MAEE AFSsta ok

-

| oA de asd A s T

Lo eeens 2

2 protected void threadStart() (l)ﬂﬂj

3 { e

4 Thread thr = new PrintThread(); o

5 J/ A= A run) MAEE AW TR AL OB H0lt n

6 thr.run();

7 } ......

8}

9:  class PrintThread extends Thread

10: |

11: public void run() {  System.out.printin("CWE 572 TEST");, }

12: }

Lo eeeeee
2 protected void threadStart()

3 {

4 Thread thr = new PrintThread();

5 /] MEL 2EES AIFAZITH

6 thr.start();

7 | TR

8}

9:  class PrintThread extends Thread

10: |

11: public void run() {  System.out.printin("CWE 572 TEST"),  }
12: }
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gl dAlE YA £AS BHED FeloldERNH H45S Wo Y Ay

1. class WebServer

2:

3: public static void main(String argv[]) throws Exception
4: {

5: [/ AMEAE AP A 71RH R 80W LES AT
6: ServerSocket listenSocket = null;

7: Socket connectionSocket = null;

8: ServerThread serverThread = null;

9: try

10: {

11: listenSocket = new ServerSocket(80);

12:

13: /] £8E EUA FToIRES] HE&e Weth

14: // accept()= Blocking ™A =o]t},

15: while((connectionSocket = listenSocket.accept()) = null)
16: {

17: // AW 2HEE ANt Aggich

18: serverThread = new ServerThread(connectionSocket);
19: serverThread.run();

20:

21: }

22:

23: }

24: catch(Exception e)

25: {

26:

27: }

28: finally

29: {

30:

31: }

32: }

33:

34: |}

2 =9 start() MAEE AHEITL

W AAZ F=9] o - JAVA

1:  class WebServer

{
3: public static void main(String argv[]) throws Exception
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4 {

5: // AHEAE AT PAAHE Z[EHoRZ 80 TEE ARSI

6: ServerSocket listenSocket = null;

7 Socket connectionSocket = null;

8 ServerThread serverThread = null;

9 try

10: {

11: listenSocket = new ServerSocket(80);

12:

13: /] =L FHA SToldEY H&ES WeTh

14: // accept() Blocking ™A =]t}

15: while((connectionSocket = listenSocket.accept()) = null)

16: {

17: // AW 2E =S AgEte] gt

18: serverThread = new ServerThread(connectionSocket); -
19: serverThread.start(); U
20: 2
21: } (l)ﬂﬂj
22: N
23: } §
24: catch(Exception e) In
25: {

26:

27: }

28: finally

29: {

30:

31: }

32: }

33:

34: }

2 Z3 3
[1] CWE-572 Call to Thread run() instead of start(),
http:/ /cwe.mitre.org/data/ definitions /572.html
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6. I= A T8 HAEE 57|k HAEE A7 2)(Code Correctness:
Non-Synchronized Method Overrides Synchronized Method

7t A9
S 25 gEuol ALt A4S, A9 FUzolA 7]5HE (synchronized) WAEE
319 ZE oA A (override) S 3HA LAY, AA o e AS 72T FYEA
5713} 8 (synchronized) WlAZZ g ols)of g}

[

. MR FH71Y
- 3k FelzolA E7)3 9 (synchronized) MAEE Aok st A9, A9 S
593} synchronized MAEZ A 2js)of o).

o. 4A
39l 2ol X 57139 (synchronized) WAEE 319 S 2ol ¥ Fr]3tE Hlas
2 AA 9 (override)3tH o+ )

1:  public class syncMethod

2

3 public synchronized void synchronizedMethod ()
4: {

5 for (int i=0; i<10; i++) System.out.print(i);

6 }

’7: ......

8

10:  public class syncPrint extends syncMethod
11 |

12: B8 WAER BoEA gy
13: public void synchronizedMethod()

14: {

15: for (int i=0; i<20; i++) System.out.print(i);
16: }

17}

&7)1814d (synchronized) 4= AAsHA FAY AHY W FrISH
(synchronized) WAZEZ A 3)of gt

¢AR A= 4 - JAVA

1:  public class syncMethod
22
3: public synchronized void synchronizedMethod()

262 <« H5H IE 2F



for (int i=0; i<10; i++) System.out.print(i);

10:  public class syncPrint extends syncMethod

11 |
12: public synchronized void synchronizedMethod ()
13: { =
14: for (int i=0; i<20; i++) System.out.print(i); no
15} 0z
16: }

L Fa 23

[1] CWE-665 Improper Initialization, http://cwe.mitre.org/data/definitions/665.html
[2] Sun Microsystems, Inc. Bug ID: 4294756 Javac should warn if synchronized method

is overridden with a non synchronized

Sloiz REElY
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7. 5% A &3 (Allocation of Resources Without Limits or Throttling)

7h R4
Zzade] AUE AS F AASA BAY, F ASAT ANAT 5 dE A
o ABeA i, Auls agrit 2T AU 9E,

g bde 2971
C ZEIPA AU LEst] AR W F, MEA AU HAT

C LAV AT Y AU Aol =B AFIIT
* ABATL HIE £ Qls Aol 2g MBEICh Sl A

M Pool(Thread Pool, Connection Pool 5)& AS3IiCH

o dA
close()g 7] Mol de]7F dojui, opend A2 dangling resource® W 2]
EAZT & FEE FoAHREY] " xS Evleith

1:  Connection conn = null;

2. PreparedStatement pstmt = null;
3 try

4. |

5: conn=getConnection();

6:

7: pstmt = conn.prepareStatement("SELECT * FROM employees where name=?");
8:

9: conn.close();

10: pstmt.close();

11}

12:  catch (SQLException ex) {...}

O:O:‘,’,
ol
2
(2
it

Sl ool BAsHHE vt FEHT] A B finallywe
g WA A9 P finallyZoll A A&}

W ¢AY Z=9 o - JAVA

1:  Connection conn = null;

2:  PreparedStatement pstmt = null;

S

4

5: conn=getConnection();

6

7 pstmt = conn.prepareStatement("SELECT * FROM employees where name=?");
8

9}
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10:  catch (SQLException ex) {..}

11: /) ALE A3t aiAl Al 4 finallyoll A gk

12:  finally

13 |

14: if ( conn!= null ) try { conn.close(); } catch (SQLException e){...}
15: if ( pstmt!= null ) try { pstmt.close(); } catch (SQLException e){...}
16: }

T}e o] dAoAs EWME A4 AL A Qo] 2 AHEE A Asea 9ok
o 2¥E FEvig AYS FPIET &
ol Atk

1:  class WebServer

2: | >
3: public static void main(String argv[]) throws Exception :lg'u
4: { kU
5: /] AMEAE APFTE PAME 7B 80U TEE AHEIITL of
6: ServerSocket listenSocket = null; —;—
7: Socket connectionSocket = null; In
8: ServerThread serverThread = null;

9: try

10: {

11: listenSocket = new ServerSocket(80);

12:

13: /] €8 EUA ZTeJES H&e deth

14: // accept()= Blocking ™A =]t}

15: while((connectionSocket = listenSocket.accept()) = null)

16: {

17: // AW 2EEE Agste] APt

18: serverThread = new ServerThread();

19: serverThread.init(connectionSocket);

20: serverThread.start();

21:

22: }

23:

24: }

25: catch(Exception e)

26: {

27:

28: }

29: finally

30: {

31:
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32: }
33: }
34:

35}

2# =7} A2 u ServerThreadPool.getInstance().alloc();S 3l PoolZHE A&
7149} A-8-38tal AH8-F ServerThreadPool.getInstance().free(this); ol A A& wEEHgICE

B ¢AF =9 o - JAVA

1:  class WebServer

2:

3: public static void main(String argv[]) throws Exception
4: {

5: // AREAE IS YA V)EA o s 80 ZES ARSIt
6: ServerSocket listenSocket = null;

7 Socket connectionSocket = null;

8: ServerThread serverThread = null;

9:

10: try

11: {

12: listenSocket = new ServerSocket(80);

13:

14: /] €8e U STOIAES] H&e Terh

15: // accept()& Blocking ™41 =o|t}.

16: while((connectionSocket = listenSocket.accept()) = null)
17: {

18: // A 2EES BAste] A

19: serverThread = ServerThreadPool.getInstance().alloc();
20: if(serverThread !'= null)

21: {

22: serverThread.init(connectionSocket);

23: serverThread.start();

24:

25: }

26: }

27:

28: }

29: catch(Exception e)

30: {

31:

32: }

33: finally

34: {

35:

36: }
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37: }

38:

39: }

40:  class ServerThread

41: |

42: public void run()

43: {

44:

45: ServerThreadPool.getInstance().free(this);

46: } =

47: } N
oz

2 Fa 29

[1] CWE-400 Uncontrolled Resource Consumption(Resource Exhaustion),
http:/ /cwe.mitre.org/data/ definitions/400.html

[2] CWE-774 Allocation of File Descriptors or Handles Without Limits or Throttling,
http:/ /cwe.mitre.org/data/definitions/774.html

[3] CWE-789 Uncontrolled Memory Allocation,
http:/ /cwe.mitre.org/data/definitions/789.html

[4] CWE-770 Allocation of Resources Without Limits or Throttling,
http:/ /cwe.mitre.org/data/definitions/770.html

[5] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 17, "Protecting Against
Denial of Service Attacks" Page 517. 2nd Edition. Microsoft. 2002

=
=1
2
kU
on
N
=
n

[6] J. Antunes, N. Ferreira Neves and P. Verissimo. "Detection and Prediction of

Resource-Exhaustion Vulnerabilities". Proceedings of the IEEE International
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268

A6d =3}

sZES 7L F2% HolHY Nede 2 A%, A7kE dlole e}
A7 A e HolEHE TREA Ea Hol HEHA ¥t ASAE 19 ol FEo|
AT AEshs Bl Adu RZEL AT 74 Yge gre 2
® ool AZEGC] Bk FW F o We

rr

1. ZxH Ao oF vlole] BE =S (Exposure of Data Element to

Wrong Session)

7r A9
E 3ol e A E(singleton) A =] A ZZ(race condition)o] #AY
g Atk WA tF s 842 javad] AESl(serviet) ToAAE HRE A=
A A7 LFHA] FESE o] M2 8 AlddA tlolHE FRIA BEF doF &
o

T AUE HEAE AL, U Ui Gopyo] AR 1Eeio} ek 33 Javac
Zejzo) SFU s W YES HAFA BES Shu BRI F5
S8 skl Agth

T AR Al FAl AET A, A HA AL&AZS 93 2 =7} out.printin(.) S
F3t7] Ao F WHA /\}%ZH 2#E7} name = .. & FHFHE A AN AEA= F
HA AHEAS] A X (name)E EA Atk

1:  public class printName extends HttpServlet

2:

3 private String name;

4: protected void doPost(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException

5: {

6: name = request.getParameter('name");

7: ......

8: out.printin(name + ", thanks for visiting!")

9: }

10: }

o A5 AUFE sk Aga

W A F=9 o - JAVA
11:  public class printName extends HttpServlet
1. |

<« H6H
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2: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
// AGHFE A7,
String name = request.getParameter("name");
if (name == null || "".equals(name)) return;
out.println(name + ", thanks for visiting!");

theol el Aol AL HetpServiet 2el2:0] st9lgeizol i ol BES HAste] ALgA
RE ARAFEL IAS A8t Uk

1. // fillUserLoginlnfo= ¥ id, passwordE A7 W& ZS HWH W] Aot -
2:  import java.io.IOException; =|_-U
3:  import java.sql.Connection; 2
4:  import java.sql.Statement; (l)-'lﬂ'l
5:  import java.util.regex.Matcher; u
6:  import java.util.regex.Pattern; §
7:  import javax.servlet.ServletException; In
8 import javax.servlet.annotation.WebServlet;

9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;

11:  import javax.servlet.http.HttpServletResponse;

12:

13 /**

14:  * Servlet implementation class Sqllnjection

15 */

16:

17:  public class Service extends HttpServlet

18: {

19: private final String COMMAND_PARAM = '"command';

20:

21: // Command & 72

22: private final String GET_USER_INFO_CMD = "get_user_info";

23: private final String USER_ID_PARM = "user_id";

24: private final String PASSWORD_PARM = "password";

25: private String userld;

26: private String password;

27:

28: private void fillUserLoginInfo()

29: {

30: userld = request.getParameter(USER_ID_PARM);

31: password = request.getParameter(PASSWORD_PARM);
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270

32: }

33:

34: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

35: {

36: String command = request.getParameter("command");

37:

38: if (command.equals(GET_USER_INFO_CMD))

39: {

40: fillUserLoginInfo();

41: Statement stmt = con.createStatement();

42: String query = "SELECT * FROM members WHERE username= " + make-
SecureString(userld, MAX_USER ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

43:

44: stmt.executeUpdate(query);

45: }

46:

47: }

48: .

49: }

AQW4E Aol JRE BAT F AT AT

B AT F=9] o - JAVA

1. // fillUserLoginlnfo= F-E id, passwordE ©7 W& 21 XY ®gol A2t

2:  import java.io.IOException;

3:  import java.sql.Connection;

4:  import java.sql.Statement;

5:  import java.util.regex.Matcher;

6:  import java.util.regex.Pattern;

7:  import javax.servlet.ServletException;

8:  import javax.servlet.annotation.WebServlet;

9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlethttp.HttpServletRequest;

11:  import javax.servlethttp.HttpServletResponse;

12:

13 /**

14:  * Servlet implementation class Sqllnjection

15 */

16:

17:  public class Service extends HttpServlet

18 {

19: private final String COMMAND_PARAM = "command";

20:

<« He6E Haszt




21: // Command ## 2]

22: private final String GET_USER_INFO_CMD = "get_user_info";
23: private final String USER_ID_PARM = "user_id";

24: private final String PASSWORD_PARM = "password";

25: private String userld;

26: private String password;

27:

28: private final int USER_ID_INDEX = (;

29: private final int USER_PASSWORD_INDEX = 1;

30:

31: private String[] fillUserLoginInfo()

32: {

33: String [] loginInfo = new String[2];

34: loginInfo[USER_ID_INDEX] = request.getParameter(USER_ID_PARM);

35: loginInfo[USER_PASSWORD_INDEX] = request.getParameter(PASSWORD_PARM); -

36: return logininfo; U

37} 2

kU

38: on

39: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws N
ServletException, IOException §

40: { In

41: String command = request.getParameter("command");

42:

43: if (command.equals(GET_USER_INFO_CMD))

44: {

45: String[] logininfo = fillUserLoginInfo();

46: String userld = loginInfo[USER_ID_INDEX];

47. String password = loginInfo[USER_PASSWORD_INDEX];

48: Statement stmt = con.createStatement();

49: String query = "SELECT * FROM members WHERE username= "' + make-
SecureString(userld, MAX_USER ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

50:

51: stmt.executeUpdate(query);

52: }

53:

54: }

55:

56:  }

2. 3 74
[1] CWE-488 Exposure of Data Element to Wrong Session,
http:/ /cwe.mitre.org/data/ definitions /488.html
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7v A9
UH7 SHo% AYR B el fEHW AAs S} @k UM e 43 5
o YU FUE WA A2 Aol HNSIE 1S T AE F Ak WY
AR AR MED A3 FAAL A4 B FIAAG =5 ghe ARt Ao 3

Protected void dopost(HttpServietRequest request,
HttpServietResponse reponse) throws ServiestException IOException

}

public static void main(String argsll) {
System.err.printf("Print debug code");

OMH A==
HIHEI0fOF PHCF

<I9 220> AAEA @3 G2 HHII Z=

© SWHlEA, WEA UH1 =S Sl 3 AA @ QWAOE Java LA B9 9
& ALY 9 IHIEES] TES main(ol AL F olB AAHA b
A97} vk T Aol U main) MAEE AAsok B,

J2EES} Z& 82N HUHAEOo R AMEEE main() WIAES AAEofoF
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1:  public class removeDebug extends HttpServlet

2

3 protected void doGet(HttpServletRequest request, - ) throws -+ { oo }
4 protected void doPost(HttpServletRequest request, --- ) throws ----- { - }
5: // HIZEE 13 main() @t HHAS 20 £8E S°] @of At

6 public static void main(String args][])

7

8

9

{
System.err.printf('Print debug  code");

=
)
ozl

J2EE®} 22 S8 2 A TIHA§ main() WAEE AAITH

W A% =59 o - JAVA =|zu
11:  public class removeDebug extends HttpServlet ﬁ
R on
2: protected void doGet(HttpServletRequest request, -+ ) throws -+ { oo } N
3: protected void doPost(HttpServletRequest request, -+ ) throws - { oo } §
& /) AAES ZSE AANED. In
B eeeens

oltt, FAAE a9 forms htmlA2=o|A] B Il authenticate_login.cgi’} 2181 EES
S ¢ g A HY ol AREL FAAAA F4 A g FRE AF3HA Hrh

<FORM ACTION="/authenticate_login.cgi">
<INPUT TYPE=TEXT name=username>
<INPUT TYPE=PASSWORD name=password>
<INPUT TYPE=SUBMIT>

</FORM>

2 I3 24
[1] CWE-489 Leftover Debug Code, http://cwe.mitre.org/data/definitions/489.html
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3. Al2¥ HolE HE ~Z(Information Leak of System Data)

7t A9
A2E-$22DB AR 5 AzEe] Y HolEst BN, olF Fal FARA of
oltjolg Agshs 5 g4e) Avls} Ak

“aenae |

System.err.printfie. getMessagell;

<y 221> A 2H" HolE FR =&

. kA 23719

© AR OREARE] A A9 dEe] BT A9 ALE AR 5o FEE Sl EHst=
5 sh= A97F Bk o9 dgo] AT w AlxEe] UF FHT} el EHskA] 3=
= JHERit
. oA
o] LAYA getMessage()E B3 L7 HHE A2" AR F U FEIT
=2 5 Atk
2 public void getMsgy()
3: {
4 try {  Msgexcp(); }
5: catch (IOException e)
6: {
1: // 1€ FAA| printf(e.getMessage() & B3 27/ #WAIA HEIF FEHch
7: System.err.printf(e.getMessage());
8: }
9: }
10: private void Msgexcp() throws IOException { -+ }
1L e
AgHol Ao Wrlsk B & A oRe BAW NP ARE HT A8l
&5 g

274 <« H6E H=st



2: ......

3 public void £()

4 {

5 try {  Msgexcp(); }

6: catch (IOException e)

7 {

8 // end user’} & & e &F WIAA] BRE BASHA edolof
9: System.err.println("IOException Occured");
10: }

11: }

12: private void Msgexcp() throws IOException { -+ }
13: ......

o] oAl A= d9) B Al FAAR] 2F W8 defaultPathol] 3t HEI7L #

=2 3tk

=
=1
2
kU
on
N
=
n

1:  String defaultPath;

2:  FileInputStream fileInputStream;

3 try

4 |

5: defaultPath = System.getProperty(‘java.library.path").toLowerCase();

6: filelnputStream = new FileInputStream(defaultPath + "exec_file"):

70

8 |}

9:  catch (Exception e)

10: |

11: System.out.printIn("Cannot find exe on path " + defaultPath + "\n");

12: }

13:

FhgAold gAel Avjelrt @ 4 e Axw BE AR ofe] AR ZFAA
o ol webd kst

B AAF F=9] 9 - JAVA
String defaultPath;
FileInputStream fileInputStream;

try
{

defaultPath = System.getProperty(‘java.library.path").toLowerCase();
filelnputStream = new FileInputStream(defaultPath + "exec_file"):
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9:  catch (Exception e)

10: |

11: System.out.printIn("Cannot execute file");
12: }

2 Fa 23
[1] CWE-497 Exposure of System Data to an Unauthorized Control Sphere,
http:/ /cwe.mitre.org/ data/ definitions/497.html
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4. Public MIA=EZ X E HE3E private Y] B (Private Array-Typed Field
Returned From A Public Method)

7k A9
private2 AAH WEE publice® MAH WAEE B3l W8 (return)3tH, I wlE<
Fagho] &R FINE o] R wjE FHo] sHEaXITh

15 A = i A b L
+ private® A" WEE publice ® HAE WAEE B3 RIS YEE FjoF doh
dag 3 Mde] BARS @AY, A4S AolstE public MIAEE HEE AA

sho] AR

= B
W WM colors private2 AAE U publice 2 AAH getColors() MIAEE F

3 references €& = Atk °lE Tl =S F FAHC] TAY F Aok

=
)
ozl

1. // private 18E public W4&E7} return3th
2:  private String[] colors;

Sloic REElY

3:  public String[] getColors() {  return colors; }

private W e] EAES RHEOIAM, A WSt =S 28 private HAE wj Lol

% A
e o=ahA] B e WAL F ok

Lo eeeees

2:  private String[] colors;

3 /) MATE privaeS® A, BARS MBS, 2L Aojshs public MASE W
=2 Tt

4:  public String[] getColors()

5

6: String[] ret = null;

7 if ( this.colors != null )

8: {

9: ret = new String[colors.length];

10: for (int i = 0; i < colorslength; i++) {  ret[i] = this.colors[i]; }

11: }

12: return ret;

13}

14: ......
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ThreadPoolGetol| 4] ThreadPoolZ# 2~ F3HA ¥ AE2E =F=F F71sta Utk

. class ThreadPool

1

2
3 private ArrayList<Thread> threads;
4:

5: public ArrayList<Thread> getList(){
6: return threads;

7

8

9

}
10:  class ThreadPoolGet

11 |

12: public static void main(String args[])

13: {

14: ThreadPool pool = new ThreadPool();

15: ArrayList<Thread> poolData = pool.getList();

16: Thread thread= poolData.get(2);

17: poolData.add(new Thread()); // Thread Pool9] interfaceE F3MA %3 A=
& thread® 37}

18: }

19: }

Nz 285 AR 27 ThreadPool®] §41 HolA T o] 2ol =2 algir.

B AAF F=9] 9 - JAVA

1. class ThreadPool

2

3 private ArrayList<Thread> threads;
4:

5: public int size()

6 {

7 return threads.size();

8 }

9

10: public Thread get(int index)

11: {

12: return threads.get(index);

13: }

14:

15}

16:  class ThreadPoolGet

17: |

18: public static void main(String args[])

278 <« H6H
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19: {

20: ThreadPool pool = new ThreadPool();

21: Thread thread = pool.get(2);

22: // Thread Pool?| interfaceE %34 &1l AMZ-E threadE 571 7}
23: }

24: '}

o Fa 3
[1] CWE-495 Private Array-Typed Field Returned From A Public Method,
http:/ /cwe.mitre.org/ data/ definitions/495.html

=
)
ozl
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5. private ¥ 9l Public Hl©]E &3 (Public Data Assigned to Private
Array-Typed Field)

7k A9
publicO. 2 A wloJE] EE wWae] A7} private AAE wlFel AFE, pri-
vate H1ES R H2E 4 Qo)

AAE dolEl7} private AAE v e AAEHA GEF ik

o oA
userRoles E+= private©] A T, publicq! setUserRoles()E T3l <5F-2] wjgo] T35
H, AH2) public =7} "k

L e

2: // userRoles BE= private®] A%, publicq! setUserRoles()5 F3l <5< wgo] =1,
A2 public BE=71 €,

3: private String[] userRoles;

4

5:  public void setUserRoles(String[] userRoles)

6: |

7 this.userRoles = userRoles;

8 |}

9 e

W ¢AY Z=9 o - JAVA

1L e
2. /) AA7Y Fe 22 private memberE FHIA| GEE 3T
3:  private String[] userRoles;

4:

5:  public void setUserRoles(String|[] userRoles)

6: |

7 this.userRoles = new String[userRoles.length];

8: for (int i = 0; i < userRoles.length; ++i)

9: this.userRoles[i] = userRoles[i];

10: }

11: ......
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binaryLocations B =& private®] ARt new SeviceManager(binaryList);E 53l M=
Hido] SFEH, M2 d9E IS A public =71 Aok

1:  class SeviceManager

2:

3: private ArrayList<String> binaryLocations;

4:

5: public ServiceManager(ArrayList<String> binaryLocations)

6: {

7 this.binaryLocations = binaryLocations;

8:

9: }

10: public void restartAll()

11: {

12: KillAllService(); =
13: for(int idx = 0; idx < binaryLocations.size(); idx++) ZIE.U
14: { kU
15: restartService(binaryLocations.get(idx)); O\E‘
16: } S
17: ) n
18}

19:  class SeviceManager

20: |

21: public static void main(String args[])

22: {

23: ArrayList<String> binaryList;

24: binaryList.add("/usr/bin/ftpd");

25: binaryList.add("/usr/bin/httpd");

26:

27: SeviceManager pool = new SeviceManager(binaryList);

28:

29: binaryList.add("/home/user/my_service");

30: pool.restartAll(); // ftpd, httpd, my_service 37]2] Au]27} A)Zg)

31: }

32}

M&stE SIXA 7] 28] new SeviceManager()E A E u] private© 2 AAE bi-
naryLocations& AM8-3}4] €83 binaryLocations.clone();S AH8-3+d shallow copy® A<

A3k,

B AT F=9] o - JAVA
1. class SeviceManager

22

3: private ArrayList<String> binaryLocations;

H6HE =3t »» 281
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4:

5: public ServiceManager(ArrayList<String> binaryLocations)
6: {

7: this.binaryLocations = binaryLocations.clone();

8:

9: }

10: public void restartAll()

11: {

12: kill AllService();

13: for(int idx = 0; idx < binaryLocations.size(); idx++)

14: {

15: restartService(binaryLocations.get(idx));

16: }

17: }

18}

19:  class SeviceManager

20: |

21: public static void main(String args[])

22: {

23: ArrayList<String> binaryList;

24: binaryList.add("/usr/bin/ftpd");

25: binaryList.add("/usr/bin/httpd");

26:

27: SeviceManager pool = new SeviceManager(binaryList);
28:

29: binaryList.add("/home/user/my_service");

30: pool.restartAll(); // ftpd, httpd 27| An]27} A2k
31: }

32: }

2 Fa 3
[1] CWE-496 private Public Data Assigned to Private Array-Typed Field,
http:/ /cwe.mitre.org/ data/ definitions/496.html
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6. 943 HolHE 713 WF Z# & AFE-(Use of Inner Class Containing

Sensitive Data)

7} 39
Wi Sas A AFolA 7R o AR viHY] diwdd o =shA] o
< AR N7 AT F Aok ol HF] AdME FH(static) W

(local) W+ &2 =& 9 (anonymous) W FH2=F AHEste 2E& 1soF ot

o Bolrh3)
BEH 2 AL Al & RBFH 29 private BEE T34 FEF ot 7HgAHolH Y&
SWEE AR REF 8, BV A WREWEE ARED 7, B F (static) =
A YA (local) T 9™ (anonymous) WH FH2F A3l of it

o} oA
H Fas HolEREdME 71A] s HIAR vHH7] diwel, R FH2Tt
SUAIL e Sz 1A AR HIZA, o] WF FY2E T ARV 22
ATt

N

1:  public final class privatepublic extends Applet

2

3 // QR 2ol YR AR A Bk £ES WEoiA
4: public class urlHelper { String openData = secret; }
5

6

7

rr
o
)
o

String secret;
urlHelper helper = new urlHelper();

Wpgese) Agol Folala WREHzolA oo se private BEE HT3A

B ¢HAF 5=9 ¢ - JAVA
public class privatepublic extends Applet

{
// Wi ZEE B H(static) AA3t RF e 29| private D= HZ XA gk
public static class urlHelper { ... }

of

String secret;
urlHelper helper = new urlHelper(secret);
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1:  public class OuterClass

22

3: // private member variables of OuterClass

4: private String memberOne;

5: private String memberTwo;

6: // constructor of OuterClass

7: public OuterClass(String varOne, String varTwo)

8: {

9: this.memberOne = varOne;

10: this.memberTwo = varTwo;

11: }

12: // InnerClass is a member inner class of OuterClass

13: private class InnerClass

14: {

15: private String innerMemberOne;

16: public InnerClass(String innerVarOne)

17: {

18: this.innerMemberOne = innerVarOne;

19: }

20: public String concat(String separator)

21: {

22: // InnerClass has access to private member variables of OuterClass

23: return OuterClass.this.memberTwo + separator + this.innerMemberOne;

24: }

25: }

26: }

WREFeg o] Agel FsiA URFezolA R-Fe 29| private BEES HIFA
U= Tk

H A I=9 4 - JAVA

1:  public class OuterClass

2

3 // private member variables of OuterClass

4 private String memberOne;

5: private static String memberTwo;

6 // constructor of OuterClass

7 public OuterClass(String varOne, String varTwo)

8 {

9 this.memberOne = varOne;

10: this.memberTwo = varTwo;

11: }

12: // InnerClass is a static inner class of OuterClass
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13: private static class InnerClass

14: {

15: private String innerMemberOne;

16: public InnerClass(String innerVarOne)

17: {

18: this.innerMemberOne = innerVarOne;

19: }

20: public String concat(String separator)

21: {

22: // InnerClass only has access to static member variables of OuterClass
23: return memberTwo + separator + this.innerMemberOne;
24: }

25: }

26: }

SENED

Hle|EFEOA = #1717 £ HIAZ viHr] e, W Fd27t
=)

A=
Paa g Felel WU Auel ATA, o WY FU2E B Aus 4

4>
b4
Sloic RE&lY

1:  public class BankAccount

2

3 // private member variables of BankAccount class

4 private String accountOwnerName;

5: private String accountOwnerSSN;

6 private int accountNumber;

7 private double balance;

8 // constructor for BankAccount class

9 public  BankAccount(String  accountOwnerName,  String  accountOwnerSSN,  int
accountNumber, double initialBalance, int initialRate)

10: {

11: this.accountOwnerName = accountOwnerName;

12: this.accountOwnerSSN = accountOwnerSSN;;

13: this.accountNumber = accountNumber;

14: this.balance = initialBalance;

15: this.start(initialRate);

16: }

17: // start method will add interest to balance every 30 days
18: // creates timer object and interest adding action listener object
19: public void start(double rate)

20: {

21: ActionListener adder = new InterestAdder(rate);

22: Timer t = new Timer(1000 * 3600 * 24 * 30, adder);

23:

24: t.start();
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25: }

26: // InterestAdder is an inner class of BankAccount class

27: // that implements the ActionListener interface

28: private class InterestAdder implements ActionListener

29: {

30: private double rate;

31:

32: public InterestAdder(double aRate)

33: {

34: this.rate = aRate;

35: }

36:

37: public void actionPerformed(ActionEvent event)

38: {

39: // update interest

40: double interest = BankAccount.this.balance * rate / 100;

41: BankAccount.this.balance += interest;

42: }

43: }

4. |}

Wigelse] Aol FolslA WEFUsoA 9o sel private BEE H25HA
FEF Tt

B ¢HAF F=9 o - JAVA

1:  public class BankAccount

2: |

3 // private member variables of BankAccount class

4 private String accountOwnerName;

5 private String accountOwnerSSN;

6: private int accountNumber;

7 private double balance;

8 // constructor for BankAccount class

9 public  BankAccount(String ~ accountOwnerName,  String  accountOwnerSSN,
accountNumber, double initialBalance, int initialRate)

10: {

11: this.accountOwnerName = accountOwnerName;

12: this.accountOwnerSSN = accountOwnerSSN;

13: this.accountNumber = accountNumber;

14: this.balance = initialBalance;

15: this.start(initialRate);

16: }

17: // start method will add interest to balance every 30 days
18: // creates timer object and interest adding action listener object
19: public void start(final double rate)

int
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20: {

21: // anonymous inner class that implements the ActionListener interface
22: ActionListener adder = new ActionListener()

23: {

24: public void actionPerformed(ActionEvent event)

25: {

26: // update interest

27: double interest = BankAccount.this.balance * rate / 100;
28: BankAccount.this.balance += interest;

29: }

30: A

31: Timer t = new Timer(1000 * 3600 * 24 * 30, adder);

32: t.start();

33: }

34: }

2. Fx 23
[1] CWE-492 Use of Inner Class Containing Sensitive Data,
http:/ /cwe.mitre.org/data/ definitions /492.html
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7. Final ¥ 73X} F8 F8 WM (Critical Public Variable Without
Final Modifier)

7} A9
publice ® MAE A HEE finalE AASIA % H, 1 W59
g ok i o g AA 9 dH WAL 588 QAE o] AT AME-

1

]_

N

(

BECRIEE
= o} @k,

AN
=

=

5=

of

1=

3 ZY7IY
7= < == public MW W4 BEEA final2 SO

rErzL

. A
price BE=7} finalo] ofur] wiEell, 2FolA W7 o] 71530, getTotal()e] ko] W=
2 g

public final class calc_price extends Applet

{
// price BE7} finale] of7] el 2R prices FAHL F AUrh
public static float price = 500;

public float getTotal(int count)
{

return price * count;

HAEH ¢t =& public 9H ®4E final 7|9 E=E AAgit)

W GAY Z=9 o - JAVA

1:  public final class calc_price extends Applet

2. |

3: // FAREE & HE WSE final 719 EE AAgith
4: public static final float price = 500;

5:

6: public float getTotal(int count)

7: {

8: return price * count; // price T4 E7}F

9: }

10: }
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PIE =7} finalo] ofy7] wj&ol, o)A WM7o] 7}53H, caculateCircumference()
o] o] MzE & Qrh

class Math

{
public float PIE = 3.141519;

{
return 2 * PIE * radius;

=
)
ozl

1
2
3
4:
5: public float caculateCircumference(float radius)
6
7
8
9

HAEH ¢ 5= public ¥1H W final 7| =2 AAsc)

W A3 =9 d - JAVA
class Math
{

Sloiz REElY

public static final float PIE = 3.141519;

{

1
2
3
4:
5: public float caculateCircumference(float radius)
6
7 return 2 * PIE * radius;

8

9

2. I3 74
[1] CWE-493 Critical Public Variable Without Final Modifier,
http:/ /cwe.mitre.org/data/ definitions /493.html
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8. 34 Ed2 9 AlE(Use of Dynamic Class Loading)

7h A9
FHo8 U8 ZEsW 1 FUvt o 2EQ Aol o $HoE Fex
g 2ES Pojok k.

Lo eeens
2:  public void dynmclass()
3
4 /] AR dEeR FA Fe 29
5 String classname = System.getProperty("customClassName");
6: try
7: {
8 Class clazz = Class.forName(classname);
9 System.out. println(clazz);
10: }
11: catch (ClassNotFoundException €) { -+ }
12: ......
Al BA 292 ASHA gtk AgsIol e A% 2ot Jbsw BE 29
2% w2 Aojste] AgFTh
H A FZ=9] o - JAVA
L eeees
2: public void dynmclass()
3|
4 /AF Q8o s T3 FY£ 2HHA FEF L
5 TestClass tc = new TestClass();
6: System.out.printIn(tc);
7o e
oRmRE we qdow Z#x o]ES WE F 18 wwow 28 A4sT 9
B U o8 LI e A A ZEIPL o
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public class DocService extends HttpServlet

{
private final String UPLOAD_DOCUMENT_COMMAND

1:

2:

3: "upload_document";
4: private final String DOCUMENT_NAME_PARAM = "document_name";
5: private final String CONVERTER_PARAM

6:

7:

8:

9:

"convert_operation';

private Hashtable<String, String> converters;

public DocService()

10: {

11: converters = new Hashtable<String, String>();

12: converters.put("DocToHtml", new DocToHtmlConverter());

13: converters.put("UTF16ToUTES", new TextEncodingChanger());

14: >

15: } :lg'u

16: kU

17: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws of
ServletException, IOException —;—

18: { |_|-|

19: String command = request.getParameter("command");

20:

21: /] =€ AA &l 83 A

22: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

23: {

24: String documentName= request.getParameter(DOCUMENT_NAME_PARAM);

25: String converterParam= request.getParameter(CONVERTER_PARAM);

26:

27: // upload &t

28: if(converterParam != null)

29: {

30: // A formate] htmlo] obd 7%, htmlZ M-S )

31:

32: try

33: {

34: Class converterClass= Class.forName(converterParam);

35: Converter converter= Converter)converterClass.newInstance();

36: String htmlContents= converter.convertToHtml(documentName);

37:

38: }

39:

40: }

41:

42: }

43:

He6HE =3t »» 201
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44: }
45:
46: }
9% Ae B Y bt BE FULES v)g AAHClR A a1,
A Aol 5o At g FUWAE IS =+ A s
B ¢HAF =9 o - JAVA
1:  public class DocService extends HttpServlet
2.
3: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";
4: private final String DOCUMENT_NAME_PARAM = "document_name";
5: private final String CONVERTER_PARAM = '"convert_operation';
6:
7: private Hashtable<String, String> converters;
8:
9: public DocService()
10: {
11: converters = new Hashtable<String, String>();
12: converters.put("DocToHtml", new DocToHtmlConverter());
13: converters.put("UTF16ToUTES", new TextEncodingChanger());
14:
15: }
16:
17: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
18: {
19: String command = request.getParameter("command");
20:
21: /] =& AA 2= 83 A
22: if (command.equals(UPLOAD_DOCUMENT_COMMAND))
23: {
24: String documentName= request.getParameter(DOCUMENT_NAME_PARAM);
25: String converterParam= request.getParameter(CONVERTER_PARAM);
26:
27: // upload ¥t
28: if(converterParam != null)
29: {
30: // &A1 formato] htmlo] obd 74, htmlZ M-S 3)
31:
32: try
33: {
34: Converter converter = converters.get(converterParam)
35: String htmlContents = converter.convertToHtml(documentName);
36:
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37: }
38:

39: }

40:

41: }

42:

43: }

44:

45}

% F3 3
[1] CWE-545 Use of Dynamic Class Loading, http://cwe.mitre.org/data/definitions/545.html
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A7 API &

API(Application Programming Interface)= @A A}t SE&ZZ AL FAlol ALEH=
Aoyt WAA B4 e e, &8 T2 NEA JNE dA 3 2E84S A ]'
ojFol ot Iy API &8 3 Febio]l &2 APIS] A8 JiEEed 3 fAR
At g B AAd el 2 4 Atk

of

b o
oX
fo e oo

1. DNS lookup®l] ¢]&3 HQFZZ(Reliance on DNS Lookups in a

Security Decision )

7} 79
FZAA7F DNS dEEE £Y  Jornz Tuljlgo] ofFelx HeAF (RIS 2 AT
A )& A Gotok Atk Wk 2 DNS A o] AAZE FAAe oJF edd FE
olgtil AHgAkel 54 Auzke] VES A EfFo] FAAE AREIES & F5 Jith =

@ FAA7) oA 5 mwlele] &% Aual AXY 9% 31

%]
2
T AR

@

g £ JA=AE AAET 1853 34271 DNS A
=)

1:  public class checkDNS extends  HttpServlet

2: |

3: public  void  doGet(HttpServletRequest req,  HittpServletResponse res)  throws
ServletException, IOException

4 {

5 boolean trusted = false;

6: String ip = req.getRemoteAddr();

7

8 /] B2EQ IP F4AE dojerh

9: InetAddress addr = InetAddress.getByName(ip);

10:

11 // B2ES] IPARS} AFH AL (trustme.com)o] DX|3=A] AR
12: if (addr.getCanonicalHostName().endsWith("trustme.com"))
13: {

14: trusted = true;

15: }

16: if (trusted)
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17: {

18: ......
19: }

20: else
21: {

22: ......
23: }

24: }

25}

DNS lookupell & 52
gt

(m
o
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R
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it
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N
&
k1
%
N
[
it
i
™
R
Hl
P
Ju
4
o
Sl

B &AE F=9 4 - JAVA
1:  public class checkDNS extends  HttpServlet

=

2: | U
3 public  void  doGet(HttpServletRequest req,  HttpServletResponse res)  throws 2

ServletException,  IOException (l)-'lﬂ'l
4 { N
5 String ip = req.getRemoteAddr(); =
6: if (ip == null || "".equals(ip)) In
7 return ;
8
9: String trustedAddr = "127.0.0.1";
10:
11: if (ip.equals(trustedAddr))
12: {
13: ......
14: }
15: else
16: {
17: ......
18: }
19: }
20: }

g)‘
bl Aok g2 AEh AT FAATL DNS AE =251 =4, A

JJER T3
A= FAAN A5E 5 ek

1:  public class Service extends HttpServlet
2:
3: private final String COMMAND_PARAM = "command";
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4:

5: // Command ## 2]

6: private final String SEND_CONTRACT = "send_contract";
7

8: private final String TARGET_COMPANY = "target_company";
9:

10: private ArrayList<String> trustedSites;

11:

12: public Service()

13: {

14: trustedSites.add("www.trust.com");

15: trustedSites.add("www.faith.com");

16:

17: }

18:

19: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

20: {

21: String command = request.getParameter(COMMAND_PARAM);

22:

23: if (command.equals(SEND_CONTRACT))

24: {

25: String targetSite = request.getParameter(TARGET_COMPANY);

26: InetAddress addr = InetAddress.getByName(targetSite);

27:

28: if(trustedSites.contains(targetSite)

29: {

30: SendContract(addr.getHostAddress());

32:

33: }
34:

35: }
36:

37. }

thEe] A ol A

e 5 Qb AolEg olF ol IPE $389th welA DNSE
Z2bsto] =, AlebA %

FAANA AFEA =T

W AAZ F=9] o - JAVA

public class Service extends HttpServlet

1:
2.

3: private final String COMMAND_PARAM = '"command";
4:

5:

// Command ## <]
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6: private final String SEND_CONTRACT = "send_contract";
7

8: private final String TARGET_COMPANY = "target_company";
9:

10: private ArrayList<String> trustedSitelPs;

11:

12: public Service()

13: {

14: trustedSiteIPs.add("232.234.89.52");

15: trustedSiteIPs.add("87.123.56.92");

16:

17: }

18:

19: protected void doPost(HttpServletRequest request,HttpServletResponse response) throws
ServletException, IOException

20: {

21: String command = request.getParameter(COMMAND_PARAM);

22:

23: if (command.equals(SEND_CONTRACT))

24: {

25: String targetSitelp = request.getParameter(TARGET_COMPANY);

26:

27: if(trustedSitelPs.contains(targetSitelp))

28: {

29: SendContract(targetSitelp);

30: }

31:

32: }

33:

34: }

35:

36: }

=
=1
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% F3 3
[1] CWE-247 Reliance on DNS Lookups in a Security Decision,
http:/ /cwe.mitre.org/data/ definitions/247.html
[2] CWE-807 Reliance on Untrusted Inputs in a Security Decision,
http:/ /cwe.mitre.org/data/ definitions/807. html
[3] 2011 SANS Top 25 - RANK 10 (CWE-807), http://cwe.mitre.org/top25/
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2. J2EE: A3 92 FT(J2EE Bad Practices: Direct Management of

Connections)

7% A
J2EE o4EeA ool AelolUiol A AFat A Ad BelE AEHA 23 A A
Aok A9 Mg Y = 7] WEel REE EFoI4 FAStL ek,

. SHA% #9719
- J2EE efZgA ol Mo] AHolHA AFets A4 #E] 75 AHEIT)

t}. oA
A4 (connection) & 2 #g tH ¢ "ok

1:  public class makeConnect extends —javax.servlet.http.HttpServlet
2: |

3: private Connection conn;

4:

5: public void dbConnection(String url, String user, String pw)
6: {

7 try

8: {

9: // 2ee AES A Aol et AL HY Lk
10: conn = DriverManager.getConnection(url, user, pw);
11: }

12: catch (SQLException e)

13: {

14: System.err.println("...");

15: }

16: finally

17: {

180 e

19: }

A9 el 71sE Agdtel Aol E 4aL dolob

e

o},

B ¢AZ F=9] 9 - JAVA
public class makeConnect extends  javax.servlet.http.HttpServlet
{

private static final String CONNECT_STRING = ‘“jdbc:ocl:orcl";

public void dbConnection() throws NamingException, SQLException
{
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7: Connection conn = null;

8: try

9: {

10: // ALBEISE o] &Sl Ao tF dAS A=tk

11: InitialContext ctx = new InitialContext();

12: DataSource datasource = (DataSource) ctx.look-

up(CONNECT_STRING);

13: conn = datasource.getConnection();

14: }

15: catch (SQLException e) =

16: { >

17: ...... 0?'!

18: }

19: finally

20: { P

21: if ( conn 1= null ) Ju

22: conn.close(); ﬁ

23: } oo

24: } N
o
In

zZh 3 3
[1] CWE-245 J2EE Bad Practices: Direct Management of Connections,
http:/ /cwe.mitre.org/data/ definitions/245.html
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3. J2EE: A3 A7 A8-(J2EE Bad Practices: Direct Use of Sockets)

7} 79
J2EE ofEEAlolde] ZH YA MAE &

& AHESHA g3, AAls AR AMSske
AL Ag B dE A, A T &l

TeFer oy Abgre] dasitt

. kdd 23719
AL AR AHgske tiald ZH UM AFetE HiAs 55 AHgdoF dTh

o. A
doGet HAE YolA] &7 (Socket) S A AHE3tHA st

1:  public class makeConnect extends javax.servlet.http.HttpServlet

2

3: private Socket socket;

4

5 protected void doGet(HttpServletRequest request, HitpServletResponse response)
throws ServletException

6: {

7 try

8: {

9; // J2EE $-&ZZ oA ZHP PP WAE T2 thilel] LA (Socket)S AH At
83taL gtk

10: socket = new Socket("kisa.or.kr", 8080);

11: }

12: catch (UnknownHostException e)

13: {

14: System.err.println("UnknownHostException  occured");

15: }

16: catch (IOException e)

17: {

18: System.err.printIn("IOException  occured");

19: }

20: finally

21: {

22:

23: }

24: }

25 }
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&
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1:  public class makeConnect extends javax.servlet.http.HttpServlet
2. |
3: protected void doGet(HttpServletRequest request, HttpServletResponse response)
throws  ServletException
4: {
5: ObjectOutputStream oos = null;
6: ObjectinputStream ois = null;
7 try
8: {
9: // BHAle] WASE 2ol =i URL Connection ©]-8317Y, EBE Fal4] S&3itt
10: URL url = new URL("http://127.0.0.1:8080/DataServlet");
11: URLConnection urlConn = url.openConnection();
12: urlConn.setDoOutput(true); =
13: oos = new ObjectOutputStream(urlConn.getOutputStreamy()); ZIR-U
14: oos.writeObject("data"); kU
15: ois = new ObjectInputStream(urlConn.getInputStream()); on
16: Object obj = ois.readObject(); —;‘
17: } n
18: catch (ClassNotFoundException e)
19: {
20: System.err.printn("Class ~ Not Found");
21: }
22: catch (IOException e)
23: {
24: System.err.printin("URL ~ Connection Error occured");
25: }
26: finally
27: {
28: ......
29: }
30: }
31}

22 AN E MZE sockete THEO] FEloldEA HEEE dHlolEHE T
o} o]$} o] socketS ZF AMREHH 2EES] A9 glolBglEo] AFstE RS
A FHkz] &£34A4 ")

30

public class Service extends HttpServlet

1
2

3: private final String COMMAND_PARAM = '"command';
4.
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// Command #¥ 72
private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
9: {
10: String command = request.getParameter(COMMAND_PARAM);

12: if (command.equals(UPLOAD_DOCUMENT_COMMAND))
13: {

15: Thread uploadThread = new UploadDataReciever(fileName);
16: uploadThread.start();

23:  class UploadDataReciever extends Thread

24: |

25: public void run()

26: {

27: listenSocket = new ServerSocket(UPLOAD_PORT);

30: while((inputLine = in.readLin()) '= null)

o329 A9} 2] ServleteFileUpload$} 22 749 go]lB# & A3k gt

B ¢AF Z=9 o - JAVA

public class Service extends HittpServlet

{
private final String COMMAND_PARAM = '"command";

1:

2:

3:

4:

5: // Command & 9]
6: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";
7:

8:

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

<« H§7H
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ServletException, IOException
9: {
10: String command = request.getParameter(COMMAND_PARAM);
11:
12: if (command.equals(UPLOAD_DOCUMENT_COMMAND))
13: {
14: // Create a new file upload handler
15: ServletFileUpload upload = new ServletFileUpload(factory);
16: // maximum file size to be uploaded.
17: upload.setSizeMax( maxFileSize );
18:
19: try
20: {
21: // Parse the request to get file items.
22: List fileltems = upload.parseRequest(request); -
23: u
24: // Process the uploaded file items 2
25: Iterator i = fileltems.iterator(); (l)ﬂﬂ]
26: N
27 while ( ihasNext () ) =)
28: { In
29: Fileltem fi = (Fileltem)i.next();
30: if ( !fi.isFormField () )
31: {
32: // Get the uploaded file parameters
33: String fieldName = fi.getFieldName();
34: String fileName = fi.getName();
35: String contentType = fi.getContentType();
36: boolean isinMemory = fi.islnMemory();
37: long sizelnBytes = fi.getSize();
38: // Write the file
39: if( fileName lastIndexOf("\\") >= 0 )
40: {
41: file = new File( filePath +
42: fileName.substring( fileName.lastindexOf("\\"))) ;
43: }
44: else
45: {
46: file = new File( filePath +
47: fileName.substring(fileName.lastIndexOf("\ \ ")+1)) ;
48: }
49: fi.write( file ) ;
50: }
51: }
52: }
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53: }
54: }
55: }

2 3 234
[1] CWE-246 J2EE Bad Practices: Direct Use of Sockets,
http:/ /cwe.mitre.org/ data/ definitions/246.html
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4. J2EE: System.exit() AH8-(J2EE Bad Practices : Use of System.exit())

7h A9
J2EE $-8-Z 217 A] System.exit()e] A& HE|O|U7A] FRAXITH

. QHAR 29719
* J2EE Z23o) A System.exitE AR&d|A = oF )

o. 4A

doPost() WA= U4 System.exit()E S&3IH ZEo|U7t#] FSHTH

=
)
ozl

1:  public class SystemStat extends — HittpServlet

2:

3: public void doPost(HttpServletRequest request, HttpServletResponse response) throws ZIE.U
ServletException,  IOException k=)

4 { kU

5 FileHandler handler = new  FileHandler("errors.log"); ot

6: Logger logger = Logger.getLogger('com.mycompany"); —;—

7 logger.addHandler(handler); n

8 try

9 {

10: do_something(logger);

11: }

12: catch (IOException ase)

13: {

14: // J2EE ZZ2 3o A System.exit()= A&

15: System.exit(1);

16: }

17: }

18: private void do_something(Logger logger) throws IOException

19: {

20:

21: }

22: |}

System.exit(1) S &34 %1 doPost HAEE FTHITH
Y

B AT F=9] o - JAVA

1:  public class SystemStat extends HttpServlet

2. |

3: public void doPost(HttpServletRequest request, ~HttpServletResponse response) throws
ServletException, IOException

4: {

5: FileHandler handler = new  FileHandler("errors.log");
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6 Logger logger =  Logger.getLogger('com.mycompany");

7: logger.addHandler(handler);

8: try

9: {

10: do_something(logger);

11: }

12: catch (IOException ase)

13: {

14: logger.info("Caught: " + ase.toString());

15: // System.exit(1)9] Al8-& 3}

16: // System.exit(1);

17: }

18: }

19:

20: private void do_something(Logger logger) throws IOException

21: {

22:

23: }

24: '}

the] alAlelAE hitp request® AelSHEA Mk SIwk ARe AAShL Utk Slw
AlS gl A HA HEE Systemeexit)S SE3Fe] X2 IS FREITE ol9f Zo
System.exit()= ZE3HA HH, dA A Wi Ayt FEH= Aol ofyzh, Aulx

AA}Y FEEE AHE AL

1:  public class Service extends HttpServlet

2: |

3: private final String COMMAND_PARAM = "command";

4:

5: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

6: {

7: String command = request.getParameter(COMMAND_PARAM);

8:

9: SecurityChecker.checkSecurity(data);

10:

11: }

12}

13:  class SecurityChecker

14: |

15: public static void checkSecurity(Data data)

16: {

17:

18: if(FindViolation(data) == false)

19: {

20: System.exit(1);
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21: }
22:

23: }

24: '}

oo dAle A= dAl el g A
Exit() 2.2 o 9] ARl tiste] X elste
webd CGI ZEIAS Fxsle] &8l

57 YEE Folsof Fo.

=

YT returns AHEE] FTEFHESE Sof gk
218 BE CGl ZEIa#oA o] ARg3ith
2aYPE & H o= System.exit()©] &

oz

[kl

=
W QA% 5= ¢ - JAVA '\;
1:  public class Service extends HttpServlet 0=
2. |
3: private final String COMMAND_PARAM = "command";
4: -
5: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws =11}
ServletException, IOException L2
. g
7: String command = request.getParameter(COMMAND_PARAM); N
8: §
9: if(SecurityChecker.checkSecurity(data) == false) [n
10: {
11: return;
12: }
13:
14: }
15:
16: }
17:
18:  class SecurityChecker
19: |
20: public static void checkSecurity(Data data)
21: {
22:
23: if(FindViolation(data) == false)
24: {
25: return false;
26: }
27:
28: return true;
29: }
30: }

. P B
[1] CWE-382 J2EE Bad Practices: Use of System.exit(),
http:/ /cwe.mitre.org/data/definitions/382.html

H7E API 2E »» 307



Java A|Fjo{3 T 710|E e

5. @(Null) 7/l 7 AAKMissing Check for Null Parameter)

7k A9
Java EFo| WZH Object.equals(), Comparable.compareTo() @ Comparator.compare()
o) FEL wAEST @ A A9 AHD e wEsop B o] k&g g2 ow
A71A] 77 FAe] LD # QU

U ke 29714
*  Object.equals(), Comparable.compareTo()#} Comparator.compare() T-@ANA = WiHTE
g 3} Hlasfof gt

t}. oA

w7l Wk d QA A ekttt

1:  public class checkNULL implements java.util. Comparator
2

3 public int compare(Object o1, Object 02)

4 {

5: // o1, o2 WIgk d AA FF7F &
6 int i1 = ol.hashCode();

7 int i2 = 02.hashCode();

8 int ret;

9 if i1>i2) { ret=1 }

10: else if (il ==i2) { ret =0; }

11: else { ret=-1; }

12: return ret;

13: }

14 e

15}

i W7 null 1A HA AT

B ¢HAF F=29 o - JAVA

1:  public class checkNULL implements java.util. Comparator
2

3 public int compare(Object 01, Object 02)

4 {

5: int ret;

6 // BlaE= AAe e null o5& HAHS Fok
7 if (o1 != null && 02 != null)

8 {

9

int il = ol.hashCode();
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10: int i2 = 02.hashCode();

11: if (1>i2){ ret=1 }
12: else if (i1 == i2) { ret = 0; }
13: else { ret = -1; }

14: }

15: else

16: ret = -1;

17: return ret;

18: }

19: e

20: |}

hgel dAlE 9% QEWE Userlnfod] e A5 ek,

-
1:  public class UserInfo :I_.U
. 2
3 private String userld; on
4 private String password; N
5: private String name; |2|_|
6

7 public boolean equals(Object arg0)

8 {

9: UserInfo operand = (UserInfo)arg0;

10:

11: if (this.userld.equals(operand.userld) == false) return false;

12: if(this.password.equals(operand.password) == false) return false;

13: return this.name.equals(operand.name);

14: }

15:

16: }

A2 argument®] Nullgh o7& A A=A & A3t

B ¢AF 5=9 o - JAVA

public class UserInfo
{

private String userld;

private String password;

public boolean equals(Object argument)
{

1
2
3
4
5: private String name;
6
7
8
9

if(argument == null) return false;
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10:

11: UserInfo operand = (UserInfo)argument;

12:

13: if (this.userld.equals(operand.userld) == false) return false;
14: if(this.password.equals(operand.password) == false) return false;
15: return this.name.equals(operand.name);

16: }

17: }

2. 3 74
[1] CWE-398 Indicator of Poor Code Quality, http://cwemitre.org/data/definitions/398.html
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6. EJB: &7 AlS(EJB Bad Practices: Use of Sockets)

7}

.

=1

S ASS

Enterprise JavaBeans(EJB) 72 ol beanlF-oll Al A A7 (ServerSocket)S 2175 AHg
ste] ZEfolAE AR|2E AFste S A8t Atk BB ZH Y W9 beand =
T EJB SEtolAE daA UEYA AW JEZE AR 2E AFEE AAFH A=t
bean Wjol|A] ThA] ServerSockets A4 & A FRAHRJ] E5& o™ F 7] "ol

3

HAZN TP/
- BB T2 AW 24 AHEER gt

A
EJB Z2O#o| A M &S ALE3ITh

Sloic REElY

public void ejb_sock() throws IOException
{

ServerSocket s = new ServerSocket(1122);

Socket clientSocket = serverSocket.accept();

EJB T2 oA A 22le F4 Agste] AHgShA] deTh

B ¢AF Z=9 o - JAVA

1 e
2: public void ejb_sock() throws IOException

3: {

4: // EJBZ]1HFoll Al server socket AM&-& F3hth
5: // ServerSocket s = new ServerSocket(1122);
9: // Socket clientSocket = serverSocket.accept();
10: ......

6: }

7: ......

o029 dAls AMEE socketS THEo] FEPO|JAE A HFEHE HolHE v Qth
ol9} o] socketE ZH AME3HA J2EE] A9l ElolBR gl Eo] AlFsles ®He 59 Vs
S AFeRA E3HA Hoh

H7E API 28 »

3N

=
)
ozl




Java A|Fjo{3 T 710|E e
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1:  @Stateless

2:  public class Service

3. |

4: @PersistenceContext

5: private EntityManager entityManager;
6:

7

8:

9:

public void uploadFile(String fileName)
{

10: Thread uploadThread = new UploadDataReciever(fileName);
11: uploadThread.start();

12:

13: }

14: }

15:

16:  class UploadDataReciever extends Thread

17: |

18: public void run()

19: {

20: listenSocket = new ServerSocket(UPLOAD_PORT);
21:

22:

23: while((inputLine = in.readLin()) != null)

24: {

25:

26: }

27:

28: }

29: }

th22] o A9] ServleteFileUpload®t Z-& 9] gholBEelE ARE-sfjoF 3ttt

B ¢HAF F7=9 o - JAVA

@Stateless
public class Service

{

private EntityManager entityManager;

public void uploadFile(String fileName)

1:

2:

3:

4:

5: @PersistenceContext
6:

7

8:

9: {

10:
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11: // Create a new file upload handler

12: ServletFileUpload upload = new ServletFileUpload(factory);

13: // maximum file size to be uploaded.

14: upload.setSizeMax( maxFileSize );

15:

16: try

17: {

18: // Parse the request to get file items.

19: List fileltems = upload.parseRequest(request);

20:

21: // Process the uploaded file items

22: Iterator i = fileltems.iterator();

23:

24: while ( ihasNext () )

25: { -
26: Fileltem fi = (Fileltem)i.next(); U
27: if ( !fiisFormField () ) 2
28: { (l)ﬂﬂj
29: // Get the uploaded file parameters N
30: String fieldName = fi.getFieldName(); =)
31: String fileName = fi.getName(); In
32: String contentType = fi.getContentType();

33: boolean isinMemory = fi.islnMemory();

34: long sizeInBytes = fi.getSize();

35: // Write the file

36: if( fileName.lastIndexOf("\\") >= 0 )

37 {

38: file = new File( filePath +

39: fileName.substring( fileName lastindexOf("\\"))) ;

40: }

41: else

42: {

43: file = new File( filePath +

44: fileName.substring(fileName.lastindexOf("\ \ ")+1)) ;

45: }

46: fi.write( file ) ;

47: }

48: }

49: }

50: }

51: }

2t a2
[1] CWE-577 EJB Bad Practices: Use of Sockets,
http:/ /cwe.mitre.org/ data/ definitions/577.html
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7. equals()2} hashCode() 3% % 2] (Object Model Violation: Just one
of equals() and hashCode() Defined)

7}

<k

Java EFo| MEH, Javad] 22 AA= L2 AIZEE JMHof gttt F "aequals(b)
== true"°|® "ahashCode() == b.hashCode()" ©]ejof it} webA $F FEi oA
equals()?} hashCode()= € ™ T&@3AY & of F8A Fofok St

2~ Woll equals()S 423t hashCode() = A2l dloF 31 hashCode()S A &) 5+H
equals()= A o]sl|of Ftct.

. A

equals()9} hashCode() & 35t 43ttt

1:  public class checkEquals

2 |

3 ......

4 // equals()®F 7@

5: public boolean equals(Object obj)
6 {

7 boolean ret;

8 if (obj != null)

9 {

10: int i1 = this.hashCode();
11: int i2 = obj.hashCode();
12: if (i1 == 12) { ret = true; )
13: else {  ret = false; }
14: }

15: else

16: {

17: ret = false;

18: }

19: return ret;

20: }

21: ......

22:  }
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equals()9} hashCode() =F “g2]afof s}

W AT I=9 ¢ - JAVA

1:  public class checkEquals

2

3 ......

4 // AAle] A9} vlaEk= equals() TA

5: public boolean equals(Object obj)

6 {

7 boolean ret; >
8 if (obj = null) -
9 { (0)a}
10: int i1 = this.hashCode();

11: int i2 = obj.hashCode();

12: if (i1 ==12) { ret = true; }

13: else { ret = false; } >=
14: } g
15: else kU
16: { ot
17: ret = false; ';‘
18: } n
19: return ret;

20: }

21: // hashCode() 7-&

22: public int hashCode()

23: {

24: return new HashCodeBuilder(17, 37).toHashCode();

25: }

26 e

27. }

equals()¢} hashCode() & 3 1%E o3ttt

public class UserInfo
{

private String userld;
private String password;

public boolean equals(Object arg0)

1

2

3

4

5: private String name;
6

7

8 {

9

if(arg0 == null) return false;

11: UserInfo operand = (UserInfo)arg(;
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12:

13: if(this.userld.equals(operand.userld) == false) return false;
14: if (this.password.equals(operand.password) == false) return false;
15: return this.name.equals(operand.name);

16: }

17: '}

equals()¢} hashCode() =F “g2]stt).

B A T o - JAVA

1:  public class UserInfo

2: |

3: private String userld;

4: private String password;

5: private String name;

6:

7: public boolean equals(Object arg0)

8: {

9: if(arg0 == null) return false;

10:

11: UserInfo operand = (UserInfo)arg0;

12:

13: if(this.userld.equals(operand.userld) == false) return false;

14: if (this.password.equals(operand.password) == false) return false;

15: return this.name.equals(operand.name);

16: }

17: public int hashCode()

18: {

19: return HashCodeMaker.makeFromHashCode(userld + "' + password + "' +
name);

20: }

21: }

2 Fa 23
[1] CWE-581 Object Model Violation: Just One of Equals and Hashcode Defined,
http:/ /cwe.mitre.org/data/ definitions/581.html

316 <« H7E API &



A3 Sy € F3uEd
A1 gl e

%3 SQL(Dynamic SQL)
z2 a9 =3 we} SQLEC] tHE AT,
DBoll 843}= SQLS %3t

2a9o] A HA AejEo] vHEolA A

[kl

+ A5 A (Mutual Exclusion)
A ZEIHPFAA FFH BT AL FA AHEE A7) s A HE dagEeE,
A A 79 (critical section) &2 EE&= IE FHol el FAATH

2ZES 0] LR
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« 33 SQL(Static SQL)
53 SQLY 2] T2 Aol o]n] Ao Fo] 4A4F I 1A Jrh
» ASUEA A 2H
e UR A2"HoZ §dFH e 34 EdY =& 0AAY

oF UEAILZRY HH HESZ
Al EYH S AR A s BHtA Fo|th

£ Asks dabviyleld A48 w2 e+l aelst

gl A

- 34 s
Folx AR TAHE Aol ofrpds
}T}. MD5, SHA, SHA-1, SHA-256 52| &

3
RF

ki

* AES(Advanced Encryption Standard)
1= A% xFo= X]?e,% £S5 g5 A o= o|xe] DESE A, viw BFE 7€ AT
260l A HEAFEEZ(FIPS 197) 2.2

H
&(NIST)7F 53 9] 223 S 714 20019 114
23S T
- DES €¢318%&
SE fEshy|et B33V 2 Y] SR 64H E]

DES(Data Encryption Standard)$t 3+
53t 718 ArE-3t}. A 4F A (Brute Force)d Aol oFs}tt.

= HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)
OlEYl EAl TZEFQ HTTPY Heto] 73l W Aot}

= ISC2(International Information Systems Security Certification Consortium)
22 A9 Hebs AYdd F e B AEvtet ARRS ARV AAF A B4 e
A4 e BAste] Aad x4 ol

A A E0] 1989 a9 %

* LDAP(Lightweight Directory Access Protocol)
TCP/IP YolA tHE g Mul2E %38t A=

= OAEP(Optimal Asymmetric Encryption Padding)
sk ¢ 2 AZ+E padding scheme

Bellare®} Rogaway®ll &J3llA &7/1E RSAE Heste ¢

oltt.

fol
4
i
o

A3 v HARAE wBstE AR &

= Private Key
) AT zA AR - BEsE
A= 7otk

* Public Key
T ABE AS7IHe s ATsH= 7] oA, of sIHTIEREH Adh A7)
@7 Ao, WAA D AANT & - BEB] AFH O ASD F Uk FANNE AL

& /071 71Nz} ]

e Axwe
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* SHA(Secure Hash Algorithm)

qH  dnEFEe LdFTeE MDY FHAEES diAlete]  AHEFTh SHA, SHA-L,
SHA-2(SHA-224, SHA-256, SHA-384, SHA-512) 52| thFgk Mzlo] glom, ¢s 22 E Il
TLS, SSL, PGP, SSH, IPSec 5ol Ah-&H T},

+ RC5
199413 RSA SecurityA+2] Ronald Rivestell ]3] 1¢tH E5 453 dag]Folth

= Umask
Y == gHAEEe AgE A3 g g ojoltt

= Whitelist
E 2 2E(Black List)2] §tt) M2 2A AT 5 UAE AJEY [P T4 £5S5 ov|gith
o u

, AR F de Folu ALY

AN o

* Wraparound

int = longl2 2 olH
(o]
h=3

Aol i S5,

o

PN
e

e

o] gro]l FAXNE B3 WS 4%, MSB(Most Significant Bit)7}
FT=E

il
o~
T
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